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CHAPTER
ONE

INTRODUCTION

open62541 (http://open62541.org) is an open source and free implementation of OPC UA (OPC Unified Architec-
ture) written in the common subset of the C99 and C++98 languages. The library is usable with all major compilers
and provides the necessary tools to implement dedicated OPC UA clients and servers, or to integrate OPC UA-based
communication into existing applications. open62541 library is platform independent. All platform-specific func-
tionality is implemented via exchangeable plugins. Plugin implementations are provided for the major operating
systems.

open62541 is licensed under the Mozilla Public License v2.0 (MPLv2). This allows the open62541 library to be
combined and distributed with any proprietary software. Only changes to the open62541 library itself need to be
licensed under the MPLv2 when copied and distributed. The plugins, as well as the server and client examples are
in the public domain (CCO license). They can be reused under any license and changes do not have to be published.

The sample server (server_ctt) built using open62541 v1.0 is in conformance with the ‘Micro Embedded Device
Server’ Profile of OPC Foundation supporting OPC UA client/server communication, subscriptions, method calls
and security (encryption) with the security policies ‘Basic128Rsal5’, ‘Basic256’ and ‘Basic256Sha256’ and the
facets ‘method server’ and ‘node management’. See https://open62541.org/certified-sdk for more details.

1.1 OPC Unified Architecture

OPC UA is a protocol for industrial communication and has been standardized in the IEC 62541 series. At its core,
OPC UA defines

e an asynchronous profocol (built upon TCP, HTTP or SOAP) that defines the exchange of messages via ses-
sions, (on top of) secure communication channels, (on top of) raw connections,

* atype system for protocol messages with a binary and XML-based encoding scheme,
* ameta-model for information modeling, that combines object-orientation with semantic triple-relations, and

* aset of 37 standard services to interact with server-side information models. The signature of each service
is defined as a request and response message in the protocol type system.

The standard itself can be purchased from IEC or downloaded for free on the website of the OPC Foundation at
https://opcfoundation.org/ (you need to register with a valid email).

The OPC Foundation drives the continuous improvement of the standard and the development of companion spec-
ifications. Companion specifications translate established concepts and reusable components from an application
domain into OPC UA. They are created jointly with an established industry council or standardization body from
the application domain. Furthermore, the OPC Foundation organizes events for the dissemination of the standard
and provides the infrastructure and tools for compliance certification.



http://open62541.org
https://open62541.org/certified-sdk
http://en.wikipedia.org/wiki/OPC_Unified_Architecture
https://opcfoundation.org/
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1.2 open62541 Features

open62541 implements the OPC UA binary protocol stack as well as a client and server SDK. It currently supports
the Micro Embedded Device Server Profile plus some additional features. Server binaries can be well under 100kb
in size, depending on the contained information model.

¢ Communication Stack

OPC UA binary protocol

Chunking (splitting of large messages)

Exchangeable network layer (plugin) for using custom networking APIs (e.g. on embedded targets)

Encrypted communication

Asynchronous service requests in the client
* Information model
— Support for all OPC UA node types (including method nodes)
— Support for adding and removing nodes and references also at runtime.

— Support for inheritance and instantiation of object- and variable-types (custom constructor/destructor,
instantiation of child nodes)

— Access control for individual nodes
* Subscriptions
— Support for subscriptions/monitoreditems for data change notifications
— Very low resource consumption for each monitored value (event-based server architecture)
* Code-Generation
— Support for generating data types from standard XML definitions
— Support for generating server-side information models (nodesets) from standard XML definitions
Features on the roadmap for the 0.3 release series but missing in the initial v0.3 release are:
* Encrypted communication in the client
» Events (notifications emitted by objects, data change notifications are implemented)

 Event-loop (background tasks) in the client

1.3 Getting Help

For discussion and help besides this documentation, you can reach the open62541 community via
e the mailing list
* our IRC channel

e the bugtracker

2 Chapter 1. Introduction
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1.4 Contributing

As an open source project, we invite new contributors to help improve open62541. Issue reports, bugfixes and new
features are very welcome. The following are good starting points for new contributors:

* Report bugs
* Improve the documentation

* Work on issues marked as good first issue

1.4. Contributing 3
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CHAPTER
TWO

BUILDING OPENG62541

open62541 uses CMake to build the library and binaries. The library version is automatically detected using git
describe. This command returns a valid version string based on the current tag. If you did not directly clone the
sources, but use the tar or zip package from a release, you need to manually specify the version. In that case use
e.g. cmake -DOPEN62541_VERSION=v1.0.3.

2.1 Building the Library

2.1.1 Building with CMake on Ubuntu or Debian

sudo apt-get install git build-essential gcc pkg-config cmake python

# enable additional features

sudo
sudo
sudo
sudo
sudo

apt-get
apt-get
apt-get
apt-get
apt-get

cd open62541
mkdir build
cd build
cmake ..

make

install cmake-curses-gui # for the ccmake graphical interface
install libmbedtls-dev # for encryption support

install check libsubunit-dev # for unit tests

install python-sphinx graphviz # for documentation generation
install python-sphinx-rtd-theme # documentation style

# select additional features
ccmake ..

make

# build documentation
make doc # html documentation
make doc_pdf # pdf documentation (requires LaTeX)




open62541 Documentation, Release 1.3.4

2.1.2 Building with CMake on Windows

Here we explain the build process for Visual Studio (2013 or newer). To build with MinGW, just replace the
compiler selection in the call to CMake.

* Download and install

— Python 2.7.x (Python 3.x works as well): https://python.org/downloads

— CMake: http://www.cmake.org/cmake/resources/software.html

— Microsoft Visual Studio: https://www.visualstudio.com/products/visual-studio-community-vs
* Download the open62541 sources (using git or as a zipfile from github)

* Open a command shell (cmd) and run

cd <path-to>\open62541

mkdir build

cd build

<path-to>\cmake.exe .. -G "Visual Studio 14 2015"

:: You can use use cmake-gui for a graphical user-interface to select features

e Then open buildopen62541.sln in Visual Studio 2015 and build as usual

2.1.3 Building on OS X

* Download and install
— Xcode: https://itunes.apple.com/us/app/xcode/id497799835?s=1&mt=12
— Homebrew: http://brew.sh/
— Pip (a package manager for Python, may be preinstalled): sudo easy_install pip

* Run the following in a shell

brew install cmake

pip install sphinx # for documentation generation

pip install sphinx_rtd_theme # documentation style

brew install graphviz # for graphics in the documentation
brew install check # for unit tests

Follow Ubuntu instructions without the apt-get commands as these are taken care of by the above packages.

2.1.4 Building on OpenBSD

The procedure below works on OpenBSD 5.8 with gcc version 4.8.4, cmake version 3.2.3 and Python version
2.7.10.

* Install a recent gcc, python and cmake:

Epkg_add gcc python cmake

« Tell the system to actually use the recent gcc (it gets installed as egcc on OpenBSD):

[export CC=egcc CXX=eg++

* Now procede as described for Ubuntu/Debian:

6 Chapter 2. Building open62541
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cd open62541
mkdir build
cd build
cmake ..
make

2.1.5 Building Debian Packages inside Docker Container with CMake on Ubuntu
or Debian

Here is an example howto build the library as Debian package inside a Docker container
* Download and install
— Docker Engine: https://docs.docker.com/install/linux/docker-ce/debian/
— docker-deb-builder: https://github.com/tsaarni/docker-deb-builder.git
— open62541: https://github.com/open62541/open62541.git
Install Docker as described at https://docs.docker.com/install/linux/docker-ce/debian/ .

Get the docker-deb-builder utility from github and make Docker images for the needed Debian and/or Ubuntu
relases

-

# make and goto local development path (e.g. ~/development)
mkdir ~/development
cd ~/development

# clone docker-deb-builder utility from github and change into builder directory
git clone https://github.com/tsaarni/docker-deb-builder.git
cd docker-deb-builder

# make Docker builder images (e.g. Ubuntu 18.04 and 17.04)
docker build -t docker-deb-builder:18.04 -f Dockerfile-ubuntu-18.04 .
docker build -t docker-deb-builder:17.04 -f Dockerfile-ubuntu-17.04 .

L

Make a local copy of the open62541 git repo and checkout a pack branch

# make a local copy of the open62541 git repo (e.g. in the home directory)
# and checkout a pack branch (e.g. pack/1.0)

cd ~

git clone https://github.com/open62541/open62541.git

cd ~/open62541

git checkout pack/1.0

Now it’s all set to build Debian/Ubuntu open62541 packages

-

# goto local developmet path
cd ~/development

# make a local output directory for the builder where the packages can be placed.
—after build
mkdir output

# build Debian/Ubuntu packages inside Docker container (e.g. Ubuntu-18.04)
./build -i docker-deb-builder:18.04 -o output ~/open62541

After a successfull build the Debian/Ubuntu packages can be found at ~/development/docker-deb-builder/
output

2.1. Building the Library 7
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2.1.6 CMake Build Options and Debian Packaging

If the open62541 library will be build as a Debian package using a pack branch (e.g. pack/master or pack/1.0)
then altering or adding CMake build options should be done inside the debian/rules file respectively in the
debian/rules-template file if working with a development branch (e.g. master or 1.0).

The section in debian/rules where the CMake build options are defined is

override_dh_auto_configure:
dh_auto_configure -- -DBUILD_SHARED_LIBS=ON -DCMAKE_BUILD_TYPE=RelWithDebInfo -
—DUA_NAMESPACE_ZERO=FULL -DUA_ENABLE_AMALGAMATION=OFF -DUA_PACK_DEBIAN=ON

This CMake build options will be passed as command line variables to CMake during Debian packaging.

2.2 Build Options

The open62541 project uses CMake to manage the build options, for code generation and to generate build projects
for the different systems and IDEs. The tools ccmake or cmake-gui can be used to graphically set the build options.

Most options can be changed manually in ua_config.h (open62541.h for the single-file release) after the code
generation. But usually there is no need to adjust them.

2.2.1 Main Build Options

CMAKE_BUILD_TYPE
* RelWithDebInfo -O2 optimization with debug symbols
* Release -O2 optimization without debug symbols
* Debug -O0 optimization with debug symbols

e MinSizeRel -Os optimization without debug symbols

UA_LOGLEVEL
The SDK logs events of the level defined in UA_LOGLEVEL and above only. The logging event levels are as
follows:

* 600: Fatal
* 500: Error
* 400: Warning
¢ 300: Info
¢ 200: Debug
* 100: Trace
UA_MULTITHREADING
Level of multi-threading support. The supported levels are currently as follows:
e 0-99: Multithreading support disabled.

* >=100: API functions marked with the UA_THREADSAFE-macro are protected internally with mu-
texes. Multiple threads are allowed to call these functions of the SDK at the same time without causing
race conditions. Furthermore, this level support the handling of asynchronous method calls from ex-
ternal worker threads.

8 Chapter 2. Building open62541
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2.2.2 Select build artefacts

By default only the main library shared object libopen62541.s0 (open62541.dll) or static linking archive
open62541.a (open62541.1ib) is built. Additional artifacts can be specified by the following options:

UA_BUILD_EXAMPLES
Compile example servers and clients from examples/*.c.

UA_BUILD_UNIT_TESTS
Compile unit tests. The tests can be executed with make test

UA_BUILD_SELFSIGNED_CERTIFICATE
Generate a self-signed certificate for the server (openSSL required)

2.2.3 Detailed SDK Features

UA_ENABLE_SUBSCRIPTIONS
Enable subscriptions

UA_ENABLE_SUBSCRIPTIONS_EVENTS (EXPERIMENTAL)
Enable the use of events for subscriptions. This is a new feature and currently marked as EXPERIMENTAL.

UA_ENABLE_SUBSCRIPTIONS_ALARMS_CONDITIONS (EXPERIMENTAL)
Enable the use of A&C for subscriptions. This is a new feature build upon events and currently marked as
EXPERIMENTAL.

UA_ENABLE_METHODCALLS
Enable the Method service set

UA_ENABLE_PARSING
Enable parsing human readable formats of builtin data types (Guid, Nodeld, etc.). Utility functions that are
not essential to the SDK.

UA_ENABLE_NODEMANAGEMENT
Enable dynamic addition and removal of nodes at runtime

UA_ENABLE_AMALGAMATION
Compile a single-file release into the files open62541.c and open62541.h. Not recommended for instal-
lation.

UA_ENABLE_IMMUTABLE_NODES
Nodes in the information model are not edited but copied and replaced. The replacement is done with atomic
operations so that the information model is always consistent and can be accessed from an interrupt or parallel
thread (depends on the node storage plugin implementation).

UA_ENABLE_COVERAGE
Measure the coverage of unit tests

UA_ENABLE_DISCOVERY
Enable Discovery Service (LDS)

UA_ENABLE_DISCOVERY_MULTICAST
Enable Discovery Service with multicast support (LDS-ME)

UA_ENABLE_DISCOVERY_SEMAPHORE
Enable Discovery Semaphore support

UA_ENABLE_ENCRYPTION
Enable encryption support and specify the used encryption backend. The possible options are: - OFF No
encryption support. (default) - MBEDTLS Encryption support using mbed TLS - OPENSSL Encryption support
using OpenSSL - LIBRESSL EXPERIMENTAL: Encryption support using LibreSSL

UA_ENABLE_ENCRYPTION_TPM2

Enable TPM hardware for encryption. The possible options are:

2.2. Build Options 9
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* OFF No TPM encryption support. (default)
e ON TPM encryption support
UA_NAMESPACE_ZERO

Namespace zero contains the standard-defined nodes. The full namespace zero may not be required
for all applications. The selectable options are as follows:

e MINIMAL: A barebones namespace zero that is compatible with most clients. But this namespace
0 is so small that it does not pass the CTT (Conformance Testing Tools of the OPC Foundation).

* REDUCED: Small namespace zero that passes the CTT.
e FULL: Full namespace zero generated from the official XML definitions.

The advanced build option UA_FILE_NSO can be used to override the XML file used for namespace
zero generation.

Some options are marked as advanced. The advanced options need to be toggled to be visible in the cmake GUIs.

UA_ENABLE_TYPEDESCRIPTION
Add the type and member names to the UA_DataType structure. Enabled by default.

UA_ENABLE_STATUSCODE_DESCRIPTIONS
Compile the human-readable name of the StatusCodes into the binary. Enabled by default.

UA_ENABLE_FULL_NS0
Use the full NSO instead of a minimal Namespace 0 nodeset UA_FILE_NS® is used to specify the file for
NSO generation from namespace( folder. Default value is Opc.Ua.NodeSet2.xml

2.2.4 PubSub Build Options

UA_ENABLE_PUBSUB
Enable the experimental OPC UA PubSub support. The option will include the PubSub UDP multicast
plugin. Disabled by default.

UA_ENABLE_PUBSUB_DELTAFRAMES
The PubSub messages differentiate between keyframe (all published values contained) and deltaframe (only
changed values contained) messages. Deltaframe messages creation consumes some additional resources
and can be disabled with this flag. Disabled by default.

UA_ENABLE_PUBSUB_FILE_CONFIG
Enable loading OPC UA PubSub configuration from File/ByteString. Enabling PubSub informationmodel
methods also will add a method to the Publish/Subscribe object which allows configuring PubSub at runtime.

UA_ENABLE_PUBSUB_INFORMATIONMODEL
Enable the information model representation of the PubSub configuration. For more details take a look at
the following section PubSub Information Model Representation. Disabled by default.

UA_ENABLE_PUBSUB_MONITORING
Enable the experimental PubSub monitoring. This feature provides a basic framework to implement monitor-
ing/timeout checks for PubSub components. Initially the MessageReceiveTimeout check of a DataSetReader
is provided. It uses the internal server callback implementation. The monitoring backend can be changed by
the application to satisfy realtime requirements. Disabled by default.

UA_ENABLE_PUBSUB_ETH_UADP
Enable the OPC UA Ethernet PubSub support to transport UADP NetworkMessages as payload of Ethernet
II frame without IP or UDP headers. This option will include Publish and Subscribe based on EtherType
B62C. Disabled by default.

10 Chapter 2. Building open62541
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2.2.5 Debug Build Options

This group contains build options mainly useful for development of the library itself.

UA_DEBUG
Enable assertions and additional definitions not intended for production builds

UA_DEBUG_DUMP_PKGS
Dump every package received by the server as hexdump format

2.2.6 Building a shared library

open62541 is small enough that most users will want to statically link the library into their programs. If a shared
library (.dll, .so) is required, this can be enabled in CMake with the BUILD_SHARED_LIBS option. Note that this
option modifies the ua_config.h file that is also included in open62541.h for the single-file distribution.

2.2.7 Minimizing the binary size

The size of the generated binary can be reduced considerably by adjusting the build configuration. With open62541,
it is possible to configure minimal servers that require less than 100kB of RAM and ROM.

The following options influence the ROM requirements:

First, in CMake, the build type can be set to CMAKE_BUILD_TYPE=MinSizeRel. This sets the compiler flags to
minimize the binary size. The build type also strips out debug information. Second, the binary size can be reduced
by removing features via the build-flags described above.

Second, setting UA_NAMESPACE_ZERO to MINIMAL reduces the size of the builtin information model. Setting this
option can reduce the binary size by half in some cases.

Third, some features might not be needed and can be disabled to reduce the binary footprint. Examples for this are
Subscriptions or encrypted communication.

Last, logging messages take up a lot of space in the binary and might not be needed in embedded scenar-
ios. Setting UA_LOGLEVEL to a value above 600 (FATAL) disables all logging. In addition, the feature-flags
UA_ENABLE_TYPEDESCRIPTION and UA_ENABLE_STATUSCODE_DESCRIPTIONS add static information to the bi-
nary that is only used for human-readable logging and debugging.

The RAM requirements of a server are mostly due to the following settings:
* The size of the information model
* The number of connected clients

* The configured maximum message size that is preallocated

2.3 Building the Examples

Make sure that you can build the shared library as explained in the previous steps. Even easier way to build the
examples is to install open62541 in your operating system (see /nstalling open62541).

Then the compiler should automatically find the includes and the shared library.

cp /path-to/examples/tutorial_server_firststeps.c . # copy the example server
gcc -std=c99 -o server tutorial_server_firststeps.c -lopen62541

2.3. Building the Examples 11
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2.4 Building for specific architectures

The open62541 library can be build for many operating systems and embedded systems. This document shows a
small excerpt of already tested architectures. Since the stack is only using the C99 standard, there are many more
supported architectures.

A full list of implemented architecture support can be found in the arch folder.

2.4.1 Windows, Linux, MacOS

These architectures are supported by default and are automatically chosen by CMake.

Have a look into the previous sections on how to do that.

2.4.2 freeRTOS + LwIP

Credits to @cabralfortiss

This documentation is based on the discussion of the PR https://github.com/open62541/open62541/pull/2511. If
you have any doubts, please first check the discussion there.

This documentation assumes that you have a basic example using LwIP and freeRTOS that works fine, and you
only want to add an OPC UA task to it.

There are two main ways to build open62541 for freeRTOS + LwIP:

¢ Select the cross compiler in CMake, set the flags needed for compilation (different for each microcontroller
so it can be difficult) and then run make in the folder and the library should be generated. This method can
be hard to do because you need to specify the include files and some other configurations.

* Generate the open6254.h and open6254.c files with the freeRTOSLWIP architecture and then put these files
in your project in your IDE that you’re using for compiling. This is the easiest way of doing it and the
documentation only focus on this method.

In CMake, select freertosLWIP using the variable UA_ARCHITECTURE, enable amalgamation using the
UA_ENABLE_AMALGAMATION variable and just select the native compilers. Then try to compile as always.
The compilation will fail, but the open62541.h and open62541.c will be generated.

NOTE: If you are using the memory allocation functions from freeRTOS (pvPortMalloc and family) you will need
also to set the variable UA_ARCH_FREERTOS_USE_OWN_MEMORY_FUNCTIONS to true. Many users had
to implement pvPortCalloc and pvPortRealloc.

If using the terminal, the command should look like this

mkdir build_freeRTOS

cd build_freeRTOS

cmake -DUA_ARCHITECTURE=freertosLWIP -DUA_ENABLE_AMALGAMATION=ON ../
make

Remember, the compilation will fail. That’s not a problem, because you need only the generated files (open62541.h
and open62541.c) found in the directory where you tried to compile. Import these in your IDE that you’re using.
There is no standard way of doing the following across all IDEs, but you need to do the following configurations
in your project:

* Add the open62541.c file for compilation
¢ Add the variable UA_ ARCHITECTURE_FREERTOSLWIP to the compilation
* Make sure that the open62541.h is in a folder which is included in the compilation.

When compiling LWIP you need a file called Iwipopts.h. In this file, you put all the configuration variables. You
need to make sure that you have the following configurations there:
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#define LWIP_COMPAT_SOCKETS 0 // Don't do name define-transformation in networking.,

- function names.

#define LWIP_SOCKET 1 // Enable Socket API (normally already set)

#define LWIP_DNS 1 // enable the lwip_getaddrinfo function, struct addrinfo and more.
#define SO_REUSE 1 // Allows to set the socket as reusable

#define LWIP_TIMEVAL_PRIVATE ® // This is optional. Set this flag if you get a.
—scompilation error about redefinition of struct timeval

L

For freeRTOS there’s a similar file called FreeRTOSConfig.h. Usually, you should have an example project with
this file. The only two variables that are recommended to check are:

#define configCHECK_FOR_STACK_OVERFLOW 1
#define configUSE_MALLOC_FAILED_HOOK 1

Most problems when running the OPC UA server in freeRTOS + LwIP come from the fact that is usually deployed
in embedded systems with a limited amount of memory, so these definitions will allow checking if there was a
memory problem (will save a lot of effort looking for hidden problems).

Now, you need to add the task that will start the OPC UA server.

-

static void opcua_thread(void *arg){

//The default 64KB of memory for sending and receicing buffer caused problems..
—to many users. With the code below, they are reduced to ~16KB

UA_UInt32 sendBufferSize = 16000; //64 KB was too much for my platform

UA_UInt32 recvBufferSize = 16000; //64 KB was too much for my platform

UA_UInt16 portNumber = 4840;

UA_Server* mUaServer = UA_Server_new();

UA_ServerConfig *uaServerConfig = UA_Server_getConfig(mUaServer);

UA_ServerConfig_setMinimal (uaServerConfig, portNumber, 0, sendBufferSize,.
—recvBufferSize);

//VERY IMPORTANT: Set the hostname with your IP before starting the server
UA_ServerConfig_setCustomHostname (uaServerConfig, UA_STRING("192.168.0.102"));

//The rest is the same as the example
UA_Boolean running = true;

// add a variable node to the adresspace
UA_VariableAttributes attr = UA_VariableAttributes_default;
UA_Int32 myInteger = 42;
UA_Variant_setScalarCopy(&attr.value, &myInteger, &UA_TYPES[UA_TYPES_INT32]);
attr.description = UA_LOCALIZEDTEXT_ALLOC("en-US","the answer");
attr.displayName = UA_LOCALIZEDTEXT_ALLOC("en-US","the answer");
UA_NodelId myIntegerNodeId = UA_NODEID_STRING_ALLOC(1l, "the.answer");
UA_QualifiedName myIntegerName = UA_QUALIFIEDNAME_ALLOC(1, "the answer");
UA_Nodeld parentNodeId = UA_NODEID_NUMERIC(®, UA_NSOID_OBJECTSFOLDER);
UA_Nodeld parentReferenceNodeId = UA_NODEID_NUMERIC(O®, UA_NSOID_ORGANIZES);
UA_Server_addVariableNode (mUaServer, myIntegerNodeId, parentNodeId,
parentReferenceNodeId,
— myIntegerName,
UA_NODEID_NULL, attr,.
—NULL, NULL);

/* allocations on the heap need to be freed */

(continues on next page)
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(continued from previous page)
UA_VariableAttributes_clear(&attr);

UA_NodeId_clear(&myIntegerNodeId) ;
UA_QualifiedName_clear(&myIntegerName) ;

UA_StatusCode retval = UA_Server_run(mUaServer, &running);
UA_Server_delete(mUaServer) ;

}

In your main function, after you initialize the TCP IP stack and all the hardware, you need to add the task:

//8000 is the stack size and 8 is priority. This values might need to be changed.

—according to your project

if(NULL == sys_thread_new("opcua_thread", opcua_thread, NULL, 8000, 8))
LWIP_ASSERT("opcua(): Task creation failed.", 0);

And lastly, in the same file (or any actually) add:

void vApplicationMallocFailedHook() {
for(;;){
vTaskDelay (pdMS_TO_TICKS(1000));
}
}

void vApplicationStackOverflowHook( TaskHandle_t xTask, char *pcTaskName ) {
for(;;){
vTaskDelay (pdMS_TO_TICKS(1000));
}
3

And put a breakpoint in each of the vTaskDelay. These functions are called when there’s a problem in the heap or
the stack. If the program gets here, you have a memory problem.

That’s it. Your OPC UA server should run smoothly. If not, as said before, check the discussion in https://github.
com/open62541/open62541/pull/2511. If you still have problems, ask there so the discussion remains centralized.
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CHAPTER
THREE

INSTALLING OPENG62541

3.1 Manual installation

You can install open62541 using the well known make install command. This allows you to use pre-built libraries
and headers for your own project.

To override the default installation directory use cmake -DCMAKE_INSTALL_PREFIX=/some/path. Based on the
SDK Features you selected, as described in Build Options, these features will also be included in the installation.
Thus we recommend to enable as many non-experimental features as possible for the installed binary.

The recommended cmake options for a default installation are:

git submodule update --init --recursive

mkdir build && cd build

cmake -DBUILD_SHARED_LIBS=ON -DCMAKE_BUILD_TYPE=RelWithDebInfo -DUA_NAMESPACE_
—ZERO=FULL ..

make

sudo make install

This will enable the following features in 0.4:
* Discovery
* FullNamespace
* Methods
* Subscriptions

The following features are not enabled and can be optionally enabled using the build options as described in Build
Options:

* Amalgamation

* DiscoveryMulticast
e Encryption

* Multithreading

* Subscriptions

Important: We strongly recommend to not use UA_ENABLE_AMALGAMATION=ON for your installation. This will
only generate a single open62541.h header file instead of the single header files. We encourage our users to use
the non-amalgamated version to reduce the header size and simplify dependency management.

In your own CMake project you can then include the open62541 library using:

15




open62541 Documentation, Release 1.3.4

# optionally you can also specify a specific version

# e.g. find_package(open62541 1.0.0)

find_package(open62541 REQUIRED COMPONENTS Events FullNamespace)
add_executable(main main.cpp)

target_link libraries(main open62541::open62541)

A full list of enabled features during build time is stored in the CMake Variable open62541_COMPONENTS_ALL

3.2 Prebuilt packages

3.2.1 Pack branches
Github allows you to download a specific branch as .zip package. Just using this .zip package for open62541 will
likely fail:

e CMake uses git describe --tags to automatically detect the version string. The .zip package does not
include any git information

* Specific options during the build stack require additional git submodules which are not inlined in the .zip

Therefore we provide packaging branches. They have the prefix pack/ and are automatically updated to match the
referenced branch.

Here are some examples:
 pack/master.zip
* pack/1.0.zip

These pack branches have inlined submodules and the version string is hardcoded. If you need to build from source
but do not want to use git, use these specific pack versions.

3.2.2 Prebuilt binaries

You can always find prebuilt binaries for every release on our Github Release Page.

Nightly single file releases for Linux and Windows of the last 50 commits can be found here: https://open62541.
org/releases/

3.2.3 Debian

Debian packages can be found in our official PPA:
¢ Daily Builds (based on master branch): https://launchpad.net/~open62541-team/+archive/ubuntu/daily
* Release Builds (starting with Version 0.4): https://launchpad.net/~open62541-team/+archive/ubuntu/ppa

Install them with:

sudo add-apt-repository ppa:open62541-team/ppa
sudo apt-get update
sudo apt-get install libopen62541-1-dev
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3.2.4 Arch

Arch packages are available in the AUR:
e Stable Builds: https://aur.archlinux.org/packages/open62541/
¢ Unstable Builds (current master): https://aur.archlinux.org/packages/open62541-git/

* In order to add custom build options (Build Options), you can set the environment variable
OPEN62541_CMAKE_FLAGS

3.2.5 OpenBSD

Starting with OpenBSD 6.7 the ports directory misc/open62541 can build the released version of open62541.
Install the binary package from the OpenBSD mirrors:

[pkg_add open62541 ]

3.2. Prebuilt packages 17
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CHAPTER
FOUR

TUTORIALS

4.1 Working with Data Types

OPC UA defines a type system for values that can be encoded in the protocol messages. This tutorial shows some

examples for available data types and their use. See the section on Data Types for the full definitions.

4.1.1 Basic Data Handling

This section shows the basic interaction patterns for data types. Make sure to compare with the type definitions in

types.h.

-

#include <open62541/plugin/log_stdout.h>
#include <open62541/server.h>
#include <open62541/server_config default.h>

#include <stdlib.h>

static void
variables_basic(void) {
/% Int32 */
UA_Int32 i = 5;
UA_Int32 j;
UA_Int32_copy(&i, &j);

UA_Int32 *ip = UA_Int32_new();
UA_Int32_copy(&i, ip);
UA_Int32_delete(ip);

/% String */

UA_String s;

UA_String_init(&s); /* _init zeroes out the entire memory of the datatype */
char *test = "test";

s.length = strlen(test);

s.data = (UA_Byte*)test;

UA_String s2;
UA_String_copy(&s, &s2);
UA_String_clear(&s2); /* Copying heap-allocated the dynamic content */

UA_String s3 UA_STRING("test2");

UA_String s4 = UA_STRING_ALLOC("test2"); /* Copies the content to the heap */
UA_Boolean eq = UA_String_equal(&s3, &s4);

UA_String_clear(&s4);

if(leq)

(continues on next page)
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(continued from previous page)

return;

/* Structured Type */

UA_ReadRequest rr;

UA_init(&rr, QUA_TYPES[UA_TYPES_READREQUEST]); /* Generic method */
UA_ReadRequest_init(&rr); /* Shorthand for the previous line */

rr.requestHeader.timestamp = UA_DateTime_now(); /* Members of a structure */

rr.nodesToRead = (UA_ReadValueld *)UA_Array_new(5, &UA_TYPES[UA_TYPES_
—READVALUEID]);
rr.nodesToReadSize = 5; /* Array size needs to be made known */

UA_ReadRequest “rr2 = UA_ReadRequest_new();
UA_copy(&rr, rr2, &UA_TYPES[UA_TYPES_READREQUEST]);
UA_ReadRequest_clear(&rr);
UA_ReadRequest_delete(rr2);

4.1.2 Nodelds

An OPC UA information model is made up of nodes and references between nodes. Every node has a unique
Nodeld. Nodelds refer to a namespace with an additional identifier value that can be an integer, a string, a guid or
a bytestring.

static void

variables_nodeids(void) {
UA_NodeId idl = UA_NODEID_NUMERIC(1, 1234);
idl.namespaceIndex = 3;

UA_NodeId id2 UA_NODEID_STRING(1, "testid"); /* the string is static */
UA_Boolean eq = UA_NodeId_equal(&idl, &id2);
if(eq)

return;

UA_NodeId id3;
UA_NodeId_copy(&id2, &id3);
UA_NodeId_clear(&id3);

UA_NodeId id4 = UA_NODEID_STRING_ALLOC(1, "testid"); /* the string is copied
to the heap */
UA_NodeId_clear(&id4);
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4.1.3 Variants

The datatype Variant belongs to the built-in datatypes of OPC UA and is used as a container type. A variant
can hold any other datatype as a scalar (except variant) or as an array. Array variants can additionally denote the
dimensionality of the data (e.g. a 2x3 matrix) in an additional integer array.

static void
variables_variants(void) {
/* Set a scalar value */
UA_Variant v;
UA_Int32 i = 42;
UA_Variant_setScalar(&v, &i, &UA_TYPES[UA_TYPES_INT32]);

/* Make a copy */
UA_Variant v2;
UA_Variant_copy(&v, &v2);
UA_Variant_clear(&v2);

/* Set an array value */
UA_Variant v3;

UA_Double d[9] = {1.0, 2.0, 3.0,
4.0, 5.0, 6.0,
7.0, 8.0, 9.0};
UA_Variant_setArrayCopy(&v3, d, 9, &UA_TYPES[UA_TYPES_DOUBLE]);

/* Set array dimensions */

v3.arrayDimensions = (UA_UInt32 *)UA_Array_new(2, QUA_TYPES[UA_TYPES_UINT32]);
v3.arrayDimensionsSize = 2;

v3.arrayDimensions[0] = 3;

v3.arrayDimensions[1] 3;

UA_Variant_clear(&v3);

}

#ifdef UA_ENABLE_TYPEDESCRIPTION

static void

prettyprint(void) {
UA_ReadRequest rr;
UA_ReadRequest_init (&rr);
UA_ReadValueId rvi[2];
UA_ReadValueId_init(rvi);
UA_ReadValueId_init(&rvi[1]);
rr.nodesToRead = rvi;
rr.nodesToReadSize = 2;
UA_String out = UA_STRING_NULL;
UA_print(&rr, &QUA_TYPES[UA_TYPES_READREQUEST], &out);

printf("%.*s\n", (int)out.length, out.data);
UA_String_clear(&out);

UA_ReadResponse resp;
UA_ReadResponse_init (&resp) ;
UA_print (&resp, &UA_TYPES[UA_TYPES_READRESPONSE], &out);

printf£("%.*s\n", (int)out.length, out.data);
UA_String_clear(&out);

UA_ReferenceDescription br;

(continues on next page)
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UA_ReferenceDescription_init(&br);

br.nodeClass = (UA_NodeClass)5;

UA_print (&br, &QUA_TYPES[UA_TYPES_REFERENCEDESCRIPTION], &out);
printf("%.*s\n", (int)out.length, out.data);
UA_String_clear(&out);

UA_Float matrix[4] = {1.0, 2.0, 3.0, 4.0};

UA_UInt32 matrix_dims[2] = {2, 2};

UA_DataValue dv;

UA_DataValue_init(&dv);

UA_Variant_setArray(&dv.value, &matrix, 4, &UA_TYPES[UA_TYPES_FLOAT]);

dv.value.arrayDimensions = matrix_dims;

dv.value.arrayDimensionsSize = 2;

dv.hasValue = true;

dv.hasStatus = true;

dv.hasServerTimestamp = true;

dv.hasSourcePicoseconds = true;

UA_print (&dv, &QUA_TYPES[UA_TYPES_DATAVALUE], &out);

printf£("%.*s\n", (int)out.length, out.data);

UA_String_clear(&out);
}
#endif

It follows the main function, making use of the above definitions.

int main(void) {
variables_basic();
variables_nodeids();
variables_variants();

4.2 Building a Simple Server

This series of tutorial guide you through your first steps with open62541. For compiling the examples, you need
a compiler (MS Visual Studio 2015 or newer, GCC, Clang and MinGW32 are all known to be working). The
compilation instructions are given for GCC but should be straightforward to adapt.

It will also be very helpful to install an OPC UA Client with a graphical frontend, such as UAExpert by Unified
Automation. That will enable you to examine the information model of any OPC UA server.

To get started, downdload the open62541 single-file release from http://open62541.org or generate it according to
the build instructions with the “amalgamation” option enabled. From now on, we assume you have the open62541.
c/ .hfiles in the current folder. Now create a new C source-file called myServer. c with the following content:

#include <open62541/plugin/log_stdout.h>
#include <open62541/server.h>
#include <open62541/server_config default.h>

#include <signal.h>
#include <stdlib.h>

static volatile UA_Boolean running = true;

static void stopHandler(int sig) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND, "received ctrl-c");
running = false;

(continues on next page)
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int main(void) {
signal (SIGINT, stopHandler);
signal (SIGTERM, stopHandler);

UA_Server *server = UA_Server_new();
UA_ServerConfig_setDefault (UA_Server_getConfig(server));

UA_StatusCode retval = UA_Server_run(server, &running);

UA_Server_delete(server);
return retval == UA_STATUSCODE_GOOD ? EXIT_SUCCESS : EXIT_FAILURE;

This is all that is needed for a simple OPC UA server. With the GCC compiler, the following command produces
an executable:

[$ gcc -std=c99 open62541.c myServer.c -o myServer

In a MinGW environment, the Winsock library must be added.

[$ gcc -std=c99 open62541.c myServer.c -lws2_32 -o myServer.exe

Now start the server (stop with ctrl-c):

[$ ./myServer

You have now compiled and run your first OPC UA server. You can go ahead and browse the information model
with client. The server is listening on opc.tcp://localhost:4840. In the next two sections, we will continue
to explain the different parts of the code in detail.

4.2.1 Server Configuration and Plugins

open62541 provides a flexible framework for building OPC UA servers and clients. The goals is to have a core
library that accommodates for all use cases and runs on all platforms. Users can then adjust the library to fit their
use case via configuration and by developing (platform-specific) plugins. The core library is based on C99 only
and does not even require basic POSIX support. For example, the lowlevel networking code is implemented as
an exchangeable plugin. But don’t worry. open62541 provides plugin implementations for most platforms and
sensible default configurations out-of-the-box.

In the above server code, we simply take the default server configuration and add a single TCP network layer that
is listerning on port 4840.

4.2.2 Server Lifecycle

The code in this example shows the three parts for server lifecycle management: Creating a server, running the
server, and deleting the server. Creating and deleting a server is trivial once the configuration is set up. The server
is started with UA_Server_run. Internally, the server then uses timeouts to schedule regular tasks. Between the
timeouts, the server listens on the network layer for incoming messages.

You might ask how the server knows when to stop running. For this, we have created a global variable running.
Furthermore, we have registered the method stopHandler that catches the signal (interrupt) the program receives
when the operating systems tries to close it. This happens for example when you press ctrl-c in a terminal program.
The signal handler then sets the variable running to false and the server shuts down once it takes back control.
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In order to integrate OPC UA in a single-threaded application with its own mainloop (for example provided by
a GUI toolkit), one can alternatively drive the server manually. See the section of the server documentation on
Server Lifecycle for details.

The server configuration and lifecycle management is needed for all servers. We will use it in the following tutorials
without further comment.

4.3 Adding Variables to a Server

This tutorial shows how to work with data types and how to add variable nodes to a server. First, we add a new
variable to the server. Take a look at the definition of the UA_VariableAttributes structure to see the list of all
attributes defined for VariableNodes.

Note that the default settings have the AccessLevel of the variable value as read only. See below for making the
variable writable.

#include <open62541/plugin/log_stdout.h>
#include <open62541/server.h>
#include <open62541/server_config default.h>

#include <signal.h>
#include <stdlib.h>

static void

addVariable(UA_Server *server) {
/% Define the attribute of the myInteger variable node */
UA_VariableAttributes attr = UA_VariableAttributes_default;
UA_Int32 myInteger = 42;
UA_Variant_setScalar(&attr.value, &myInteger, &UA_TYPES[UA_TYPES_INT32]);
attr.description = UA_LOCALIZEDTEXT("en-US","the answer");
attr.displayName = UA_LOCALIZEDTEXT("en-US","the answer");
attr.dataType = UA_TYPES[UA_TYPES_INT32].typeId;
attr.accessLevel = UA_ACCESSLEVELMASK_READ | UA_ACCESSLEVELMASK_WRITE;

/* Add the variable node to the information model */
UA_NodeId myIntegerNodeId = UA_NODEID_STRING(1, "the.answer");
UA_QualifiedName myIntegerName = UA_QUALIFIEDNAME(1, "the answer");
UA_NodeId parentNodeId = UA_NODEID_NUMERIC(O, UA_NSOID_OBJECTSFOLDER);
UA_NodeId parentReferenceNodeId = UA_NODEID_NUMERIC(®, UA_NSOID_ORGANIZES);
UA_Server_addVariableNode(server, myIntegerNodeId, parentNodeld,
parentReferenceNodeId, myIntegerName,
UA_NODEID_NUMERIC(®, UA_NSOID_BASEDATAVARIABLETYPE),.
—attr, NULL, NULL);
}

static void

addMatrixVariable(UA_Server *server) {
UA_VariableAttributes attr = UA_VariableAttributes_default;
attr.displayName = UA_LOCALIZEDTEXT("en-US", "Double Matrix");
attr.accesslLevel = UA_ACCESSLEVELMASK_READ | UA_ACCESSLEVELMASK_WRITE;

/* Set the variable value constraints */
attr.dataType = UA_TYPES[UA_TYPES_DOUBLE].typeld;
attr.valueRank = UA_VALUERANK_TWO_DIMENSIONS;
UA_UInt32 arrayDims[2] = {2,2};
attr.arrayDimensions = arrayDims;
attr.arrayDimensionsSize = 2;

(continues on next page)
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/% Set the value. The array dimensions need to be the same for the value. */
UA_Double zero[4] = {0.0, 0.0, 0.0, 0.0};

UA_Variant_setArray(&attr.value, zero, 4, &UA_TYPES[UA_TYPES_DOUBLE]);
attr.value.arrayDimensions = arrayDims;

attr.value.arrayDimensionsSize = 2;

UA_NodeId myIntegerNodeId = UA_NODEID_STRING(1, "double.matrix");

UA_QualifiedName myIntegerName = UA_QUALIFIEDNAME(1, "double matrix");

UA_NodeId parentNodeId = UA_NODEID_NUMERIC(O, UA_NSOID_OBJECTSFOLDER);

UA_NodeId parentReferenceNodeId = UA_NODEID_NUMERIC(®, UA_NSOID_ORGANIZES);

UA_Server_addVariableNode(server, myIntegerNodeId, parentNodeld,
parentReferenceNodeId, myIntegerName,
UA_NODEID_NUMERIC(O, UA_NSOID_BASEDATAVARIABLETYPE),
attr, NULL, NULL);

Now we change the value with the write service. This uses the same service implementation that can also be
reached over the network by an OPC UA client.

static void
writeVariable(UA_Server *server) {
UA_NodeId myIntegerNodeId = UA_NODEID_STRING(1l, "the.answer");

/* Write a different integer value */

UA_Int32 myInteger = 43;

UA_Variant myVar;

UA_Variant_init(&myVar) ;

UA_Variant_setScalar(&myVar, &myInteger, &UA_TYPES[UA_TYPES_INT32]);
UA_Server_writeValue(server, myIntegerNodeId, myVar);

/* Set the status code of the value to an error code. The function
* UA_Server_write provides access to the raw service. The above
* UA_Server_writeValue is syntactic sugar for writing a specific node
* attribute with the write service. */

UA_WriteValue wv;

UA_WriteValue_init(&wv);

wv.nodeIld = myIntegerNodeId;

wv.attributeId = UA_ATTRIBUTEID_VALUE;

wv.value.status = UA_STATUSCODE_BADNOTCONNECTED;

wv.value.hasStatus = true;

UA_Server_write(server, &wv);

/* Reset the variable to a good statuscode with a value */
wv.value.hasStatus = false;

wv.value.value = myVar;

wv.value.hasValue = true;

UA_Server_write(server, &wv);

Note how we initially set the DataType attribute of the variable node to the Nodeld of the Int32 data type. This
forbids writing values that are not an Int32. The following code shows how this consistency check is performed
for every write.

static void
writeWrongVariable(UA_Server *server) {

(continues on next page)
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UA_NodeId myIntegerNodeId = UA_NODEID_STRING(1, "the.answer");

/* Write a string */

UA_String myString = UA_STRING("test");

UA_Variant myVar;

UA_Variant_init(&myVar) ;

UA_Variant_setScalar(&myVar, &myString, &UA_TYPES[UA_TYPES_STRING]);
UA_StatusCode retval = UA_Server_writeValue(server, myIntegerNodeId, myVar);
printf("Writing a string returned statuscode %s\n", UA_StatusCode_name(retval));

It follows the main server code, making use of the above definitions.

static volatile UA_Boolean running = true;

static void stopHandler(int sign) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "received ctrl-c");
running = false;

}

int main(void) {
signal (SIGINT, stopHandler);
signal (SIGTERM, stopHandler);

UA_Server *server = UA_Server_new();
UA_ServerConfig_setDefault (UA_Server_getConfig(server));
UA_ServerConfig* config = UA_Server_getConfig(server);
config->verifyRequestTimestamp = UA_RULEHANDLING_ACCEPT;

4.4 Connecting a Variable with a Physical Process

In OPC UA-based architectures, servers are typically situated near the source of information. In an industrial
context, this translates into servers being near the physical process and clients consuming the data at runtime. In
the previous tutorial, we saw how to add variables to an OPC UA information model. This tutorial shows how to
connect a variable to runtime information, for example from measurements of a physical process. For simplicity,
we take the system clock as the underlying “process”.

The following code snippets are each concerned with a different way of updating variable values at runtime. Taken
together, the code snippets define a compilable source file.

4.4.1 Updating variables manually

As a starting point, assume that a variable for a value of type DateTime has been created in the server with the
identifier “ns=1,s=current-time”. Assuming that our application gets triggered when a new value arrives from the
underlying process, we can just write into the variable.

#include <open62541/plugin/log_stdout.h>
#include <open62541/server.h>
#include <open62541/server_config_default.h>

#include <signal.h>
#include <stdlib.h>

static void
updateCurrentTime (UA_Server *server) {

(continues on next page)
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UA_DateTime now = UA_DateTime_now();

UA_Variant value;

UA_Variant_setScalar(&value, &now, QUA_TYPES[UA_TYPES_DATETIME]);

UA_NodeId currentNodeId = UA_NODEID_STRING(1l, "current-time-value-callback");
UA_Server_writeValue(server, currentNodeId, value);

¥

static void

addCurrentTimeVariable (UA_Server *server) {
UA_DateTime now = 0;
UA_VariableAttributes attr = UA_VariableAttributes_default;
attr.displayName = UA_LOCALIZEDTEXT("en-US", "Current time - value callback");
attr.accessLevel = UA_ACCESSLEVELMASK_READ | UA_ACCESSLEVELMASK_WRITE;
UA_Variant_setScalar(&attr.value, &now, &QUA_TYPES[UA_TYPES_DATETIME]);

UA_NodeId currentNodeId = UA_NODEID_STRING(1, "current-time-value-callback");
UA_QualifiedName currentName = UA_QUALIFIEDNAME(1l, "current-time-value-callback");
UA_NodeId parentNodeId = UA_NODEID_NUMERIC(O, UA_NSOID_OBJECTSFOLDER);
UA_NodeId parentReferenceNodeId = UA_NODEID_NUMERIC(®, UA_NSOID_ORGANIZES);
UA_NodeId variableTypeNodeId = UA_NODEID_NUMERIC(®, UA_NSOID_
-~BASEDATAVARTABLETYPE) ;
UA_Server_addVariableNode(server, currentNodeId, parentNodeId,
parentReferenceNodeId, currentName,
variableTypeNodeId, attr, NULL, NULL);

updateCurrentTime(server);

4.4.2 Variable Value Callback

When a value changes continuously, such as the system time, updating the value in a tight loop would take up a lot
of resources. Value callbacks allow to synchronize a variable value with an external representation. They attach
callbacks to the variable that are executed before every read and after every write operation.

static void
beforeReadTime (UA_Server *server,
const UA_NodeId *sessionld, void *sessionContext,
const UA_NodeId *nodeid, void *nodeContext,
const UA_NumericRange *range, const UA_DataValue *data) {
updateCurrentTime(server);

}

static void
afterliriteTime (UA_Server *server,
const UA_NodelId *sessionld, void *sessionContext,
const UA_NodeId *nodelId, void *nodeContext,
const UA_NumericRange *range, const UA_DataValue *data) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"The variable was updated");

}

static void

addValueCallbackToCurrentTimeVariable(UA_Server *server) {
UA_NodeId currentNodeId = UA_NODEID_STRING(1, "current-time-value-callback");
UA_ValueCallback callback ;

(continues on next page)
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callback.onRead = beforeReadTime;
callback.onWrite = afterWriteTime;
UA_Server_setVariableNode_valueCallback(server, currentNodeId, callback);

4.4.3 Variable Data Sources

With value callbacks, the value is still stored in the variable node. So-called data sources go one step further. The
server redirects every read and write request to a callback function. Upon reading, the callback provides a copy of
the current value. Internally, the data source needs to implement its own memory management.

static UA_StatusCode
readCurrentTime (UA_Server *server,
const UA_NodeId *sessionld, void *sessionContext,
const UA_NodeId *nodeId, void *nodeContext,
UA_Boolean sourceTimeStamp, const UA_NumericRange *range,
UA_DataValue *dataValue) {
UA_DateTime now = UA_DateTime_now();
UA_Variant_setScalarCopy(&dataValue->value, &now,
&UA_TYPES[UA_TYPES_DATETIME]);
dataValue->hasValue = true;
return UA_STATUSCODE_GOOD;
}

static UA_StatusCode
writeCurrentTime (UA_Server *server,
const UA_NodeId *sessionlId, void *sessionContext,
const UA_NodeId *nodelId, void *nodeContext,
const UA_NumericRange *range, const UA_DataValue *data) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Changing the system time is not implemented");
return UA_STATUSCODE_BADINTERNALERROR;

}

static void

addCurrentTimeDataSourceVariable(UA_Server *server) {
UA_VariableAttributes attr = UA_VariableAttributes_default;
attr.displayName UA_LOCALIZEDTEXT("en-US", "Current time - data source");
attr.accesslLevel = UA_ACCESSLEVELMASK_READ | UA_ACCESSLEVELMASK_WRITE;

UA_NodeId currentNodeId = UA_NODEID_STRING(1, "current-time-datasource");
UA_QualifiedName currentName = UA_QUALIFIEDNAME(1l, "current-time-datasource");
UA_NodeId parentNodeId = UA_NODEID_NUMERIC(O, UA_NSOID_OBJECTSFOLDER);
UA_NodeId parentReferenceNodeId = UA_NODEID_NUMERIC(®, UA_NSOID_ORGANIZES);
UA_NodeId variableTypeNodeId = UA_NODEID_NUMERIC(®, UA_NSOID_

. BASEDATAVARTIABLETYPE) ;

UA_DataSource timeDataSource;

timeDataSource.read = readCurrentTime;

timeDataSource.write = writeCurrentTime;

UA_Server_addDataSourceVariableNode(server, currentNodeId, parentNodeId,
parentReferenceNodeId, currentName,
variableTypeNodeld, attr,
timeDataSource, NULL, NULL);

(continues on next page)
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static UA_DataValue *externalValue;

static void
addCurrentTimeExternalDataSource (UA_Server *server) {
UA_NodeId currentNodeId = UA_NODEID_STRING(1, "current-time-external-source");

UA_ValueBackend valueBackend;
valueBackend.backendType = UA_VALUEBACKENDTYPE_EXTERNAL;

valueBackend.backend.external.value = &externalValue;

UA_Server_setVariableNode_valueBackend(server, currentNodeId, valueBackend);

It follows the main server code, making use of the above definitions.

static volatile UA_Boolean running = true;

static void stopHandler(int sign) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "received ctrl-c");
running = false;

}

int main(void) {
signal (SIGINT, stopHandler);
signal (SIGTERM, stopHandler);

UA_Server *server = UA_Server_new();
UA_ServerConfig_setDefault (UA_Server_getConfig(server));

addCurrentTimeVariable(server);
addValueCallbackToCurrentTimeVariable(server);
addCurrentTimeDataSourceVariable(server);
addCurrentTimeExternalDataSource(server);

UA_StatusCode retval = UA_Server_run(server, &running);

UA_Server_delete(server);
return retval == UA_STATUSCODE_GOOD ? EXIT_SUCCESS : EXIT_FAILURE;

4.5 Working with Variable Types

Variable types have three functions:

» Constrain the possible data type, value rank and array dimensions of the variables of that type. This allows
interface code to be written against the generic type definition, so it is applicable for all instances.

* Provide a sensible default value
* Enable a semantic interpretation of the variable based on its type

In the example of this tutorial, we represent a point in 2D space by an array of double values. The following
function adds the corresponding VariableTypeNode to the hierarchy of variable types.
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#include <open62541/plugin/log_stdout.h>
#include <open62541/server.h>
#include <open62541/server_config_default.h>

#include <signal.h>
#include <stdlib.h>

static UA_Nodeld pointTypeld;

static void
addVariableType2DPoint (UA_Server *server) {
UA_VariableTypeAttributes vtAttr = UA_VariableTypeAttributes_default;
vtAttr.dataType = UA_TYPES[UA_TYPES_DOUBLE].typeld;
vtAttr.valueRank = UA_VALUERANK_ONE_DIMENSION;
UA_UInt32 arrayDims[1] = {2};
vtAttr.arrayDimensions = arrayDims;
vtAttr.arrayDimensionsSize = 1;
vtAttr.displayName = UA_LOCALIZEDTEXT("en-US", "2DPoint Type');

/% a matching default value is required */
UA_Double zero[2] = {0.0, 0.0};
UA_Variant_setArray(&vtAttr.value, zero, 2, &UA_TYPES[UA_TYPES_DOUBLE]);

UA_Server_addVariableTypeNode(server, UA_NODEID_NULL,
UA_NODEID_NUMERIC(®, UA_NSOID_BASEDATAVARIABLETYPE),
UA_NODEID_NUMERIC(O, UA_NSOID_HASSUBTYPE),
UA_QUALIFIEDNAME(1, "2DPoint Type'), UA_NODEID_NULL,
vtAttr, NULL, &pointTypeld);

Now the new variable type for 2DPoint can be referenced during the creation of a new variable. If no value is
given, the default from the variable type is copied during instantiation.

static UA_Nodeld pointVariableld;

static void
addVariable(UA_Server *server) {
/* Prepare the node attributes */
UA_VariableAttributes vAttr = UA_VariableAttributes_default;
vAttr.dataType = UA_TYPES[UA_TYPES_DOUBLE].typeld;
vAttr.valueRank = UA_VALUERANK_ONE_DIMENSION;
UA_UInt32 arrayDims[1] = {2};
VAttr.arrayDimensions = arrayDims;
VAttr.arrayDimensionsSize = 1;
vAttr.displayName = UA_LOCALIZEDTEXT("en-US", "2DPoint Variable');
vAttr.accessLevel = UA_ACCESSLEVELMASK_READ | UA_ACCESSLEVELMASK_WRITE;
/% VAttr.value is left empty, the server instantiates with the default value */

/* Add the node */

UA_Server_addVariableNode(server, UA_NODEID_NULL,
UA_NODEID_NUMERIC(®, UA_NSOID_OBJECTSFOLDER),
UA_NODEID_NUMERIC(®, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(1, "2DPoint Type"), pointTypeld,
vAttr, NULL, &pointVariableId);

The constraints of the variable type are enforced when creating new variable instances of the type. In the following
function, adding a variable of 2DPoint type with a string value fails because the value does not match the variable
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type constraints.

static void
addVariableFail (UA_Server *server) {
/* Prepare the node attributes */
UA_VariableAttributes vAttr = UA_VariableAttributes_default;
vAttr.dataType = UA_TYPES[UA_TYPES_DOUBLE].typeld;
vAttr.valueRank = UA_VALUERANK_SCALAR; /* a scalar. this is not allowed per the.
—variable type */
vAttr.displayName = UA_LOCALIZEDTEXT("en-US", "2DPoint Variable (fail)");
UA_String s = UA_STRING("2dpoint?");
UA_Variant_setScalar(&vAttr.value, &s, &QUA_TYPES[UA_TYPES_STRING]);

/* Add the node will return UA_STATUSCODE_BADTYPEMISMATCH*/
UA_Server_addVariableNode(server, UA_NODEID_NULL,
UA_NODEID_NUMERIC(®, UA_NSOID_OBJECTSFOLDER),
UA_NODEID_NUMERIC(®, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(1, "2DPoint Type (fail)"), pointTypeld,
vAttr, NULL, NULL);

The constraints of the variable type are enforced when writing the datatype, valuerank and arraydimensions at-
tributes of the variable. This, in turn, constrains the value attribute of the variable.

static void
writeVariable(UA_Server *server) {
UA_StatusCode retval = UA_Server_writeValueRank(server, pointVariableId, UA_
--VALUERANK_ONE_OR_MORE_DIMENSIONS) ;
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Setting the Value Rank failed with Status Code %s",
UA_StatusCode_name(retval));

It follows the main server code, making use of the above definitions.

static volatile UA_Boolean running = true;

static void stopHandler(int sign) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "received ctrl-c");
running = false;

}

int main(void) {
signal (SIGINT, stopHandler);
signal (SIGTERM, stopHandler);

UA_Server *server = UA_Server_new();
UA_ServerConfig_setDefault (UA_Server_getConfig(server));

addVariableType2DPoint (server);
addVariable(server);
addVariableFail(server);
writeVariable(server);

UA_StatusCode retval = UA_Server_run(server, &running);
UA_Server_delete(server);

return retval == UA_STATUSCODE_GOOD ? EXIT_SUCCESS : EXIT_FAILURE;

(continues on next page)
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B

4.6 Working with Objects and Object Types

4.6.1 Using objects to structure information models

Assume a situation where we want to model a set of pumps and their runtime state in an OPC UA information
model. Of course, all pump representations should follow the same basic structure, For example, we might have
graphical representation of pumps in a SCADA visualisation that shall be resuable for all pumps.

Following the object-oriented programming paradigm, every pump is represented by an object with the following
layout:

ObjectNode
Pump
hasComponent VariableNode
» ManufacturerName
hasComponent VariableNode

> ModelName

hasComponenL VariableNode
Status

hasComponent VariableNode
> MotorRPM

The following code manually defines a pump and its member variables. We omit setting constraints on the variable
values as this is not the focus of this tutorial and was already covered.

#include <open62541/plugin/log_stdout.h>
#include <open62541/server.h>
#include <open62541/server_config_default.h>

(continues on next page)
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#include <signal.h>

static void
manuallyDefinePump (UA_Server *server) {
UA_NodeId pumpld; /* get the nodeid assigned by the server */
UA_ObjectAttributes oAttr = UA_ObjectAttributes_default;
oAttr.displayName = UA_LOCALIZEDTEXT("en-US", "Pump (Manual)");
UA_Server_addObjectNode(server, UA_NODEID_NULL,
UA_NODEID_NUMERIC(O, UA_NSOID_OBJECTSFOLDER),
UA_NODEID_NUMERIC(O, UA_NSOID_ORGANIZES),
UA_QUALIFIEDNAME(1, "Pump (Manual)'"), UA_NODEID_NUMERIC(O,
—» UA_NSOID_BASEOBJECTTYPE),
oAttr, NULL, &pumpId);

UA_VariableAttributes mnAttr = UA_VariableAttributes_default;
UA_String manufacturerName = UA_STRING("Pump King Ltd.");
UA_Variant_setScalar(&mAttr.value, &manufacturerName, &UA_TYPES[UA_TYPES_
—STRING]) ;
mnAttr.displayName = UA_LOCALIZEDTEXT("en-US", "ManufacturerName");
UA_Server_addVariableNode(server, UA_NODEID_NULL, pumpId,
UA_NODEID_NUMERIC(®, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(1, "ManufacturerName"),
UA_NODEID_NUMERIC(O®, UA_NSOID_BASEDATAVARIABLETYPE),..
—mnAttr, NULL, NULL);

UA_VariableAttributes modelAttr = UA_VariableAttributes_default;
UA_String modelName = UA_STRING("Mega Pump 3000");
UA_Variant_setScalar(&modelAttr.value, &modelName, &UA_TYPES[UA_TYPES_STRING]);
modelAttr.displayName = UA_LOCALIZEDTEXT("en-US", "ModelName");
UA_Server_addVariableNode(server, UA_NODEID_NULL, pumpId,
UA_NODEID_NUMERIC(®, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(1, "ModelName"),
UA_NODEID_NUMERIC(®, UA_NSOID_BASEDATAVARIABLETYPE),.
—modelAttr, NULL, NULL);

UA_VariableAttributes statusAttr = UA_VariableAttributes_default;
UA_Boolean status = true;
UA_Variant_setScalar(&statusAttr.value, &status, &UA_TYPES[UA_TYPES_BOOLEAN]);
statusAttr.displayName = UA_LOCALIZEDTEXT("en-US", "Status");
UA_Server_addVariableNode(server, UA_NODEID_NULL, pumpId,
UA_NODEID_NUMERIC(®, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(1, "Status"),
UA_NODEID_NUMERIC(®, UA_NSOID_BASEDATAVARIABLETYPE), .
-»statusAttr, NULL, NULL);

UA_VariableAttributes rpmAttr = UA_VariableAttributes_default;
UA_Double rpm = 50.0;
UA_Variant_setScalar(&rpmAttr.value, &rpm, &UA_TYPES[UA_TYPES_DOUBLE]);
rpmAttr.displayName = UA_LOCALIZEDTEXT("en-US", "MotorRPM");
UA_Server_addVariableNode(server, UA_NODEID_NULL, pumpIld,
UA_NODEID_NUMERIC(®, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(1, "MotorRPMs"),
UA_NODEID_NUMERIC(®, UA_NSOID_BASEDATAVARIABLETYPE), .
—rpmAttr, NULL, NULL);
}

4.6. Working with Objects and Object Types 33



open62541 Documentation, Release 1.3.4

4.6.2 Object types, type hierarchies and instantiation

Building up each object manually requires us to write a lot of code. Furthermore, there is no way for clients to
detect that an object represents a pump. (We might use naming conventions or similar to detect pumps. But that’s
not exactly a clean solution.) Furthermore, we might have more devices than just pumps. And we require all
devices to share some common structure. The solution is to define ObjectTypes in a hierarchy with inheritance
relations.

ObjectTypeNode
Device
" VariableNode
aSCOmponent» ManufacturerName
(mandatory)

hasComponent VariableNode
> ModelName

hasSubtype | ObjectTypeNode
S—— Pump

hasComponent VariableNode
> Status
(mandatory)
hasComponent VariableNode
MotorRPM

Children that are marked mandatory are automatically instantiated together with the parent object. This is indicated
by a hasModellingRule reference to an object that representes the mandatory modelling rule.

/% predefined identifier for later use */
UA_NodeId pumpTypeld = {1, UA_NODEIDTYPE_NUMERIC, {1001}};

static void
defineObjectTypes(UA_Server *server) {
/% Define the object type for '"Device" */
UA_NodeId deviceTypeld; /* get the nodeid assigned by the server */
UA_ObjectTypeAttributes dtAttr = UA_ObjectTypeAttributes_default;
dtAttr.displayName = UA_LOCALIZEDTEXT("en-US", "DeviceType");
UA_Server_addObjectTypeNode(server, UA_NODEID_NULL,
UA_NODEID_NUMERIC(®, UA_NSOID_BASEOBJECTTYPE),
UA_NODEID_NUMERIC(®, UA_NSOID_HASSUBTYPE),
UA_QUALIFIEDNAME(1, "DeviceType"), dtAttr,
NULL, &deviceTypeld);

(continues on next page)

34 Chapter 4. Tutorials




open62541 Documentation, Release 1.3.4

(continued from previous page)

UA_VariableAttributes mnAttr = UA_VariableAttributes_default;
mnAttr.displayName = UA_LOCALIZEDTEXT("en-US", "ManufacturerName");
UA_NodeId manufacturerNameId;
UA_Server_addVariableNode(server, UA_NODEID_NULL, deviceTypeld,
UA_NODEID_NUMERIC(®, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(1, "ManufacturerName"),
UA_NODEID_NUMERIC(®, UA_NSOID_BASEDATAVARIABLETYPE),..
—mnAttr, NULL, &manufacturerNameId);
/* Make the manufacturer name mandatory */
UA_Server_addReference(server, manufacturerNameId,
UA_NODEID_NUMERIC(®, UA_NSOID_HASMODELLINGRULE),
UA_EXPANDEDNODEID_NUMERIC(O®, UA_NSOID_MODELLINGRULE_
—.MANDATORY), true);

UA_VariableAttributes modelAttr = UA_VariableAttributes_default;
modelAttr.displayName = UA_LOCALIZEDTEXT("en-US", "ModelName");
UA_Server_addVariableNode(server, UA_NODEID_NULL, deviceTypeld,
UA_NODEID_NUMERIC(®, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(1, "ModelName"),
UA_NODEID_NUMERIC(®, UA_NSOID_BASEDATAVARIABLETYPE), .
—~modelAttr, NULL, NULL);

/* Define the object type for "Pump" */
UA_ObjectTypeAttributes ptAttr = UA_ObjectTypeAttributes_default;
ptAttr.displayName = UA_LOCALIZEDTEXT("en-US", "PumpType");
UA_Server_addObjectTypeNode(server, pumpTypeld,
deviceTypeld, UA_NODEID_NUMERIC(O®, UA_NSOID_
. HASSUBTYPE) ,
UA_QUALIFIEDNAME(1, "PumpType"), ptAttr,
NULL, NULL);

UA_VariableAttributes statusAttr = UA_VariableAttributes_default;
statusAttr.displayName = UA_LOCALIZEDTEXT("en-US", "Status');
statusAttr.valueRank = UA_VALUERANK_SCALAR;
UA_NodeId statusId;
UA_Server_addVariableNode(server, UA_NODEID_NULL, pumpTypeld,
UA_NODEID_NUMERIC(®, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(1, "Status"),
UA_NODEID_NUMERIC(®, UA_NSOID_BASEDATAVARIABLETYPE),.
—.statusAttr, NULL, &statusId);
/* Make the status variable mandatory */
UA_Server_addReference(server, statusId,
UA_NODEID_NUMERIC(®, UA_NSOID_HASMODELLINGRULE),
UA_EXPANDEDNODEID_NUMERIC(®, UA_NSOID_MODELLINGRULE_
-MANDATORY), true);

UA_VariableAttributes rpmAttr = UA_VariableAttributes_default;

rpmAttr.displayName = UA_LOCALIZEDTEXT("en-US", "MotorRPM");

rpmAttr.valueRank = UA_VALUERANK_SCALAR;

UA_Server_addVariableNode(server, UA_NODEID_NULL, pumpTypeld,
UA_NODEID_NUMERIC(®, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(1, "MotorRPMs"),
UA_NODEID_NUMERIC(O, UA_NSOID_BASEDATAVARIABLETYPE),.

—rpmAttr, NULL, NULL);

(continues on next page)
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Now we add the derived ObjectType for the pump that inherits from the device object type. The resulting object
contains all mandatory child variables. These are simply copied over from the object type. The object has a
reference of type hasTypeDefinition to the object type, so that clients can detect the type-instance relation at
runtime.

static void
addPumpObjectInstance (UA_Server *server, char *name) {
UA_ObjectAttributes oAttr = UA_ObjectAttributes_default;
oAttr.displayName = UA_LOCALIZEDTEXT("en-US", name);
UA_Server_addObjectNode(server, UA_NODEID_NULL,
UA_NODEID_NUMERIC(®, UA_NSOID_OBJECTSFOLDER),
UA_NODEID_NUMERIC(O, UA_NSOID_ORGANIZES),
UA_QUALIFIEDNAME(1, name),
pumpTypeld, /* this refers to the object type
identifier */
OAttr, NULL, NULL);

Often we want to run a constructor function on a new object. This is especially useful when an object is instantiated
at runtime (with the AddNodes service) and the integration with an underlying process cannot be manually defined.
In the following constructor example, we simply set the pump status to on.

static UA_StatusCode
pumpTypeConstructor (UA_Server *server,
const UA_NodeId *sessionld, void *sessionContext,
const UA_NodeId *typeld, void *typeContext,
const UA_NodeId *nodeId, void **nodeContext) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND, "New pump created");

/* Find the NodeId of the status child variable */
UA_RelativePathElement rpe;

UA_RelativePathElement_init (&rpe);

rpe.referenceTypeld = UA_NODEID_NUMERIC(®, UA_NSOID_HASCOMPONENT) ;
rpe.isInverse = false;

rpe.includeSubtypes = false;

rpe.targetName = UA_QUALIFIEDNAME(1, "Status");

UA_BrowsePath bp;
UA_BrowsePath_init (&bp);
bp.startingNode = “nodeld;
bp.relativePath.elementsSize = 1;
bp.relativePath.elements = &rpe;

UA_BrowsePathResult bpr =
UA_Server_translateBrowsePathToNodeIds(server, &bp);
if(bpr.statusCode != UA_STATUSCODE_GOOD | |
bpr.targetsSize < 1)
return bpr.statusCode;

/* Set the status value */

UA_Boolean status = true;

UA_Variant value;

UA_Variant_setScalar(&value, &status, &UA_TYPES[UA_TYPES_BOOLEAN]);
UA_Server_writeValue(server, bpr.targets[0].targetId.nodeId, value);

(continues on next page)
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UA_BrowsePathResult_clear(&bpr);
/* At this point we could replace the node context .. */

return UA_STATUSCODE_GOOD;
}

static void

addPumpTypeConstructor (UA_Server *server) {
UA_NodeTypeLifecycle lifecycle;
lifecycle.constructor = pumpTypeConstructor;
lifecycle.destructor = NULL;
UA_Server_setNodeTypeLifecycle(server, pumpTypeld, lifecycle);

It follows the main server code, making use of the above definitions.

static volatile UA_Boolean running = true;

static void stopHandler(int sign) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "received ctrl-c");
running = false;

¥

int main(void) {
signal (SIGINT, stopHandler);
signal (SIGTERM, stopHandler);

UA_Server *server = UA_Server_new();
UA_ServerConfig_setDefault (UA_Server_getConfig(server));

manuallyDefinePump (server) ;
defineObjectTypes(server);
addPumpObjectInstance(server, "pump2");
addPumpObjectInstance(server, "pump3");
addPumpTypeConstructor(server) ;
addPumpObjectInstance(server, "pump4");
addPumpObjectInstance(server, "pump5");

UA_StatusCode retval = UA_Server_run(server, &running);

UA_Server_delete(server);
return retval == UA_STATUSCODE_GOOD ? EXIT_SUCCESS : EXIT_FAILURE;

4.7 Adding Methods to Objects

An object in an OPC UA information model may contain methods similar to objects in a programming language.
Methods are represented by a MethodNode. Note that several objects may reference the same MethodNode. When
an object type is instantiated, a reference to the method is added instead of copying the MethodNode. Therefore,
the identifier of the context object is always explicitly stated when a method is called.

The method callback takes as input a custom data pointer attached to the method node, the identifier of the object
from which the method is called, and two arrays for the input and output arguments. The input and output arguments
are all of type Variant. Each variant may in turn contain a (multi-dimensional) array or scalar of any data type.

Constraints for the method arguments are defined in terms of data type, value rank and array dimension (similar
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to variable definitions). The argument definitions are stored in child VariableNodes of the MethodNode with the
respective BrowseNames (0, "InputArguments™) and (0, "OutputArguments").

4.7.1 Example: Hello World Method

The method takes a string scalar and returns a string scalar with “Hello ” prepended. The type and length of the
input arguments is checked internally by the SDK, so that we don’t have to verify the arguments in the callback.

#include <open62541/client_config default.h>
#include <open62541/plugin/log_stdout.h>
#include <open62541/server.h>

#include <open62541/server_config_default.h>

#include <signal.h>
#include <stdlib.h>

static UA_StatusCode
helloWorldMethodCallback (UA_Server *server,

}

const UA_NodeId *sessionld, void *sessionHandle,
const UA_NodeId *methodId, void *methodContext,
const UA_NodeId *“objectId, void *objectContext,
size_t inputSize, const UA_Variant *input,
size_t outputSize, UA_Variant *output) {
UA_String *inputStr = (UA_String*)input->data;
UA_String tmp = UA_STRING_ALLOC("Hello ");
if(inputStr->length > 0) {
tmp.data = (UA_Byte *)UA_realloc(tmp.data, tmp.length + inputStr->length);
memcpy (&tmp.data[tmp.length], inputStr->data, inputStr->length);
tmp.length += inputStr->length;
}
UA_Variant_setScalarCopy(output, &tmp, &UA_TYPES[UA_TYPES_STRING]);
UA_String_clear(&tmp);
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "Hello World was called");
return UA_STATUSCODE_GOOD;

static void
addHelloWorldMethod (UA_Server *server) {

UA_Argument inputArgument;

UA_Argument_init (&inputArgument) ;

inputArgument .description = UA_LOCALIZEDTEXT("en-US", "A String");
inputArgument.name = UA_STRING("'MyInput");

inputArgument.dataType = UA_TYPES[UA_TYPES_STRING].typeld;
inputArgument.valueRank = UA_VALUERANK_SCALAR;

UA_Argument outputArgument;

UA_Argument_init (&outputArgument) ;

outputArgument.description = UA_LOCALIZEDTEXT("en-US", "A String");
outputArgument.name = UA_STRING('MyOutput");

outputArgument .dataType = UA_TYPES[UA_TYPES_STRING].typeld;
outputArgument .valueRank = UA_VALUERANK_SCALAR;

UA_MethodAttributes helloAttr = UA_MethodAttributes_default;
helloAttr.description = UA_LOCALIZEDTEXT("en-US","Say "Hello World ");
helloAttr.displayName = UA_LOCALIZEDTEXT("en-US","Hello World");
helloAttr.executable = true;

helloAttr.userExecutable = true;
(continues on next page)
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UA_Server_addMethodNode(server, UA_NODEID_NUMERIC(1,62541),
UA_NODEID_NUMERIC(®, UA_NSOID_OBJECTSFOLDER),
UA_NODEID_NUMERIC(O, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(C1, "hello world"),
helloAttr, &helloWorldMethodCallback,
1, &inputArgument, 1, &outputArgument, NULL, NULL);

4.7.2 Increase Array Values Method

The method takes an array of 5 integers and a scalar as input. It returns a copy of the array with every entry
increased by the scalar.

static UA_StatusCode
IncInt32ArrayMethodCallback (UA_Server *server,
const UA_NodeId *sessionld, void *sessionContext,
const UA_NodeId *methodId, void *methodContext,
const UA_NodeId *objectId, void *objectContext,
size_t inputSize, const UA_Variant *input,
size_t outputSize, UA_Variant *output) {
UA_Int32 *inputArray = (UA_Int32*)input[0].data;
UA_Int32 delta = *(UA_Int32*)input[1].data;

/* Copy the input array */
UA_StatusCode retval = UA_Variant_setArrayCopy(output, inputArray, 5,
&UA_TYPES[UA_TYPES_INT32]);
if(retval != UA_STATUSCODE_GOOD)
return retval;

/% Increate the elements */

UA_Int32 *outputArray = (UA_Int32*)output->data;

for(size_t i = 0; i < input->arrayLength; i++)
outputArray[i] = inputArray[i] + delta;

return UA_STATUSCODE_GOOD;
}

static void

addIncInt32ArrayMethod (UA_Server *server) {
/* Two input arguments */
UA_Argument inputArguments[2];
UA_Argument_init(&inputArguments[0]);
inputArguments[0] .description = UA_LOCALIZEDTEXT("en-US", "int32[5] array");
inputArguments[0] .name = UA_STRING("int32 array");
inputArguments[0] .dataType = UA_TYPES[UA_TYPES_INT32].typeld;
inputArguments[0].valueRank = UA_VALUERANK_ONE_DIMENSION;
UA_UInt32 pInputDimension = 5;
inputArguments[0] .arrayDimensionsSize = 1;
inputArguments[0] .arrayDimensions = &pInputDimension;

UA_Argument_init(&inputArguments[1]);

inputArguments[1].description = UA_LOCALIZEDTEXT("en-US", "int32 delta");
inputArguments[1] .name = UA_STRING("int32 delta");
inputArguments[1].dataType = UA_TYPES[UA_TYPES_INT32].typeld;
inputArguments[1].valueRank = UA_VALUERANK_SCALAR;

(continues on next page)
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/* One output argument */

UA_Argument outputArgument;

UA_Argument_init (&outputArgument) ;

outputArgument.description = UA_LOCALIZEDTEXT("en-US", "int32[5] array");
outputArgument .name = UA_STRING("each entry is incremented by the delta");
outputArgument.dataType = UA_TYPES[UA_TYPES_INT32].typeld;

outputArgument .valueRank = UA_VALUERANK_ONE_DIMENSION;

UA_UInt32 pOutputDimension = 5;

outputArgument.arrayDimensionsSize = 1;

outputArgument.arrayDimensions = &pOutputDimension;

/% Add the method node */
UA_MethodAttributes incAttr = UA_MethodAttributes_default;
incAttr.description = UA_LOCALIZEDTEXT("en-US", "IncInt32ArrayValues');
incAttr.displayName = UA_LOCALIZEDTEXT("en-US", "IncInt32ArrayValues');
incAttr.executable = true;
incAttr.userExecutable = true;
UA_Server_addMethodNode(server, UA_NODEID_STRING(1, "IncInt32ArrayValues"),
UA_NODEID_NUMERIC(O, UA_NSOID_OBJECTSFOLDER),
UA_NODEID_NUMERIC(®, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(1, "IncInt32ArrayValues"),
incAttr, &IncInt32ArrayMethodCallback,
2, inputArguments, 1, &outputArgument,
NULL, NULL);

It follows the main server code, making use of the above definitions.

static volatile UA_Boolean running = true;

static void stopHandler(int sign) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "received ctrl-c");
running = false;

}

int main(void) {
signal (SIGINT, stopHandler);
signal (SIGTERM, stopHandler);

UA_Server *server = UA_Server_new();
UA_ServerConfig_setDefault(UA_Server_getConfig(server));

addHelloWorldMethod(server);
addIncInt32ArrayMethod(server);

UA_StatusCode retval = UA_Server_run(server, &running);

UA_Server_delete(server);
return retval == UA_STATUSCODE_GOOD ? EXIT_SUCCESS : EXIT_FAILURE;
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4.8 Observing Attributes with Local Monitoreditems

A client that is interested in the current value of a variable does not need to regularly poll the variable. Instead, the
client can use the Subscription mechanism to be notified about changes.

So-called MonitoredItems define which values (node attributes) and events the client wants to monitor. Under the
right conditions, a notification is created and added to the Subscription. The notifications currently in the queue
are regularly sent to the client.

The local user can add MonitoredItems as well. Locally, the MonitoredItems do not go via a Subscription and each
have an individual callback method and a context pointer.

#include <open62541/client_subscriptions.h>
#include <open62541/plugin/log_stdout.h>
#include <open62541/server.h>

#include <open62541/server_config default.h>

#include <signal.h>
#include <stdlib.h>

static void
dataChangeNotificationCallback(UA_Server *server, UA_UInt32 monitoredItemId,
void *monitoredItemContext, const UA_NodeId *nodeld,
void *nodeContext, UA_UInt32 attributeld,
const UA_DataValue *value) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND, "Received Notification");
}

static void
addMonitoredItemToCurrentTimeVariable (UA_Server *server) {
UA_NodeId currentTimeNodeId =
UA_NODEID_NUMERIC(®, UA_NSOID_SERVER_SERVERSTATUS_CURRENTTIME) ;
UA_MonitoredItemCreateRequest monRequest =
UA_MonitoredItemCreateRequest_default(currentTimeNodeId) ;
monRequest.requestedParameters.samplingInterval = 100.0; /* 100 ms interval */
UA_Server_createDataChangeMonitoredItem(server, UA_TIMESTAMPSTORETURN_SOURCE,
monRequest, NULL,.,
—.dataChangeNotificationCallback);

}

It follows the main server code, making use of the above definitions.

static volatile UA_Boolean running = true;

static void stopHandler(int sign) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "received ctrl-c");
running = false;

}
int main(void) {
signal (SIGINT, stopHandler);
signal (SIGTERM, stopHandler);

UA_Server *server = UA_Server_new();
UA_ServerConfig_setDefault (UA_Server_getConfig(server));

addMonitoredItemToCurrentTimeVariable(server);

UA_StatusCode retval = UA_Server_run(server, &running);

(continues on next page)
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UA_Server_delete(server);

return retval == UA_STATUSCODE_GOOD ? EXIT_SUCCESS : EXIT_FAILURE;

4.9 Generating events

To make sense of the many things going on in a server, monitoring items can be useful. Though in many cases,
data change does not convey enough information to be the optimal solution. Events can be generated at any time,
hold a lot of information and can be filtered so the client only receives the specific attributes of interest.

4.9.1 Emitting events by calling methods
The following example will be based on the server method tutorial. We will be creating a method node which
generates an event from the server node.

The event we want to generate should be very simple. Since the BaseEventType is abstract, we will have to create
our own event type. EventTypes are saved internally as ObjectTypes, so add the type as you would a new ObjectType.

static UA_Nodeld eventType;

static UA_StatusCode
addNewEventType (UA_Server *server) {
UA_ObjectTypeAttributes attr = UA_ObjectTypeAttributes_default;
attr.displayName = UA_LOCALIZEDTEXT("en-US", "SimpleEventType");
attr.description = UA_LOCALIZEDTEXT("en-US", "The simple event type we created");
return UA_Server_addObjectTypeNode(server, UA_NODEID_NULL,
UA_NODEID_NUMERIC(®, UA_NSOID_BASEEVENTTYPE),
UA_NODEID_NUMERIC(®, UA_NSOID_HASSUBTYPE),
UA_QUALIFIEDNAME(O®, "SimpleEventType"),
attr, NULL, &eventType);

4.9.2 Setting up an event

In order to set up the event, we can first use UA_Server_createEvent to give us a node representation of the event.
All we need for this is our EventType. Once we have our event node, which is saved internally as an ObjectNode,
we can define the attributes the event has the same way we would define the attributes of an object node. It is not
necessary to define the attributes Eventld, ReceiveTime, SourceNode or EventType since these are set automatically
by the server. In this example, we will be setting the fields ‘Message’ and ‘Severity’ in addition to Time which is
needed to make the example UaExpert compliant.

static UA_StatusCode
setUpEvent (UA_Server *server, UA_NodeId *outId) {
UA_StatusCode retval = UA_Server_createEvent(server, eventType, outld);
if (retval != UA_STATUSCODE_GOOD) {
UA_LOG_WARNING(UA_Log_Stdout, UA_LOGCATEGORY_SERVER,
"createEvent failed. StatusCode %s", UA_StatusCode_
—name(retval));
return retval;

}

(continues on next page)
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/* Set the Event Attributes */

/% Setting the Time is required or else the event will not show up in UAExpert! */

UA_DateTime eventTime = UA_DateTime_now();

UA_Server_writeObjectProperty_scalar(server, *outId, UA_QUALIFIEDNAME(O®, "Time"),
&eventTime, &UA_TYPES[UA_TYPES_DATETIME]);

UA_UIntl1l6 eventSeverity = 100;
UA_Server_writeObjectProperty_scalar(server, *“outId, UA_QUALIFIEDNAME(®, "Severity
=",
&eventSeverity, &QUA_TYPES[UA_TYPES_UINT16]);

UA_LocalizedText eventMessage = UA_LOCALIZEDTEXT("en-US", "An event has been.
—generated.");
UA_Server_writeObjectProperty_scalar(server, *“outId, UA_QUALIFIEDNAME(®, "Message
(ﬂll) s
&eventMessage, &UA_TYPES[UA_TYPES_
--LOCALIZEDTEXT]) ;

UA_String eventSourceName = UA_STRING('Server");
UA_Server_writeObjectProperty_scalar(server, *outId, UA_QUALIFIEDNAME(O,
—"SourceName"),
&eventSourceName, &UA_TYPES[UA_TYPES_
—STRING]) ;

return UA_STATUSCODE_GOOD;

4.9.3 Triggering an event

First a node representing an event is generated using setUpEvent. Once our event is good to go, we specify a
node which emits the event - in this case the server node. We can use UA_Server_triggerEvent to trigger our
event onto said node. Passing NULL as the second-last argument means we will not receive the Eventld. The last
boolean argument states whether the node should be deleted.

static UA_StatusCode

generateEventMethodCallback(UA_Server *server,
const UA_NodeId *sessionId, void *sessionHandle,
const UA_NodeId *methodId, void *methodContext,
const UA_NodeId *“objectId, void *“objectContext,
size_t inputSize, const UA_Variant *input,
size_t outputSize, UA_Variant *output) {

UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND, "Creating event");

/* set up event */
UA_NodeId eventNodelId;
UA_StatusCode retval = setUpEvent(server, &eventNodeId);
if(retval != UA_STATUSCODE_GOOD) {

UA_LOG_WARNING(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,

"Creating event failed. StatusCode %s'", UA_StatusCode_
—name(retval));
return retval;

}

retval = UA_Server_triggerEvent(server, eventNodeId,
(continues on next page)
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UA_NODEID_NUMERIC(®, UA_NSOID_SERVER),
NULL, UA_TRUE);
if(retval != UA_STATUSCODE_GOOD)
UA_LOG_WARNING(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Triggering event failed. StatusCode %s", UA_StatusCode_
—name(retval));

return retval;

Now, all that is left to do is to create a method node which uses our callback. We do not require any input and
as output we will be using the Eventld we receive from triggerEvent. The Eventld is generated by the server
internally and is a random unique ID which identifies that specific event.

This method node will be added to a basic server setup.

static void
addGenerateEventMethod (UA_Server *server) {
UA_MethodAttributes generateAttr = UA_MethodAttributes_default;
generateAttr.description = UA_LOCALIZEDTEXT("en-US","Generate an event.");
generateAttr.displayName = UA_LOCALIZEDTEXT("en-US","Generate Event");
generateAttr.executable = true;
generateAttr.userExecutable = true;
UA_Server_addMethodNode(server, UA_NODEID_NUMERIC(1, 62541),
UA_NODEID_NUMERIC(O, UA_NSOID_OBJECTSFOLDER),
UA_NODEID_NUMERIC(O, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(1, "Generate Event"),
generateAttr, &generateEventMethodCallback,
®, NULL, ®, NULL, NULL, NULL);

It follows the main server code, making use of the above definitions.

static volatile UA_Boolean running = true;
static void stopHandler(int sig) {
running = false;

}

int main (void) {
/% default server values */
signal (SIGINT, stopHandler);
signal (SIGTERM, stopHandler);

UA_Server *server = UA_Server_new();
UA_ServerConfig_setDefault (UA_Server_getConfig(server));

addNewEventType(server) ;
addGenerateEventMethod(server);

UA_StatusCode retval = UA_Server_run(server, &running);

UA_Server_delete(server);
return retval == UA_STATUSCODE_GOOD ? EXIT_SUCCESS : EXIT_FAILURE;

44 Chapter 4. Tutorials




open62541 Documentation, Release 1.3.4

4.10 Using Alarms and Conditions Server

Besides the usage of monitored items and events to observe the changes in the server, it is also important to make
use of the Alarms and Conditions Server Model. Alarms are events which are triggered automatically by the server
dependent on internal server logic or user specific logic when the states of server components change. The state of
a component is represented through a condition. So the values of all the condition children (Fields) are the actual
state of the component.

4.10.1 Trigger Alarm events by changing States

The following example will be based on the server events tutorial. Please make sure to understand the principle of
normal events before proceeding with this example!

static UA_Nodeld conditionSource;
static UA_NodelId conditionInstance_1;
static UA_NodelId conditionInstance_2;

static UA_StatusCode

addConditionSourceObject (UA_Server *server) {
UA_ObjectAttributes object_attr = UA_ObjectAttributes_default;
object_attr.eventNotifier = 1;

object_attr.displayName = UA_LOCALIZEDTEXT("en", "ConditionSourceObject");

UA_StatusCode retval = UA_Server_addObjectNode(server, UA_NODEID_NULL,
UA_NODEID_NUMERIC(O, UA_NSOID_OBJECTSFOLDER),
UA_NODEID_NUMERIC(®, UA_NSOID_ORGANIZES),
UA_QUALIFIEDNAME (0, "ConditionSourceObject"),
UA_NODEID_NUMERIC(®, UA_NSOID_BASEOBJECTTYPE),
object_attr, NULL, &conditionSource);

if(retval != UA_STATUSCODE_GOOD) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Creating Condition Source failed. StatusCode %s",
UA_StatusCode_name(retval));

/% ConditionSource should be EventNotifier of another Object (usually the
* Server Object). If this Reference is not created by user then the A&C
* Server will create "HasEventSource" reference to the Server Object
* automatically when the condition is created*/
retval = UA_Server_addReference(server, UA_NODEID_NUMERIC(O, UA_NSOID_SERVER),
UA_NODEID_NUMERIC(®, UA_NSOID_HASNOTIFIER),
UA_EXPANDEDNODEID_NUMERIC (conditionSource.
—namespacelIndex,
conditionSource.
—identifier.numeric),
UA_TRUE) ;

return retval;

Create a condition instance from OffNormalAlarmType. The condition source is the Object created in addCondi-
tionSourceObject(). The condition will be exposed in Address Space through the HasComponent reference to the
condition source.
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static UA_StatusCode
addCondition_1(UA_Server *server) {
UA_StatusCode retval = addConditionSourceObject(server);
if(retval !'= UA_STATUSCODE_GOOD) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"creating Condition Source failed. StatusCode %s",
UA_StatusCode_name(retval));

}

retval = UA_Server_createCondition(server,
UA_NODEID_NULL,
UA_NODEID_NUMERIC(®, UA_NSOID_

—OFFNORMALALARMTYPE) ,
UA_QUALIFIEDNAME(O, "Condition 1"),.

—.conditionSource,
UA_NODEID_NUMERIC(®, UA_NSOID_HASCOMPONENT),

&conditionInstance_1);

return retval;

Create a condition instance from OffNormalAlarmType. The condition source is the server Object. The condition
won’t be exposed in Address Space.

static UA_StatusCode
addCondition_2(UA_Server *server) {
UA_StatusCode retval =
UA_Server_createCondition(server, UA_NODEID_NULL,

UA_NODEID_NUMERIC(O, UA_NSOID_OFFNORMALALARMTYPE),
UA_QUALIFIEDNAME(®, "Condition 2"),
UA_NODEID_NUMERIC(®, UA_NSOID_SERVER),
UA_NODEID_NULL, &conditionInstance_2);

return retval;

}

static void

addVariable_1_triggerAlarmOfCondition_1(UA_Server *server, UA_NodeId* outNodeId) {
UA_VariableAttributes attr = UA_VariableAttributes_default;
attr.displayName = UA_LOCALIZEDTEXT("en", "Activate Condition 1");
attr.accessLevel = UA_ACCESSLEVELMASK_READ | UA_ACCESSLEVELMASK_WRITE;
UA_Boolean tboolValue = UA_FALSE;
UA_Variant_setScalar(&attr.value, &tboolValue, &UA_TYPES[UA_TYPES_BOOLEAN]);

UA_QualifiedName CallbackTestVariableName = UA_QUALIFIEDNAME(O®, "Activate.
—Condition 1");
UA_NodeId parentNodeId = UA_NODEID_NUMERIC(O, UA_NSOID_OBJECTSFOLDER);
UA_NodeId parentReferenceNodeId = UA_NODEID_NUMERIC(®, UA_NSOID_ORGANIZES);
UA_NodeId variableTypeNodeId = UA_NODEID_NUMERIC(®, UA_NSOID_
. BASEDATAVARTIABLETYPE) ;
UA_Server_addVariableNode(server, UA_NODEID_NULL, parentNodeId,
parentReferenceNodeId, CallbackTestVariableName,
variableTypeNodeId, attr, NULL, outNodeId);

¥

static void
addVariable_2_changeSeverityOfCondition_2(UA_Server *server,

(continues on next page)
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UA_NodeId* outNodeId) {
UA_VariableAttributes attr = UA_VariableAttributes_default;
attr.displayName = UA_LOCALIZEDTEXT("en", "Change Severity Condition 2");
attr.accessLevel = UA_ACCESSLEVELMASK_READ | UA_ACCESSLEVELMASK_WRITE;
UA_UIntl6 severityValue = 0;
UA_Variant_setScalar(&attr.value, &severityValue, &UA_TYPES[UA_TYPES_UINT16]);

UA_QualifiedName CallbackTestVariableName =
UA_QUALIFIEDNAME(®, "Change Severity Condition 2");

UA_NodeId parentNodeId = UA_NODEID_NUMERIC(O, UA_NSOID_OBJECTSFOLDER);

UA_NodeId parentReferenceNodeId = UA_NODEID_NUMERIC(®, UA_NSOID_ORGANIZES);

UA_NodeId variableTypeNodeId = UA_NODEID_NUMERIC(®, UA_NSOID_

—BASEDATAVARIABLETYPE) ;

UA_Server_addVariableNode(server, UA_NODEID_NULL, parentNodeId,
parentReferenceNodeId, CallbackTestVariableName,
variableTypeNodeId, attr, NULL, outNodeId);

}

static void
addVariable_3_returnCondition_1_toNormalState(UA_Server *server,
UA_NodeId* outNodeId) {

UA_VariableAttributes attr = UA_VariableAttributes_default;
attr.displayName = UA_LOCALIZEDTEXT("en", "Return to Normal Condition 1");
attr.accessLevel = UA_ACCESSLEVELMASK_READ | UA_ACCESSLEVELMASK_WRITE;
UA_Boolean rtn = 0;
UA_Variant_setScalar(&attr.value, &rtn, &QUA_TYPES[UA_TYPES_BOOLEAN]);

UA_QualifiedName CallbackTestVariableName =
UA_QUALIFIEDNAME(O®, "Return to Normal Condition 1");

UA_NodeId parentNodeId = UA_NODEID_NUMERIC(O, UA_NSOID_OBJECTSFOLDER);

UA_NodeId parentReferenceNodeId = UA_NODEID_NUMERIC(®, UA_NSOID_ORGANIZES);

UA_NodeId variableTypeNodeId = UA_NODEID_NUMERIC(®, UA_NSOID_

-~BASEDATAVARTABLETYPE) ;

UA_Server_addVariableNode(server, UA_NODEID_NULL, parentNodeId,
parentReferenceNodeId, CallbackTestVariableName,
variableTypeNodeId, attr, NULL, outNodeId);

}

static void
afterWriteCallbackVariable_1(UA_Server *server, const UA_NodeId *sessionId,
void *sessionContext, const UA_NodeId *nodeld,
void *nodeContext, const UA_NumericRange *range,
const UA_DataValue *data) {
UA_QualifiedName activeStateField = UA_QUALIFIEDNAME(®,"ActiveState");
UA_QualifiedName activeStateIdField = UA_QUALIFIEDNAME(O,"Id");
UA_Variant value;

UA_StatusCode retval =
UA_Server_writeObjectProperty_scalar(server, conditionInstance_1,
UA_QUALIFIEDNAME(O®, "Time"),
&data->sourceTimestamp,
QUA_TYPES[UA_TYPES_DATETIME]);

if(*(UA_Boolean *)(data->value.data) == true) {
/* By writing "true" in ActiveState/Id, the A&C server will set the
* related fields automatically and then will trigger event

(continues on next page)
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* notification. */
UA_Boolean activeStateld = true;
UA_Variant_setScalar(&value, &activeStateId, &QUA_TYPES[UA_TYPES_BOOLEAN]);
retval |= UA_Server_setConditionVariableFieldProperty(server,..

—conditionInstance_1,
&value, ..
—activeStateField,
activeStateIdField);
if(retval !'= UA_STATUSCODE_GOOD) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Setting ActiveState/Id Field failed. StatusCode %s",
UA_StatusCode_name(retval));
return;
}
} else {

/% By writing "false" in ActiveState/Id, the A&C server will set only

* the ActiveState field automatically to the value "Inactive'". The user

* should trigger the event manually by calling

* UA_Server_triggerConditionEvent inside the application or call

* ConditionRefresh method with client to update the event notification. */
UA_Boolean activeStateId = false;
UA_Variant_setScalar(&value, &activeStateId, &UA_TYPES[UA_TYPES_BOOLEAN]);
retval = UA_Server_setConditionVariableFieldProperty(server,.,

—,conditionInstance_1,
&value, activeStateField,

activeStateIdField);
if(retval != UA_STATUSCODE_GOOD) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Setting ActiveState/Id Field failed. StatusCode %s",
UA_StatusCode_name(retval));
return;

retval = UA_Server_triggerConditionEvent(server, conditionInstance_1,
conditionSource, NULL);
if(retval !'= UA_STATUSCODE_GOOD) {
UA_LOG_WARNING(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Triggering condition event failed. StatusCode %s",
UA_StatusCode_name(retval));
return;

The callback only changes the severity field of the condition 2. The severity field is of ConditionVariableType, so
changes in it triggers an event notification automatically by the server.

static void
afterWiriteCallbackVariable_2(UA_Server *server, const UA_NodeId *sessionId,
void *sessionContext, const UA_NodeId *nodeld,
void *nodeContext, const UA_NumericRange *range,
const UA_DataValue *data) {
/* Another way to set fields of conditions */
UA_Server_writeObjectProperty_scalar(server, conditionInstance_2,
UA_QUALIFIEDNAME(O, "Severity"),
(UA_UIntl6 *)data->value.data,

(continues on next page)
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QUA_TYPES[UA_TYPES_UINT16]);

RTN = return to normal.

Retain will be set to false, thus no events will be generated for condition 1 (although EnabledState/=true). To set
Retain to true again, the disable and enable methods should be called respectively.

static void
afterWriteCallbackVariable_3(UA_Server *server,
const UA_NodeId *sessionld, void *sessionContext,
const UA_NodeId *nodelId, void *nodeContext,
const UA_NumericRange *range, const UA_DataValue *data) {

//UA_QualifiedName enabledStateField = UA_QUALIFIEDNAME(O®, "EnabledState");
UA_QualifiedName ackedStateField = UA_QUALIFIEDNAME(O, "AckedState™);
UA_QualifiedName confirmedStateField = UA_QUALIFIEDNAME (O, "ConfirmedState™);
UA_QualifiedName activeStateField = UA_QUALIFIEDNAME(O,"ActiveState");
UA_QualifiedName severityField = UA_QUALIFIEDNAME(O, "Severity");
UA_QualifiedName messageField = UA_QUALIFIEDNAME(O, "Message');
UA_QualifiedName commentField = UA_QUALIFIEDNAME(O®,"Comment");
UA_QualifiedName retainField = UA_QUALIFIEDNAME(O,"Retain");
UA_QualifiedName idField = UA_QUALIFIEDNAME(O,"Id");

UA_StatusCode retval =
UA_Server_writeObjectProperty_scalar(server, conditionInstance_1,

UA_QUALIFIEDNAME(O®, "Time'),
&data->serverTimestamp,
QUA_TYPES[UA_TYPES_DATETIME]);

UA_Variant value;

UA_Boolean idValue = false;

UA_Variant_setScalar(&value, &idValue, &UA_TYPES[UA_TYPES_BOOLEAN]);

retval |= UA_Server_setConditionVariableFieldProperty(server, conditionInstance_1,
&value, activeStateField,
idField);

if(retval != UA_STATUSCODE_GOOD) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Setting ActiveState/Id Field failed. StatusCode %s",
UA_StatusCode_name(retval));
return;

}

retval = UA_Server_setConditionVariableFieldProperty(server, conditionInstance_1,
&value, ackedStateField,
idField);
if(retval != UA_STATUSCODE_GOOD) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Setting AckedState/Id Field failed. StatusCode %s",
UA_StatusCode_name(retval));
return;

}

retval = UA_Server_setConditionVariableFieldProperty(server, conditionInstance_1,
&value, confirmedStateField,
idField);
if(retval != UA_STATUSCODE_GOOD) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
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"Setting ConfirmedState/Id Field failed. StatusCode %s",
UA_StatusCode_name(retval));
return;

}

UA_UIntl6 severityValue = 100;
UA_Variant_setScalar(&value, &severityValue, &UA_TYPES[UA_TYPES_UINT16]);
retval = UA_Server_setConditionField(server, conditionInstance_1,
&value, severityField);
if(retval != UA_STATUSCODE_GOOD) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Setting Severity Field failed. StatusCode %s",
UA_StatusCode_name(retval));
return;

}

UA_LocalizedText messageValue =
UA_LOCALIZEDTEXT("en", "Condition returned to normal state");
UA_Variant_setScalar(&value, &messageValue, &UA_TYPES[UA_TYPES_LOCALIZEDTEXT]);
retval = UA_Server_setConditionField(server, conditionInstance_1,
&value, messageField);
if(retval != UA_STATUSCODE_GOOD) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Setting Message Field failed. StatusCode %s",
UA_StatusCode_name(retval));
return;

}

UA_LocalizedText commentValue = UA_LOCALIZEDTEXT("en'", "Normal State");
UA_Variant_setScalar(&value, &commentValue, &QUA_TYPES[UA_TYPES_LOCALIZEDTEXT]);
retval = UA_Server_setConditionField(server, conditionInstance_1,
&value, commentField);
if(retval != UA_STATUSCODE_GOOD) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Setting Comment Field failed. StatusCode %s",
UA_StatusCode_name(retval));
return;

}

UA_Boolean retainValue = false;
UA_Variant_setScalar(&value, &retainValue, &UA_TYPES[UA_TYPES_BOOLEAN]);
retval = UA_Server_setConditionField(server, conditionInstance_1,
&value, retainField);
if(retval != UA_STATUSCODE_GOOD) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Setting Retain Field failed. StatusCode %s",
UA_StatusCode_name(retval));
return;

}

retval = UA_Server_triggerConditionEvent(server, conditionInstance_1,
conditionSource, NULL);
if (retval != UA_STATUSCODE_GOOD) {
UA_LOG_WARNING(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Triggering condition event failed. StatusCode %s",
UA_StatusCode_name(retval));
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return;
}
}

static UA_StatusCode
enteringEnabledStateCallback (UA_Server *server, const UA_NodeId *condition) {
UA_Boolean retain = true;
return UA_Server_writeObjectProperty_scalar(server, *condition,
UA_QUALIFIEDNAME(®, "Retain"),
&retain,
&UA_TYPES[UA_TYPES_BOOLEAN]) ;

This is user specific function which will be called upon acknowledging an alarm notification. In this example we
will set the Alarm to Inactive state. The server is responsible of setting standard fields related to Acknowledge
Method and triggering the alarm notification.

static UA_StatusCode

enteringAckedStateCallback(UA_Server *server, const UA_NodeId *condition) {
/* deactivate Alarm when acknowledging*/
UA_Boolean activeStateId = false;
UA_Variant value;
UA_QualifiedName activeStateField = UA_QUALIFIEDNAME(®,"ActiveState");
UA_QualifiedName activeStateIdField = UA_QUALIFIEDNAME(O,"Id");

UA_Variant_setScalar(&value, &activeStateId, &UA_TYPES[UA_TYPES_BOOLEAN]);
UA_StatusCode retval =
UA_Server_setConditionVariableFieldProperty(server, *condition,
&value, activeStateField,
activeStateIdField);

if(retval != UA_STATUSCODE_GOOD) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Setting ActiveState/Id Field failed. StatusCode %s",
UA_StatusCode_name(retval));

return retval;

}

static UA_StatusCode
enteringConfirmedStateCallback(UA_Server *server, const UA_NodeId *condition) {
/% Deactivate Alarm and put it out of the interesting state (by writing
* false to Retain field) when confirming*/
UA_Boolean activeStateId = false;
UA_Boolean retain = false;
UA_Variant value;
UA_QualifiedName activeStateField = UA_QUALIFIEDNAME(®,"ActiveState");
UA_QualifiedName activeStateIdField = UA_QUALIFIEDNAME(O,"Id");
UA_QualifiedName retainField = UA_QUALIFIEDNAME(O,"Retain");

UA_Variant_setScalar(&value, &activeStateId, &UA_TYPES[UA_TYPES_BOOLEAN]);
UA_StatusCode retval =
UA_Server_setConditionVariableFieldProperty(server, *condition,
&value, activeStateField,
activeStateIdField);
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if(retval != UA_STATUSCODE_GOOD) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Setting ActiveState/Id Field failed. StatusCode %s",
UA_StatusCode_name(retval));
return retval;

}

UA_Variant_setScalar(&value, &retain, QUA_TYPES[UA_TYPES_BOOLEAN]);
retval = UA_Server_setConditionField(server, *condition,
&value, retainField);
if(retval != UA_STATUSCODE_GOOD) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Setting ActiveState/Id Field failed. StatusCode %s",
UA_StatusCode_name(retval));
}

return retval;

}

static UA_StatusCode

setUpEnvironment (UA_Server “server) {
UA_NodeId variable_1;
UA_NodeId variable_2;
UA_NodeId variable_3;
UA_ValueCallback callback;
callback.onRead = NULL;

/* Exposed condition 1. We will add to it user specific callbacks when
* entering enabled state, when acknowledging and when confirming. */
UA_StatusCode retval = addCondition_1(server);
if(retval != UA_STATUSCODE_GOOD) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"adding condition 1 failed. StatusCode %s",
UA_StatusCode_name(retval));
return retval;

}

UA_TwoStateVariableChangeCallback userSpecificCallback =.
—enteringEnabledStateCallback;
retval = UA_Server_setConditionTwoStateVariableCallback(server, conditionInstance_
=1l
conditionSource, false,
userSpecificCallback,
UA_ENTERING_ENABLEDSTATE) ;
if(retval !'= UA_STATUSCODE_GOOD) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"adding entering enabled state callback failed. StatusCode %s",
UA_StatusCode_name(retval));
return retval;

}

userSpecificCallback = enteringAckedStateCallback;
retval = UA_Server_setConditionTwoStateVariableCallback(server, conditionInstance_
-1,
conditionSource, false,
userSpecificCallback,
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UA_ENTERING_ACKEDSTATE) ;
if(retval !'= UA_STATUSCODE_GOOD) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"adding entering acked state callback failed. StatusCode %s",
UA_StatusCode_name(retval));
return retval;

}

userSpecificCallback = enteringConfirmedStateCallback;
retval = UA_Server_setConditionTwoStateVariableCallback(server, conditionInstance_
-1,
conditionSource, false,
userSpecificCallback,
UA_ENTERING_
—.CONFIRMEDSTATE) ;
if(retval != UA_STATUSCODE_GOOD) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"adding entering confirmed state callback failed. StatusCode %s",
UA_StatusCode_name(retval));
return retval;

/% Unexposed condition 2. No user specific callbacks, so the server will
* behave in a standard manner upon entering enabled state, acknowledging
* and confirming. We will set Retain field to true and enable the condition
* Sso we can receive event notifications (we cannot call enable method on
* unexposed condition using a client like UaExpert or Softing). */

retval = addCondition_2(server);

if(retval !'= UA_STATUSCODE_GOOD) {

UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"adding condition 2 failed. StatusCode %s",
UA_StatusCode_name(retval));

return retval;

}

UA_Boolean retain = UA_TRUE;

UA_Server_writeObjectProperty_scalar(server, conditionInstance_2,
UA_QUALIFIEDNAME(O®, "Retain"),
&retain, &UA_TYPES[UA_TYPES_BOOLEAN]);

UA_Variant value;

UA_Boolean enabledStateld = true;

UA_QualifiedName enabledStateField = UA_QUALIFIEDNAME(®, "EnabledState');

UA_QualifiedName enabledStateIdField = UA_QUALIFIEDNAME(O,"Id");

UA_Variant_setScalar(&value, &enabledStateId, &UA_TYPES[UA_TYPES_BOOLEAN]);

retval = UA_Server_setConditionVariableFieldProperty(server, conditionInstance_2,
&value, enabledStateField,
enabledStateIdField);

if(retval != UA_STATUSCODE_GOOD) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Setting EnabledState/Id Field failed. StatusCode %s",
UA_StatusCode_name(retval));
return retval;
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/* Add 3 variables to trigger condition events */
addVariable_1_triggerAlarmOfCondition_1(server, &variable_1);

callback.onWrite = afterWriteCallbackVariable_1;
retval = UA_Server_setVariableNode_valueCallback(server, variable_1, callback);
if(retval !'= UA_STATUSCODE_GOOD) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Setting variable 1 Callback failed. StatusCode %s",
UA_StatusCode_name(retval));
return retval;

}

/* Severity can change internally also when the condition disabled and
* retain is false. However, in this case no events will be generated. */
addVariable_2_changeSeverityOfCondition_2(server, &variable_2);

callback.onWrite = afterWriteCallbackVariable_2;
retval = UA_Server_setVariableNode_valueCallback(server, variable_2, callback);
if(retval != UA_STATUSCODE_GOOD) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Setting variable 2 Callback failed. StatusCode %s",
UA_StatusCode_name(retval));
return retval;

}
addVariable_3_returnCondition_1_toNormalState(server, &variable_3);

callback.onWrite = afterWriteCallbackVariable_3;
retval = UA_Server_setVariableNode_valueCallback(server, variable_3, callback);
if(retval != UA_STATUSCODE_GOOD) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Setting variable 3 Callback failed. StatusCode %s",
UA_StatusCode_name(retval));
}

return retval;

It follows the main server code, making use of the above definitions.

static UA_Boolean running = true;
static void stopHandler(int sig) {
running = false;
}
int main (void) {
/* default server values */
signal (SIGINT, stopHandler);
signal (SIGTERM, stopHandler);

UA_Server *server = UA_Server_new();
UA_ServerConfig_setDefault (UA_Server_getConfig(server));

UA_StatusCode retval = setUpEnvironment(server);

(continues on next page)
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if(retval == UA_STATUSCODE_GOOD)
retval = UA_Server_run(server, &running);

UA_Server_delete(server);
return retval == UA_STATUSCODE_GOOD ? EXIT_SUCCESS : EXIT_FAILURE;

4.11 Building a Simple Client

You should already have a basic server from the previous tutorials. open62541 provides both a server- and clientside
API, so creating a client is as easy as creating a server. Copy the following into a file myClient.c:

#include <open62541/client_config default.h>
#include <open62541/client_highlevel.h>
#include <open62541/plugin/log_stdout.h>

#include <stdlib.h>

int main(void) {
UA_Client *client = UA_Client_new();
UA_ClientConfig_setDefault(UA_Client_getConfig(client));
UA_StatusCode retval = UA_Client_connect(client, "opc.tcp://localhost:4840");
if(retval != UA_STATUSCODE_GOOD) {
UA_Client_delete(client);
return (int)retval;

}

/% Read the value attribute of the node. UA_Client_readValueAttribute is a

* wrapper for the raw read service available as UA_Client_Service_read. */
UA_Variant value; /* Variants can hold scalar values and arrays of any type */
UA_Variant_init(&value);

/* NodeId of the variable holding the current time */

const UA_NodeId nodeId = UA_NODEID_NUMERIC(®, UA_NSOID_SERVER_SERVERSTATUS_
—»CURRENTTIME) ;

retval = UA_Client_readValueAttribute(client, nodeId, &value);

if(retval == UA_STATUSCODE_GOOD &&

UA_Variant_hasScalarType(&value, &UA_TYPES[UA_TYPES_DATETIME])) {

UA_DateTime raw_date = *(UA_DateTime *) value.data;

UA_DateTimeStruct dts = UA_DateTime_toStruct(raw_date);

UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND, "date is: %u-%u-%u %u:%u:
—%u.%03u\n",

dts.day, dts.month, dts.year, dts.hour, dts.min, dts.sec, dts.

—milliSec);

}

/* Clean up */

UA_Variant_clear(&value);

UA_Client_delete(client); /* Disconnects the client internally */
return EXIT_SUCCESS;

Compilation is similar to the server example.
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[$ gcc -std=c99 open62541.c myClient.c -o myClient

In a MinGW environment, the Winsock library must be added.

[$ gcc -std=c99 open62541.c myClient.c -lws2_32 -o myClient.exe

4.11.1 Further tasks

* Try to connect to some other OPC UA server by changing opc.tcp://localhost: 4840 to an appropriate
address (remember that the queried node is contained in any OPC UA server).

 Try to set the value of the variable node (ns=1,i="the.answer”) containing an Int32 from the example server
(which is built in Building a Simple Server) using “UA_Client_write” function. The example server needs
some more modifications, i.e., changing request types. The answer can be found in examples/client.c.

4.12 Working with Publish/Subscribe

Work in progress: This Tutorial will be continuously extended during the next PubSub batches. More details about
the PubSub extension and corresponding open62541 API are located here: PubSub.

4.12.1 Publishing Fields

The PubSub publish example demonstrates the simplest way to publish information from the information model
over UDP multicast using the UADP encoding.

Connection handling

PubSubConnections can be created and deleted on runtime. More details about the system preconfiguration and
connection can be found in tutorial_pubsub_connection.c.

#include
#include
#include
#include
#include

#include

<open62541/plugin/log_stdout.h>
<open62541/plugin/pubsub_ethernet.h>
<open62541/plugin/pubsub_udp.h>
<open62541/server.h>
<open62541/server_config_default.h>

<signal.h>

UA_NodeId connectionIdent, publishedDataSetIdent, writerGroupIdent;

static void
addPubSubConnection(UA_Server *server, UA_String *transportProfile,

UA_NetworkAddressUrlDataType *“networkAddressUrl){

/* Details about the connection configuration and handling are located
* in the pubsub connection tutorial */

UA_PubSubConnectionConfig connectionConfig;

memset (&connectionConfig, 0, sizeof(connectionConfig));

connectionConfig.name = UA_STRING("UADP Connection 1");

connectionConfig.transportProfileUri = *transportProfile;

connectionConfig.enabled = UA_TRUE;

UA_Variant_setScalar(&connectionConfig.address, networkAddressUrl,

&UA_TYPES[UA_TYPES_NETWORKADDRESSURLDATATYPE]) ;

/% Changed to static publisherId from random generation to identify
* the publisher on Subscriber side */

(continues on next page)
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connectionConfig.publisherId.numeric = 2234;
UA_Server_addPubSubConnection(server, &connectionConfig, &connectionIdent);

PublishedDataSet handling

The PublishedDataSet (PDS) and PubSubConnection are the toplevel entities and can exist alone. The PDS contains
the collection of the published fields. All other PubSub elements are directly or indirectly linked with the PDS or
connection.

static void
addPublishedDataSet (UA_Server *server) {
/* The PublishedDataSetConfig contains all necessary public
* information for the creation of a new PublishedDataSet */
UA_PublishedDataSetConfig publishedDataSetConfig;
memset (&publishedDataSetConfig, 0, sizeof(UA_PublishedDataSetConfig));
publishedDataSetConfig.publishedDataSetType = UA_PUBSUB_DATASET_PUBLISHEDITEMS;
publishedDataSetConfig.name = UA_STRING("Demo PDS");
/* Create new PublishedDataSet based on the PublishedDataSetConfig. */
UA_Server_addPublishedDataSet(server, &publishedDataSetConfig, &
—publishedDataSetIdent);
}

DataSetField handling
The DataSetField (DSF) is part of the PDS and describes exactly one published field.

static void
addDataSetField(UA_Server *server) {
/* Add a field to the previous created PublishedDataSet */
UA_NodeId dataSetFieldIdent;
UA_DataSetFieldConfig dataSetFieldConfig;
memset (&dataSetFieldConfig, 0, sizeof(UA_DataSetFieldConfig));
dataSetFieldConfig.dataSetFieldType = UA_PUBSUB_DATASETFIELD_VARIABLE;
dataSetFieldConfig.field.variable.fieldNameAlias = UA_STRING('Server localtime");
dataSetFieldConfig.field.variable.promotedField = UA_FALSE;
dataSetFieldConfig.field.variable.publishParameters.publishedVariable =
UA_NODEID_NUMERIC(O, UA_NSOID_SERVER_SERVERSTATUS_CURRENTTIME) ;
dataSetFieldConfig.field.variable.publishParameters.attributeId = UA_ATTRIBUTEID_
—VALUE;
UA_Server_addDataSetField(server, publishedDataSetIdent,
&dataSetFieldConfig, &dataSetFieldIdent);

WriterGroup handling

The WriterGroup (WG) is part of the connection and contains the primary configuration parameters for the message
creation.

static void

addWriterGroup(UA_Server *server) {
/% Now we create a new WriterGroupConfig and add the group to the existing

* PubSubConnection. */

UA_WriterGroupConfig writerGroupConfig;
memset (&writerGroupConfig, 0, sizeof(UA_WriterGroupConfig));
writerGroupConfig.name = UA_STRING("Demo WriterGroup");
writerGroupConfig.publishingInterval = 100;
writerGroupConfig.enabled = UA_FALSE;

(continues on next page)
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writerGroupConfig.writerGroupId = 100;
writerGroupConfig.encodingMimeType = UA_PUBSUB_ENCODING_UADP;
writerGroupConfig.messageSettings.encoding = UA_EXTENSIONOBJECT_
—DECODED;
writerGroupConfig.messageSettings.content.decoded.type = &UA_TYPES[UA_TYPES_
—,UADPWRITERGROUPMESSAGEDATATYPE] ;
/* The configuration flags for the messages are encapsulated inside the
* message- and transport settings extension objects. These extension
* objects are defined by the standard. e.g.
* UadpliriterGroupMessageDataType */
UA_UadpWriterGroupMessageDataType *writerGroupMessage = UA_
—UadpWriterGroupMessageDataType_new() ;
/* Change message settings of writerGroup to send PublisherlId,
* WriterGroupId in GroupHeader and DataSetWriterId in PayloadHeader
* of NetworkMessage */

writerGroupMessage->networkMessageContentMask = (UA_
—UadpNetworkMessageContentMask) (UA_UADPNETWORKMESSAGECONTENTMASK_PUBLISHERID |
(UA_
—UadpNetworkMessageContentMask)UA_UADPNETWORKMESSAGECONTENTMASK_GROUPHEADER |
(UA_
—,UadpNetworkMessageContentMask)UA_UADPNETWORKMESSAGECONTENTMASK_WRITERGROUPID |
(UA_

—UadpNetworkMessageContentMask)UA_UADPNETWORKMESSAGECONTENTMASK_PAYLOADHEADER) ;
writerGroupConfig.messageSettings.content.decoded.data = writerGroupMessage;
UA_Server_addWriterGroup(server, connectionIdent, &writerGroupConfig, &

—writerGroupIdent);

UA_Server_setWriterGroupOperational (server, writerGroupIdent);
UA_UadpWriterGroupMessageDataType_delete (writerGroupMessage) ;

DataSetWriter handling

A DataSetWriter (DSW) is the glue between the WG and the PDS. The DSW is linked to exactly one PDS and
contains additional information for the message generation.

static void

addDataSetWriter (UA_Server *server) {
/* We need now a DataSetWriter within the WriterGroup. This means we must

* create a new DataSetWriterConfig and add call the addliriterGroup function. */
UA_NodeId dataSetWriterIdent;
UA_DataSetWriterConfig dataSetWriterConfig;
memset (&dataSetWriterConfig, 0, sizeof(UA_DataSetWriterConfig));
dataSetWriterConfig.name = UA_STRING("Demo DataSetWriter");
dataSetWriterConfig.dataSetWriterId = 62541;
dataSetWriterConfig.keyFrameCount = 10;
UA_Server_addDataSetWriter(server, writerGroupIdent, publishedDataSetIdent,
&dataSetWriterConfig, &dataSetWriterIdent);

That’s it! You’re now publishing the selected fields. Open a packet inspection tool of trust e.g. wireshark and take
a look on the outgoing packages. The following graphic figures out the packages created by this tutorial.

The open62541 subscriber API will be released later. If you want to process the the datagrams, take a look on the
ua_network_pubsub_networkmessage.c which already contains the decoding code for UADP messages.

It follows the main server code, making use of the above definitions.
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UA_Boolean running = true;
static void stopHandler(int sign) {

UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "received ctrl-c");

running = false;

static int run(UA_String *transportProfile,
UA_NetworkAddressUrlDataType *networkAddressUrl) {
signal (SIGINT, stopHandler);
signal (SIGTERM, stopHandler);

UA_Server *server = UA_Server_new();

UA_ServerConfig *config = UA_Server_getConfig(server);

UA_ServerConfig_setDefault(config);

/* Details about the connection configuration and handling are located in
the pubsub connection tutorial */
UA_ServerConfig_addPubSubTransportLayer(config, UA_PubSubTransportLayerUDPMP());

IMPORTANT ANNOUNCEMENT

The PubSub Subscriber API is currently not finished. This Tutorial will be continuously extended during the next
PubSub batches. More details about the PubSub extension and corresponding open62541 API are located here:

PubSub.

4.12. Working with Publish/Subscribe
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4.13 Subscribing Fields

The PubSub subscribe example demonstrates the simplest way to receive information over two transport layers
such as UDP and Ethernet, that are published by tutorial_pubsub_publish example and update values in the Tar-
getVariables of Subscriber Information Model.

Run step of the application is as mentioned below:
J/bin/examples/tutorial_pubsub_subscribe
Connection handling

PubSubConnections can be created and deleted on runtime. More details about the system preconfiguration and
connection can be found in tutorial_pubsub_connection.c

#include <open62541/plugin/log_stdout.h>
#include <open62541/plugin/pubsub_udp.h>
#include <open62541/server.h>

#include <open62541/server_config_default.h>
#include <open62541/types_generated.h>

#include "ua_pubsub.h"

#1if defined (UA_ENABLE_PUBSUB_ETH_UADP)
#include <open62541/plugin/pubsub_ethernet.h>
#endif

#include <stdio.h>
#include <signal.h>
#include <stdlib.h>

UA_NodeId connectionIdentifier;
UA_NodeId readerGroupIdentifier;
UA_NodeId readerIdentifier;

UA_DataSetReaderConfig readerConfig;
static void fillTestDataSetMetaData(UA_DataSetMetaDataType *pMetaData);

/* Add new connection to the server */
static UA_StatusCode
addPubSubConnection(UA_Server *server, UA_String *transportProfile,
UA_NetworkAddressUrlDataType *networkAddressUrl) {
if((server == NULL) || (transportProfile == NULL) ||
(networkAddressUrl == NULL)) {
return UA_STATUSCODE_BADINTERNALERROR;
}

UA_StatusCode retval = UA_STATUSCODE_GOOD;

/% Configuration creation for the connection */

UA_PubSubConnectionConfig connectionConfig;

memset (&connectionConfig, 0, sizeof(UA_PubSubConnectionConfig));

connectionConfig.name = UA_STRING("UDPMC Connection 1");

connectionConfig.transportProfileUri = *transportProfile;

connectionConfig.enabled = UA_TRUE;

UA_Variant_setScalar(&connectionConfig.address, networkAddressUrl,
QUA_TYPES[UA_TYPES_NETWORKADDRESSURLDATATYPE]) ;

connectionConfig.publisherId.numeric = UA_UInt32_random ();

retval |= UA_Server_addPubSubConnection (server, &connectionConfig, &

(continues on next page)
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—.connectionIdentifier);
if (retval !'= UA_STATUSCODE_GOOD) {
return retval;

}

return retval;
3
ReaderGroup

ReaderGroup is used to group a list of DataSetReaders. All ReaderGroups are created within a PubSubConnection
and automatically deleted if the connection is removed. All network message related filters are only available in
the DataSetReader.

/% Add ReaderGroup to the created connection */
static UA_StatusCode
addReaderGroup (UA_Server *server) {
if(server == NULL) {
return UA_STATUSCODE_BADINTERNALERROR;
}

UA_StatusCode retval = UA_STATUSCODE_GOOD;

UA_ReaderGroupConfig readerGroupConfig;

memset (&readerGroupConfig, 0, sizeof(UA_ReaderGroupConfig));

readerGroupConfig.name = UA_STRING("ReaderGroupl");

retval |= UA_Server_addReaderGroup(server, connectionIdentifier, &
—.readerGroupConfig,

&readerGroupIdentifier);
UA_Server_setReaderGroupOperational (server, readerGroupIdentifier);
return retval;

DataSetReader

DataSetReader can receive NetworkMessages with the DataSetMessage of interest sent by the Publisher. DataSe-
tReader provides the configuration necessary to receive and process DataSetMessages on the Subscriber side.
DataSetReader must be linked with a SubscribedDataSet and be contained within a ReaderGroup.

/* Add DataSetReader to the ReaderGroup */
static UA_StatusCode
addDataSetReader (UA_Server *server) {
if(server == NULL) {
return UA_STATUSCODE_BADINTERNALERROR;
}

UA_StatusCode retval = UA_STATUSCODE_GOOD;

memset (&readerConfig, 0, sizeof(UA_DataSetReaderConfig));

readerConfig.name = UA_STRING("DataSet Reader 1");

/% Parameters to filter which DataSetMessage has to be processed
* by the DataSetReader */

/* The following parameters are used to show that the data published by
* tutorial_pubsub_publish.c is being subscribed and is being updated in
* the information model */

UA_UInt16 publisherIdentifier = 2234;

readerConfig.publisherId.type = &UA_TYPES[UA_TYPES_UINT16];

readerConfig.publisherId.data = &publisherIdentifier;

readerConfig.writerGroupId = 100;

(continues on next page)
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readerConfig.dataSetWriterId = 62541;

/% Setting up Meta data configuration in DataSetReader */
fillTestDataSetMetaData(&readerConfig.dataSetMetaData);

retval |= UA_Server_addDataSetReader(server, readerGroupldentifier, &readerConfig,
&readerIdentifier);
return retval;
}
SubscribedDataSet

Set SubscribedDataSet type to TargetVariables data type. Add subscribedvariables to the DataSetReader

static UA_StatusCode
addSubscribedVariables (UA_Server *server, UA_NodeId dataSetReaderId) {
if(server == NULL)
return UA_STATUSCODE_BADINTERNALERROR;

UA_StatusCode retval
UA_NodeId folderld;
UA_String folderName = readerConfig.dataSetMetaData.name;
UA_ObjectAttributes oAttr = UA_ObjectAttributes_default;
UA_QualifiedName folderBrowseName;
if(folderName.length > 0) {
oAttr.displayName.locale = UA_STRING ("en-US");
oAttr.displayName.text = folderName;
folderBrowseName.namespaceIndex = 1;
folderBrowseName.name = folderName;

UA_STATUSCODE_GOOD ;

}

else {
oAttr.displayName = UA_LOCALIZEDTEXT ("en-US", "Subscribed Variables");
folderBrowseName = UA_QUALIFIEDNAME (1, "Subscribed Variables");

}

UA_Server_addObjectNode (server, UA_NODEID_NULL,
UA_NODEID_NUMERIC (0O, UA_NSOID_OBJECTSFOLDER),
UA_NODEID_NUMERIC (0, UA_NSOID_ORGANIZES),
folderBrowseName, UA_NODEID_NUMERIC (O,
UA_NSOID_BASEOBJECTTYPE), oAttr, NULL, &folderId);

TargetVariables

The SubscribedDataSet option TargetVariables defines a list of Variable mappings between received DataSet fields
and target Variables in the Subscriber AddressSpace. The values subscribed from the Publisher are updated in the
value field of these variables

/* Create the TargetVariables with respect to DataSetMetaData fields */
UA_FieldTargetVariable *targetVars = (UA_FieldTargetVariable *)
UA_calloc(readerConfig.dataSetMetaData.fieldsSize, sizeof (UA_
—FieldTargetVariable));
for(size_t i = 0; i < readerConfig.dataSetMetaData.fieldsSize; i++) {
/% Variable to subscribe data */
UA_VariableAttributes vAttr = UA_VariableAttributes_default;
UA_LocalizedText_copy(&readerConfig.dataSetMetaData.fields[i].description,
&vAttr.description);
vAttr.displayName.locale = UA_STRING("en-US");

(continues on next page)
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vAttr.displayName.text = readerConfig.dataSetMetaData.fields[i].name;
vAttr.dataType = readerConfig.dataSetMetaData.fields[i].dataType;

UA_NodelId newNode;
retval |= UA_Server_addVariableNode(server, UA_NODEID_NUMERIC(1, (UA_UInt32)i..
-+ 50000),
folderId,
UA_NODEID_NUMERIC(®, UA_NSOID_
- HASCOMPONENT) ,
UA_QUALIFIEDNAME(1, (char *)readerConfig.
—.dataSetMetaData.fields[i] .name.data),
UA_NODEID_NUMERIC(®, UA_NSOID_
—BASEDATAVARIABLETYPE),
vAttr, NULL, &newNode);

/* For creating Targetvariables */
UA_FieldTargetDataType_init(&targetVars[i].targetVariable);
targetVars[i].targetVariable.attributelId UA_ATTRIBUTEID_VALUE;
targetVars[i].targetVariable.targetNodeId = newNode;

retval = UA_Server_DataSetReader_createTargetVariables(server, dataSetReaderlId,
readerConfig.
—.dataSetMetaData.fieldsSize, targetVars);
for(size_t i = 0; i < readerConfig.dataSetMetaData.fieldsSize; i++)
UA_FieldTargetDataType_clear(&targetVars[i].targetVariable);

UA_free(targetVars);
UA_free(readerConfig.dataSetMetaData.fields);
return retval;

DataSetMetaData

The DataSetMetaData describes the content of a DataSet. It provides the information necessary to decode
DataSetMessages on the Subscriber side. DataSetMessages received from the Publisher are decoded into DataSet
and each field is updated in the Subscriber based on datatype match of TargetVariable fields of Subscriber and
PublishedDataSetFields of Publisher

/* Define MetaData for TargetVariables */
static void fillTestDataSetMetaData(UA_DataSetMetaDataType *pMetaData) {
if(pMetaData == NULL) {
return;

}

UA_DataSetMetaDataType_init (pMetaData);
pMetaData->name = UA_STRING ("DataSet 1");

/% Static definition of number of fields size to 4 to create four different
* targetVariables of distinct datatype
* Currently the publisher sends only DateTime data type */
pMetaData->fieldsSize = 4;
pMetaData->fields = (UA_FieldMetaData*)UA_Array_new (pMetaData->fieldsSize,
QUA_TYPES[UA_TYPES_FIELDMETADATA]) ;

/* DateTime DataType */
UA_FieldMetaData_init (&pMetaData->fields[0]);

(continues on next page)
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UA_NodeId_copy (&UA_TYPES[UA_TYPES_DATETIME].typeld,
&pMetaData->fields[0].dataType);
pMetaData->fields[0] .builtInType = UA_NSOID_DATETIVNE;
pMetaData->fields[0] .name = UA_STRING ("DateTime");
pMetaData->fields[0].valueRank = -1; /* scalar */

/* Int32 DataType */

UA_FieldMetaData_init (&pMetaData->fields[1]);

UA_NodeId_copy(&UA_TYPES[UA_TYPES_INT32].typeld,
&pMetaData->fields[1].dataType);

pMetaData->fields[1].builtInType = UA_NSOID_INT32;

pMetaData->fields[1] .name = UA_STRING ("Int32");

pMetaData->fields[1].valueRank = -1; /* scalar */

/% Int64 DataType */

UA_FieldMetaData_init (&pMetaData->fields[2]);

UA_NodeId_copy(&UA_TYPES[UA_TYPES_INT64].typeld,
&pMetaData->fields[2] .dataType);

pMetaData->fields[2] .builtInType = UA_NSOID_INT64;

pMetaData->fields[2].name = UA_STRING ("Int64");

pMetaData->fields[2].valueRank = -1; /* scalar */

/* Boolean DataType */

UA_FieldMetaData_init (&pMetaData->fields[3]);

UA_NodeId_copy (&UA_TYPES[UA_TYPES_BOOLEAN].typeld,
&pMetaData->fields[3].dataType);

pMetaData->fields[3].builtInType = UA_NSOID_BOOLEAN;

pMetaData->fields[3] .name = UA_STRING ("BoolToggle");

pMetaData->fields[3].valueRank = -1; /* scalar */

Followed by the main server code, making use of the above definitions

UA_Boolean running = true;

static void stopHandler(int sign) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "received ctrl-c");
running = false;

¥

static int
run(UA_String *transportProfile, UA_NetworkAddressUrlDataType *networkAddressUrl) {
signal (SIGINT, stopHandler);
signal (SIGTERM, stopHandler);
/* Return value initialized to Status Good */
UA_StatusCode retval = UA_STATUSCODE_GOOD;
UA_Server *server = UA_Server_new();
UA_ServerConfig *config = UA_Server_getConfig(server);
UA_ServerConfig_setMinimal (config, 4801, NULL);

/* Add the PubSub network layer implementation to the server config.

* The TransportLayer is acting as factory to create new connections

* on runtime. Details about the PubSubTransportLayer can be found inside the

* tutorial_pubsub_connection */
UA_ServerConfig_addPubSubTransportLayer(config, UA_PubSubTransportLayerUDPMP());
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4.14 Realtime Publish Example

This tutorial shows publishing and subscribing information in Realtime. This example has both Publisher and
Subscriber(used as threads, running in same core), the Publisher thread publishes counterdata (an incremental
data), that is subscribed by the Subscriber thread of pubsub_TSN_loopback.c example. The Publisher thread of
pusbub_TSN_loopback.c publishes the received counterdata, which is subscribed by the Subscriber thread of this
example. Thus a round-trip of counterdata is achieved. In a realtime system, the round-trip time of the counterdata
is 4x cycletime, in this example, the round-trip time is Ims. The flow of this communication and the trace points
are given in the diagram below.

Another thread called the UserApplication thread is also used in the example, which serves the functionality of
the Control loop. In this example, UserApplication threads increments the counterData, which is published by the
Publisher thread and also reads the subscribed data from the Information Model and writes the updated counterdata
into distinct csv files during each cycle. Buffered Network Message will be used for publishing and subscribing
in the RT path. Further, DataSetField will be accessed via direct pointer access between the user interface and the
Information Model.

Another additional feature called the Blocking Socket is employed in the Subscriber thread. This feature
is optional and can be enabled or disabled when running application by using command line argument “-
enableBlockingSocket”. When using Blocking Socket, the Subscriber thread remains in “blocking mode” until
a message is received from every wake up time of the thread. In other words, the timeout is overwritten and the
thread continuously waits for the message from every wake up time of the thread. Once the message is received,
the Subscriber thread updates the value in the Information Model, sleeps up to wake up time and again waits for
the next message. This process is repeated until the application is terminated.

To ensure realtime capabilities, Publisher uses ETF(Earliest Tx-time First) to publish information at the calcu-
lated tranmission time over Ethernet. Subscriber can be used with or without XDP(Xpress Data Processing) over
Ethernet

Run step of the example is as mentioned below:
./bin/examples/pubsub_TSN_publisher -interface <interface>

For more options, run ./bin/examples/pubsub_TSN_publisher -help

/* Trace point setup

Fomm + Fomm e +
Tl | OPCUA PubSub | T8 T5 | OPCUA loopback | T4
| | Application | A | | Application | A
|+ + | | - + |
User | | [l I [
Space | | [ [ I
[ [ [ [
——————————— ] e
[ Node 1 [ ] | Node 2 |
Kernel | | [ I [
Space | | [ [ I
[ [ [ [
V o A——mmmm - + | V A-—mmmmmmm - +
T2 | TX tcpdump | T7<---—------- T6 | RX tcpdump | T3
| A - + Fomm e + A
/

#define _GNU_SOURCE

#include <sched.h>
#include <signal.h>

(continues on next page)
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#include <time.h>
#include <stdio.h>
#include <stdlib.h>
#include <linux/types.h>
#include <sys/io.h>
#include <getopt.h>

/* For thread operations */
#include <pthread.h>

#include <open62541/server.h>

#include <open62541/server_config_default.h>
#include <open62541/plugin/log_stdout.h>
#include <open62541/plugin/log.h>

#include <open62541/types_generated.h>
#include <open62541/plugin/pubsub_ethernet.h>

#include "ua_pubsub.h"

#include <linux/if_link.h>
#include <linux/if_xdp.h>

UA_Nodeld readerGroupIdentifier;
UA_NodeId readerIdentifier;

UA_DataSetReaderConfig readerConfig;

/* to find load of each thread
* ps -L -o pid,pri,%cpu -C pubsub_TSN_publisher */

/* Configurable Parameters */

/* These defines enables the publisher and subscriber of the OPCUA stack */

/* To run only publisher, enable PUBLISHER define alone (comment SUBSCRIBER) */
#define PUBLISHER

/% To run only subscriber, enable SUBSCRIBER define alone (comment PUBLISHER) */
#define SUBSCRIBER

/% Cycle time in milliseconds */

#define DEFAULT_CYCLE_TIME 0.25

/* Qbv offset */

#define DEFAULT_QBV_OFFSET 125

#define DEFAULT_SOCKET_PRIORITY 3

#1f defined (PUBLISHER)

#define PUBLISHER_ID 2234

#define WRITER_GROUP_ID 101

#define DATA_SET_WRITER_ID 62541

#define DEFAULT_PUBLISHING_MAC_ADDRESS "opc.eth://01-00-5E-7F-00-
—~01:8.3"

#endif

#1if defined(SUBSCRIBER)

#define PUBLISHER_ID_SUB 2235

#define WRITER_GROUP_ID_SUB 100

#define DATA_SET_WRITER_ID_SUB 62541

#define DEFAULT_SUBSCRIBING_MAC_ADDRESS "opc.eth://01-00-5E-00-00-
~01:8.3"

#endif

#define REPEATED_NODECOUNTS 2 // Default to publish,

(continues on next page)
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64 bytes

#define PORT_NUMBER 62541
#define DEFAULT_XDP_QUEUE 2
#define PUBSUB_CONFIG_RT_INFORMATION_MODEL

/* Non-Configurable Parameters */
/* Milli sec and sec conversion to nano sec */

#define MILLI_SECONDS 1000 * 1000
#define SECONDS 1000 * 1000 * 1000
#define SECONDS_SLEEP 5

/* Publisher will sleep for 60% of cycle time and then prepares the */

/* transmission packet within 40% */

static UA_Double pubWakeupPercentage = 0.6;

/% Subscriber will wakeup only during start of cycle and check whether */

/% the packets are received */

static UA_Double subWakeupPercentage = 0;

/* User application Pub/Sub will wakeup at the 30% of cycle time and handles the */
/% user data such as read and write in Information model */

static UA_Double userAppWakeupPercentage = 0.3;

/% Priority of Publisher, Subscriber, User application and server are kept */
/% after some prototyping and analyzing it */

#define DEFAULT_PUB_SCHED_PRIORITY 78

#define DEFAULT_SUB_SCHED_PRIORITY 81

#define DEFAULT_USERAPPLICATION_SCHED_PRIORITY 75

#define MAX_MEASUREMENTS 1000000

#define MAX_MEASUREMENTS_FILEWRITE 100000000

#define DEFAULT_PUB_CORE 2

#define DEFAULT_SUB_CORE 2

#define DEFAULT_USER_APP_CORE 3

#define SECONDS_INCREMENT 1

#ifndef CLOCK_TAI

#define CLOCK_TAT 11

#endif

#define CLOCKID CLOCK_TAI

#define ETH_TRANSPORT_PROFILE "http://opcfoundation.org/
—UA-Profile/Transport/pubsub-eth-uadp"

#define LATENCY_CSV_FILE_NAME "latencyT1toT8.csv"

/% If the Hardcoded publisher/subscriber MAC addresses need to be changed,
* change PUBLISHING_MAC_ADDRESS and SUBSCRIBING_MAC_ADDRESS

*/
/% Set server running as true */
UA_Boolean runningServer = true;
char* pubMacAddress = DEFAULT_PUBLISHING_MAC_ADDRESS;
char* subMacAddress = DEFAULT_SUBSCRIBING_MAC_ADDRESS;
static UA_Double cycleTimeInlMsec = DEFAULT_CYCLE_TIME;
static UA_Int32 socketPriority = DEFAULT_SOCKET_PRIORITY;
static UA_Int32 pubPriority = DEFAULT_PUB_SCHED_PRIORITY;
static UA_Int32 subPriority = DEFAULT_SUB_SCHED_PRIORITY;
static UA_Int32 userAppPriority = DEFAULT_USERAPPLICATION_SCHED_PRIORITY;
static UA_Int32 pubCore = DEFAULT_PUB_CORE;
static UA_Int32 subCore = DEFAULT_SUB_CORE;
static UA_Int32 userAppCore = DEFAULT_USER_APP_CORE;
static UA_Int32 gbvOffset = DEFAULT_QBV_OFFSET;
static UA_UInt32 xdpQueue = DEFAULT_XDP_QUEUE;

(continues on next page)
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static UA_UInt32 xdpFlag = XDP_FLAGS_SKB_MODE;
static UA_UInt32 xdpBindFlag = XDP_COPY;

static UA_Boolean disableSoTxtime = true;

static UA_Boolean enableCsvLog = false;

static UA_Boolean enableLatencyCsvLog = false;

static UA_Boolean consolePrint = false;

static UA_Boolean enableBlockingSocket = false;

static UA_Boolean signalTerm = false;

static UA_Boolean enableXdpSubscribe = false;

/* Variables corresponding to PubSub connection creation,
* published data set and writer group */

UA_NodeId connectionIdent;

UA_NodeId publishedDataSetIdent;

UA_NodeId writerGroupIdent;

UA_NodeId pubNodelD;

UA_NodeId subNodeID;

UA_NodeId pubRepeatedCountNodelID;

UA_NodeId subRepeatedCountNodelID;

UA_NodeId runningPubStatusNodeID;

UA_NodeId runningSubStatusNodelD;

/* Variables for counter data handling in address space */

UA_UInt64 “pubCounterData = NULL;

UA_DataValue “pubDataValueRT = NULL;

UA_Boolean *runningPub = NULL;

UA_DataValue “runningPubDataValueRT = NULL;

UA_UInt64 “repeatedCounterData[REPEATED_NODECOUNTS] = {NULL};
UA_DataValue “repeatedDataValueRT [REPEATED_NODECOUNTS] = {NULL};
UA_UInt64 “subCounterData = NULL;

UA_DataValue “subDataValueRT = NULL;

UA_Boolean “runningSub = NULL;

UA_DataValue “runningSubDataValueRT = NULL;

UA_UInt64 “subRepeatedCounterData[REPEATED_NODECOUNTS] = {NULL};
UA_DataValue “subRepeatedDataValueRT [REPEATED_NODECOUNTS] = {NULL};

4.14.1 CSV file handling

CSV files are written for Publisher and Subscriber thread. csv files include the counterdata that is being either
Published or Subscribed along with the timestamp. These csv files can be used to compute latency for following
combinations of Tracepoints, T1-T4 and T1-T8.

T1-T8 - Gives the Round-trip time of a counterdata, as the value published by the Publisher thread in pub-
sub_TSN_publisher.c example is subscribed by the Subscriber thread in pubsub_TSN_loopback.c example and
is published back to the pubsub_TSN_publisher.c example

#1if defined (PUBLISHER)
/% File to store the data and timestamps for different traffic */
FILE “fpPublisher;

char *filePublishedData = "publisher_T1.csv";
/* Array to store published counter data */

UA_UInt64 publishCounterValue [MAX_MEASUREMENTS];
size_t measurementsPublisher = 0;

/% Array to store timestamp */

struct timespec publishTimestamp [MAX_MEASUREMENTS] ;

(continues on next page)
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/* Thread for publisher */

pthread_t pubthreadID;
struct timespec dataModificationTime;
#endif

#1f defined(SUBSCRIBER)
/% File to store the data and timestamps for different traffic */

FILE “fpSubscriber;

char “fileSubscribedData = "subscriber_T8.csv";
/* Array to store subscribed counter data */

UA_UInt64 subscribeCounterValue [MAX_MEASUREMENTS] ;
size_t measurementsSubscriber = 0;

/* Array to store timestamp */

struct timespec subscribeTimestamp [MAX_MEASUREMENTS];
/* Thread for subscriber */

pthread_t subthreadID;

/* Variable for PubSub connection creation */

UA_NodeId connectionIdentSubscriber;

struct timespec dataReceiveTime;

#endif

/* Thread for user application®/
pthread_t userApplicationThreadID;

/% Base time handling for the threads */
struct timespec threadBaseTime;
UA_Boolean baseTimeCalculated = false;

typedef struct {
UA_Server* ServerRun;
} serverConfigStruct;

/* Structure to define thread parameters */
typedef struct {

UA_Server* server;
void* data;
UA_ServerCallback callback;
UA_Duration interval_ms;
UA_UInt64* callbackId;

} threadArg;

Function calls for different threads

/* Publisher thread routine for ETF */

void *publisherETF(void *arg);

/* Subscriber thread routine */

void *subscriber(void *arg);

/* User application thread routine */

void *userApplicationPubSub(void *arg);

/% For adding nodes in the server information model */
static void addServerNodes(UA_Server *server);

/* For deleting the nodes created */

static void removeServerNodes(UA_Server *server);

/* To create multi-threads */

static pthread_t threadCreation(UA_Intl6 threadPriority, size_t coreAffinity, void.
—*(*thread) (void *),

(continues on next page)
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char *applicationName, void *serverConfig);

/* Stop signal */

static void stopHandler(int sign) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "received ctrl-c");
signalTerm = true;

Nanosecond field handling

Nanosecond field in timespec is checked for overflowing and one second is added to seconds field and nanosecond
field is set to zero

while(timeSpecValue->tv_nsec > (SECONDS -1)) {
/* Move to next second and remove it from ns field */
timeSpecValue->tv_sec += SECONDS_INCREMENT;
timeSpecValue->tv_nsec -= SECONDS;

Custom callback handling

Custom callback thread handling overwrites the default timer based callback function with the custom (user-
specified) callback interval.

/% Add a callback for cyclic repetition */
static UA_StatusCode
addPubSubApplicationCallback(UA_Server *server, UA_Nodeld identifier,
UA_ServerCallback callback,
void *data, UA_Double interval_ms,
UA_DateTime *baseTime, UA_TimerPolicy timerPolicy,
UA_UInt64 *callbackId) {
/% Initialize arguments required for the thread to run */
threadArg *“threadArguments = (threadArg *) UA_malloc(sizeof(threadArg));

/* Pass the value required for the threads */

threadArguments->server = server;
threadArguments->data = data;
threadArguments->callback = callback;

threadArguments->interval_ms = interval_ms;
threadArguments->callbackId = callbackId;

/* Check the writer group identifier and create the thread accordingly */
if (UA_Nodeld_equal (&identifier, &writerGroupIdent)) {
#1f defined (PUBLISHER)
/% Create the publisher thread with the required priority and core affinity */
char threadNamePub[10] = "Publisher";
*callbackId = threadCreation((UA_Intl6)pubPriority, (size_t)pubCore,
publisherETF, threadNamePub, threadArguments);
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Publisher thread callback Id: %ld\n", *callbackId);
#endif
}
else {
#1if defined(SUBSCRIBER)
/* Create the subscriber thread with the required priority and core affinity.
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=B
char threadNameSub[11] = "Subscriber";
*callbackId = threadCreation((UA_Intl6)subPriority, (size_t)subCore,

subscriber, threadNameSub, threadArguments);
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Subscriber thread callback Id: %1d\n", *callbackId);
#endif
}

return UA_STATUSCODE_GOOD;
}

static UA_StatusCode
changePubSubApplicationCallback(UA_Server *server, UA_NodelId identifier,
UA_UInt64 callbackId, UA_Double interval_ms,
UA_DateTime *baseTime, UA_TimerPolicy timerPolicy) {
/% Callback interval need not be modified as it is thread based implementation.
* The thread uses nanosleep for calculating cycle time and modification in
* nanosleep value changes cycle time */
return UA_STATUSCODE_GOOD;
3

/* Remove the callback added for cyclic repetition */
static void
removePubSubApplicationCallback(UA_Server “server, UA_NodeIld identifier,
UA_UInt64 callbackId) {
if(callbackId && (pthread_join(callbackId, NULL) != 0))
UA_LOG_WARNING(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Pthread Join Failed thread: %1d\n", callbackId);

4.14.2 External data source handling

If the external data source is written over the information model, the externalDataWriteCallback will be triggered.
The user has to take care and assure that the write leads not to synchronization issues and race conditions.

static UA_StatusCode
externalDataWriteCallback(UA_Server *server, const UA_NodeId *sessionId,
void *sessionContext, const UA_NodeId *nodeIld,
void *nodeContext, const UA_NumericRange *range,
const UA_DataValue *data){
//node values are updated by using variables in the memory
//UA_Server_write is not used for updating node values.
return UA_STATUSCODE_GOOD;
}

static UA_StatusCode
externalDataReadNotificationCallback(UA_Server *server, const UA_NodeId *sessionId,
void *sessionContext, const UA_NodeId *nodeid,
void *nodeContext, const UA_NumericRange *range) {
//allow read without any preparation
return UA_STATUSCODE_GOOD;
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4.14.3 Subscriber

Create connection, readergroup, datasetreader, subscribedvariables for the Subscriber thread.

#1if defined(SUBSCRIBER)
static void
addPubSubConnectionSubscriber (UA_Server *server,
UA_NetworkAddressUrlDataType.
—*networkAddressUrlSubscriber) {
UA_StatusCode retval = UA_STATUSCODE_GOOD;
/* Details about the connection configuration and handling are located
* in the pubsub connection tutorial */
UA_PubSubConnectionConfig connectionConfig;
memset (&connectionConfig, 0, sizeof(connectionConfig));
connectionConfig.name
—Connection");
connectionConfig.enabled

UA_STRING("Subscriber,,

true;

UA_KeyValuePair connectionOptions[4];
connectionOptions[0] .key

UA_QUALIFIEDNAME(O®, "enableXdpSocket

"y .
s 5

UA_Boolean enableXdp enableXdpSubscribe;

UA_Variant_setScalar(&connectionOptions[0].value, &enableXdp, &UA_TYPES[UA_TYPES_
.BOOLEAN]) ;

connectionOptions[1].key UA_QUALIFIEDNAME (0, "xdpflag");

UA_UInt32 flags xdpFlag;

UA_Variant_setScalar(&connectionOptions[1].value, &flags, &UA_TYPES[UA_TYPES_
—UINT32]);

connectionOptions[2] .key = UA_QUALIFIEDNAME(®, "hwreceivequeue");

UA_UInt32 rxqueue xdpQueue;

UA_Variant_setScalar(&connectionOptions[2].value, &rxqueue, &UA_TYPES[UA_TYPES_
—UINT32]);

connectionOptions[3].key UA_QUALIFIEDNAME (0, "xdpbindflag");

UA_UInt32 bindflags = xdpBindFlag;

UA_Variant_setScalar(&connectionOptions[3].value, &bindflags, &UA_TYPES[UA_TYPES_
—UINT16]);

connectionConfig.connectionProperties = connectionOptions;

connectionConfig.connectionPropertiesSize = 4;

UA_NetworkAddressUrlDataType networkAddressUrlsubscribe =.
—*networkAddressUrlSubscriber;

connectionConfig.transportProfileUri = UA_STRING(ETH_TRANSPORT_PROFILE);

UA_Variant_setScalar(&connectionConfig.address, &networkAddressUrlsubscribe, &UA_
. TYPES[UA_TYPES_NETWORKADDRESSURLDATATYPE]) ;

connectionConfig.publisherId.numeric = UA_UInt32_random();

retval |= UA_Server_addPubSubConnection(server, &connectionConfig, &
—.connectionIdentSubscriber);

if(retval == UA_STATUSCODE_GOOD)

UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_SERVER,
"The PubSub Connection was created successfully!™);

/* Add ReaderGroup to the created connection */
static void
addReaderGroup (UA_Server “server) {

if(server == NULL)
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return;

UA_ReaderGroupConfig readerGroupConfig;

memset (&readerGroupConfig, 0, sizeof(UA_ReaderGroupConfig));
readerGroupConfig.name UA_STRING("ReaderGroupl");
readerGroupConfig.rtlLevel = UA_PUBSUB_RT_FIXED_SIZE;

readerGroupConfig.subscribingInterval = cycleTimeInlMsec;
/% Timeout is modified when blocking socket is enabled, and the default
* timeout is used when blocking socket is disabled */
if(enableBlockingSocket == false)
readerGroupConfig.timeout = 50; // As we run in 250us cycle time, modify.
—default timeout (Ims) to 50us
else {
readerGroupConfig.enableBlockingSocket = true;
readerGroupConfig.timeout = 0; //Blocking socket

}

readerGroupConfig.pubsubManagerCallback.addCustomCallback =_
—addPubSubApplicationCallback;

readerGroupConfig.pubsubManagerCallback.changeCustomCallback =,
—»changePubSubApplicationCallback;

readerGroupConfig.pubsubManagerCallback.removeCustomCallback =.
—,removePubSubApplicationCallback;

UA_Server_addReaderGroup(server, connectionIdentSubscriber, &readerGroupConfig,
&readerGroupIdentifier);

}

/% Set SubscribedDataSet type to TargetVariables data type
* Add SubscriberCounter variable to the DataSetReader */

static void
addSubscribedVariables(UA_Server *server) {

UA_Int32 iterator = 0;

UA_Int32 iteratorRepeatedCount = 0;

if(server == NULL) {

return;

}

UA_FieldTargetVariable *targetVars = (UA_FieldTargetVariable*)
UA_calloc((REPEATED_NODECOUNTS + 2), sizeof(UA_FieldTargetVariable));
if(!targetVars) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER,
"FieldTargetVariable - Bad out of memory");
return;

}

runningSub = UA_Boolean_new();
if(!'runningSub) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER,
"runningsub - Bad out of memory");
return;

}

*runningSub = true;
runningSubDataValueRT = UA_DataValue_new();

(continues on next page)
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if(!runningSubDataValueRT) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER,
"runningsubDataValue - Bad out of memory");
return;

UA_Variant_setScalar(&runningSubDataValueRT->value, runningSub, &UA_TYPES[UA_
. TYPES_BOOLEAN]) ;

runningSubDataValueRT->hasValue = true;

/% Set the value backend of the above create node to 'external value source' */

UA_ValueBackend runningSubvalueBackend;

runningSubvalueBackend.backendType = UA_VALUEBACKENDTYPE_EXTERNAL;

runningSubvalueBackend.backend.external.value = &runningSubDataValueRT;

runningSubvalueBackend.backend.external.callback.userWrite =.
—,externalDataWriteCallback;

runningSubvalueBackend.backend.external.callback.notificationRead =.
—.externalDataReadNotificationCallback;

UA_Server_setVariableNode_valueBackend(server, UA_NODEID_NUMERIC(1, (UA_
—UInt32)30000), runningSubvalueBackend);

UA_FieldTargetDataType_init(&targetVars[iterator].targetVariable);

targetVars[iterator].targetVariable.attributeId = UA_ATTRIBUTEID_VALUE;

targetVars[iterator].targetVariable.targetNodeId = UA_NODEID_NUMERIC(1l, (UA_
—UInt32)30000);

iterator++;

/* For creating Targetvariable */

for(iterator = 1, iteratorRepeatedCount = 0; iterator <= REPEATED_NODECOUNTS;.
—iterator++, iteratorRepeatedCount++)

{

subRepeatedCounterData[iteratorRepeatedCount] = UA_UInt64_new();
if(!subRepeatedCounterDatal[iteratorRepeatedCount]) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER,
"SubscribeRepeatedCounterData - Bad out of memory");
return;

*subRepeatedCounterData[iteratorRepeatedCount] = 0;
subRepeatedDataValueRT[iteratorRepeatedCount] = UA_DataValue_new();
if(!subRepeatedDataValueRT[iteratorRepeatedCount]) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER,
"SubscribeRepeatedCounterDataValue - Bad out of memory");
return;

3

UA_Variant_setScalar(&subRepeatedDataValueRT[iteratorRepeatedCount]->value,
subRepeatedCounterData[iteratorRepeatedCount], &UA_
—TYPES[UA_TYPES_UINT64]);
subRepeatedDataValueRT[iteratorRepeatedCount]->hasValue = true;

/% Set the value backend of the above create node to 'external value source' */

UA_ValueBackend valueBackend;

valueBackend.backendType = UA_VALUEBACKENDTYPE_EXTERNAL;

valueBackend.backend.external.value = &
—»subRepeatedDataValueRT[iteratorRepeatedCount];

valueBackend.backend.external.callback.userWrite = externalDataWriteCallback;

valueBackend.backend.external.callback.notificationRead =.
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—.externalDataReadNotificationCallback;
UA_Server_setVariableNode_valueBackend(server, UA_NODEID_NUMERIC(1, (UA_
—UInt32)iteratorRepeatedCount+50000), valueBackend);

UA_FieldTargetDataType_init(&targetVars[iterator].targetVariable);
targetVars[iterator].targetVariable.attributeId = UA_ATTRIBUTEID_VALUE;
targetVars[iterator].targetVariable.targetNodeId = UA_NODEID_NUMERIC(1l, (UA_
—UInt32)iteratorRepeatedCount + 50000);
}

subCounterData = UA_UInt64_new();
if(!subCounterData) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "SubscribeCounterData -.
—Bad out of memory");
return;

}

*subCounterData = 0;
subDataValueRT = UA_DataValue_new();
if(!subDataValueRT) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "SubscribeDataValue - Bad.
—out of memory");
return;

}

UA_Variant_setScalar(&subDataValueRT->value, subCounterData, &UA_TYPES[UA_TYPES_
—UINT64]);
subDataValueRT->hasValue = true;

/% Set the value backend of the above create node to 'external value source' */
UA_ValueBackend valueBackend;
valueBackend.backendType = UA_VALUEBACKENDTYPE_EXTERNAL;
valueBackend.backend.external.value = &subDataValueRT;
valueBackend.backend.external.callback.userlWrite = externalDataWriteCallback;
valueBackend.backend.external.callback.notificationRead =._
—,externalDataReadNotificationCallback;
UA_Server_setVariableNode_valueBackend(server, subNodeID, valueBackend);

UA_FieldTargetDataType_init(&targetVars[iterator].targetVariable);
targetVars[iterator].targetVariable.attributeId = UA_ATTRIBUTEID_VALUE;
targetVars[iterator].targetVariable.targetNodeId = subNodeID;

/% Set the subscribed data to TargetVariable type */

readerConfig.subscribedDataSetType = UA_PUBSUB_SDS_TARGET;

readerConfig.subscribedDataSet.subscribedDataSetTarget.targetVariables =_
—targetVars;

readerConfig.subscribedDataSet.subscribedDataSetTarget.targetVariablesSize =.
—REPEATED_NODECOUNTS + 2;

¥

/* Add DataSetReader to the ReaderGroup */
static void
addDataSetReader (UA_Server *server) {
UA_Int32 iterator = 0;
if(server == NULL) {
return;
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}

memset (&readerConfig, 0, sizeof(UA_DataSetReaderConfig));
readerConfig.name = UA_STRING("DataSet Reader 1");
UA_UIntl6 publisherIdentifier = PUBLISHER_ID_SUB;

readerConfig.publisherId. type = QUA_TYPES[UA_TYPES_UINT16];
readerConfig.publisherId.data &publisherIdentifier;
readerConfig.writerGroupId WRITER_GROUP_ID_SUB;
readerConfig.dataSetWriterId = DATA_SET_WRITER_ID_SUB;

readerConfig.messageSettings.encoding = UA_EXTENSIONOBJECT_DECODED;
readerConfig.messageSettings.content.decoded.type = &UA_TYPES[UA_TYPES_
<, UADPDATASETREADERMESSAGEDATATYPE] ;
UA_UadpDataSetReaderMessageDataType *dataSetReaderMessage = UA_
—UadpDataSetReaderMessageDataType_new() ;
dataSetReaderMessage->networkMessageContentMask =
(UA_UadpNetworkMessageContentMask) (UA_UADPNETWORKMESSAGECONTENTMASK_
-»PUBLISHERID |
(UA_UadpNetworkMessageContentMask)UA_UADPNETWORKMESSAGECONTENTMASK _
-~GROUPHEADER |
(UA_UadpNetworkMessageContentMask)UA_UADPNETWORKMESSAGECONTENTMASK_
—WRITERGROUPID |
(UA_UadpNetworkMessageContentMask)UA_UADPNETWORKMESSAGECONTENTMASK_
—-PAYLOADHEADER) ;
readerConfig.messageSettings.content.decoded.data = dataSetReaderlMessage;

/% Setting up Meta data configuration in DataSetReader */

UA_DataSetMetaDataType *pMetaData = &readerConfig.dataSetMetaData;

/% FilltestMetadata function in subscriber implementation */

UA_DataSetMetaDataType_init(pMetaData);

pMetaData->name = UA_STRING("DataSet Test");

/% Static definition of number of fields size to 1 to create one
targetVariable */

pMetaData->fieldsSize = REPEATED_NODECOUNTS + 2;

pMetaData->fields = (UA_FieldMetaData*)
UA_Array_new(pMetaData->fieldsSize, &UA_TYPES[UA_TYPES_FIELDMETADATA]);

/* Boolean DataType */
UA_FieldMetaData_init (&pMetaData->fields[iterator]);
UA_NodeId_copy (&UA_TYPES[UA_TYPES_BOOLEAN].typeId,
&pMetaData->fields[iterator].dataType);
pMetaData->fields[iterator].builtInType = UA_NSOID_BOOLEAN;
pMetaData->fields[iterator].valueRank = -1; /* scalar */
iterator++;
for(iterator = 1; iterator <= REPEATED_NODECOUNTS; iterator++) {
UA_FieldMetaData_init(&pMetaData->fields[iterator]);
UA_NodeId_copy (&UA_TYPES[UA_TYPES_UINT64].typeld,
&pMetaData->fields[iterator].dataType);
pMetaData->fields[iterator].builtInType = UA_NSOID_UINT64;
pMetaData->fields[iterator].valueRank = -1; /* scalar */

/% Unsigned Integer DataType */

UA_FieldMetaData_init(&pMetaData->fields[iterator]);

UA_NodeId_copy(&UA_TYPES[UA_TYPES_UINT64].typeld,
&pMetaData->fields[iterator].dataType);
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pMetaData->fields[iterator].builtInType = UA_NSOID_UINT64;
pMetaData->fields[iterator].valueRank -1; /* scalar */

/% Setup Target Variables in DSR config */
addSubscribedVariables(server);

/* Setting up Meta data configuration in DataSetReader */
UA_Server_addDataSetReader(server, readerGroupldentifier, &readerConfig,
&readerIdentifier);

UA_free(readerConfig.subscribedDataSet.subscribedDataSetTarget.targetVariables);
UA_free(readerConfig.dataSetMetaData.fields);
UA_UadpDataSetReaderMessageDataType_delete(dataSetReaderMessage);

1
#endif

#1f defined (PUBLISHER)

4.14.4 Publisher

Create connection, writergroup, datasetwriter and publisheddataset for Publisher thread.

static void
addPubSubConnection(UA_Server *server, UA_NetworkAddressUrlDataType..
—*networkAddressUrlPub) {
/* Details about the connection configuration and handling are located
* in the pubsub connection tutorial */
UA_PubSubConnectionConfig connectionConfig;
memset (&connectionConfig, 0, sizeof(connectionConfig));
connectionConfig.name
—Connection");

UA_STRING("Publisher.,

connectionConfig.enabled = true;
UA_NetworkAddressUrlDataType networkAddressUrl = *networkAddressUrlPub;
connectionConfig.transportProfileUri = UA_STRING(ETH_TRANSPORT_

PROFILE);
UA_Variant_setScalar(&connectionConfig.address, &networkAddressUrl,
&UA_TYPES[UA_TYPES_NETWORKADDRESSURLDATATYPE]) ;
connectionConfig.publisherId.numeric = PUBLISHER_ID;
/* Connection options are given as Key/Value Pairs - Sockprio and Txtime */
UA_KeyValuePair connectionOptions[2];
connectionOptions[0] .key = UA_QUALIFIEDNAME(®, "sockpriority");
UA_Variant_setScalar(&connectionOptions[0].value, &socketPriority, &UA_TYPES[UA_
. TYPES_UINT32]);
connectionOptions[1].key = UA_QUALIFIEDNAME(O®, "enablesotxtime');
UA_Variant_setScalar(&connectionOptions[1].value, &disableSoTxtime, &UA_TYPES[UA_
. TYPES_BOOLEAN]) ;
connectionConfig.connectionProperties = connectionOptions;
connectionConfig.connectionPropertiesSize 2;

UA_Server_addPubSubConnection(server, &connectionConfig, &connectionIdent);

}

/* PublishedDataSet handling */
static void
addPublishedDataSet (UA_Server *server) {
(continues on next page)
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UA_PublishedDataSetConfig publishedDataSetConfig;
memset (&publishedDataSetConfig, 0, sizeof(UA_PublishedDataSetConfig));
publishedDataSetConfig.publishedDataSetType = UA_PUBSUB_DATASET_PUBLISHEDITEMS;
publishedDataSetConfig.name = UA_STRING("Demo PDS");
UA_Server_addPublishedDataSet(server, &publishedDataSetConfig, &
—publishedDataSetIdent);
}

/* DataSetField handling */

static void

addDataSetField(UA_Server *server) {
/% Add a field to the previous created PublishedDataSet */
UA_NodeId dataSetFieldIdentRepeated;
UA_DataSetFieldConfig dataSetFieldConfig;

#1f defined PUBSUB_CONFIG_FASTPATH_FIXED_OFFSETS
staticValueSource = UA_DataValue_new();

#endif

UA_NodeId dataSetFieldIdentRunning;
UA_DataSetFieldConfig dsfConfigPubStatus;
memset (&dsfConfigPubStatus, 0, sizeof(UA_DataSetFieldConfig));

runningPub = UA_Boolean_new();
if(!'runningPub) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "runningPub - Bad out of.
—memory");
return;

}

*runningPub = true;
runningPubDataValueRT = UA_DataValue_new();
if(!runningPubDataValueRT) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "runningPubDataValue - Bad.
—out of memory");
return;

}

UA_Variant_setScalar(&runningPubDataValueRT->value, runningPub, &UA_TYPES[UA_
. TYPES_BOOLEAN]) ;
runningPubDataValueRT->hasValue = true;

/% Set the value backend of the above create node to 'external value source' */
UA_ValueBackend runningPubvalueBackend;
runningPubvalueBackend.backendType = UA_VALUEBACKENDTYPE_EXTERNAL;
runningPubvalueBackend.backend.external.value = &runningPubDataValueRT;
runningPubvalueBackend.backend.external.callback.userlirite =.
—,externalDataWriteCallback;
runningPubvalueBackend.backend.external.callback.notificationRead =.
—.externalDataReadNotificationCallback;
UA_Server_setVariableNode_valueBackend(server, UA_NODEID_NUMERIC(1, (UA_
—UInt32)20000), runningPubvalueBackend);

/% setup RT DataSetField config */

dsfConfigPubStatus.field.variable.rtValueSource.rtInformationModelNode = true;

dsfConfigPubStatus.field.variable.publishParameters.publishedVariable = UA_NODEID_
-NUMERIC(1, (UA_UInt32)20000);
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UA_Server_addDataSetField(server, publishedDataSetIdent, &dsfConfigPubStatus, &
—.dataSetFieldIdentRunning) ;

for(UA_Int32 iterator = 0; iterator < REPEATED_NODECOUNTS; iterator++)

{
memset (&dataSetFieldConfig, 0, sizeof(UA_DataSetFieldConfig));

repeatedCounterData[iterator] = UA_UInt64_new();
if(!repeatedCounterData[iterator]) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "PublishRepeatedCounter,,
—- Bad out of memory");
return;

}

*“repeatedCounterData[iterator] = 0;
repeatedDataValueRT[iterator] = UA_DataValue_new();
if(!repeatedDataValueRT[iterator]) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER,
—"PublishRepeatedCounterDataValue - Bad out of memory");
return;

3

UA_Variant_setScalar(&repeatedDataValueRT[iterator]->value,..
—.repeatedCounterData[iterator], &UA_TYPES[UA_TYPES_UINT64]);
repeatedDataValueRT[iterator]->hasValue = true;

/* Set the value backend of the above create node to 'external value source' */
UA_ValueBackend valueBackend;
valueBackend.backendType = UA_VALUEBACKENDTYPE_EXTERNAL;
valueBackend.backend.external.value = &repeatedDataValueRT[iterator];
valueBackend.backend.external.callback.userWrite = externalDataliriteCallback;
valueBackend.backend.external.callback.notificationRead =.
—,externalDataReadNotificationCallback;
UA_Server_setVariableNode_valueBackend(server, UA_NODEID_NUMERIC(1, (UA_
- UInt32)iterator+10000), valueBackend);

/* setup RT DataSetField config */
dataSetFieldConfig.field.variable.rtValueSource.rtInformationModelNode = true;
dataSetFieldConfig.field.variable.publishParameters.publishedVariable = UA_
. NODEID_NUMERIC(1, (UA_UInt32)iterator+10000);
UA_Server_addDataSetField(server, publishedDataSetIdent, &dataSetFieldConfig, &
—.dataSetFieldIdentRepeated) ;
}

UA_NodeId dataSetFieldIdent;
UA_DataSetFieldConfig dsfConfig;
memset (&dsfConfig, 0, sizeof(UA_DataSetFieldConfig));

pubCounterData = UA_UInt64_new();
if(!pubCounterData) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "PublishCounter - Bad out.,
—of memory");
return;

}
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*pubCounterData = 0;
pubDataValueRT = UA_DataValue_new();
if(!pubDataValueRT) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "PublishDataValue - Bad.
—out of memory");
return;

}

UA_Variant_setScalar(&pubDataValueRT->value, pubCounterData, &UA_TYPES[UA_TYPES_
—UINT64]);
pubDataValueRT->hasValue = true;

/* Set the value backend of the above create node to 'external value source' */
UA_ValueBackend valueBackend;
valueBackend.backendType = UA_VALUEBACKENDTYPE_EXTERNAL;
valueBackend.backend.external.value = &pubDataValueRT;
valueBackend.backend.external.callback.userWrite = externalDataWriteCallback;
valueBackend.backend.external.callback.notificationRead =._
—,externalDataReadNotificationCallback;
UA_Server_setVariableNode_valueBackend(server, pubNodeID, valueBackend);

/* setup RT DataSetField config */
dsfConfig.field.variable.rtValueSource.rtInformationModelNode = true;
dsfConfig.field.variable.publishParameters.publishedVariable = pubNodeID;

UA_Server_addDataSetField(server, publishedDataSetIdent, &dsfConfig, &
—dataSetFieldIdent);

}

/% WriterGroup handling */

static void

addWriterGroup (UA_Server *server) {
UA_WriterGroupConfig writerGroupConfig;
memset (&writerGroupConfig, 0, sizeof(UA_WriterGroupConfig));
writerGroupConfig.name = UA_STRING("Demo WriterGroup");
writerGroupConfig.publishingInterval = cycleTimeInlMsec;
writerGroupConfig.enabled false;
writerGroupConfig.encodingMimeType = UA_PUBSUB_ENCODING_UADP;
writerGroupConfig.writerGroupId WRITER_GROUP_ID;
writerGroupConfig.rtLevel UA_PUBSUB_RT_FIXED_SIZE;

writerGroupConfig.pubsubManagerCallback.addCustomCallback =._
—addPubSubApplicationCallback;
writerGroupConfig.pubsubManagerCallback.changeCustomCallback =.
—.changePubSubApplicationCallback;
writerGroupConfig.pubsubManagerCallback.removeCustomCallback =.
—.removePubSubApplicationCallback;
writerGroupConfig.messageSettings.encoding UA_EXTENSIONOBJECT_
—DECODED;
writerGroupConfig.messageSettings.content.decoded.type = &UA_TYPES[UA_TYPES_
—,UADPWRITERGROUPMESSAGEDATATYPE] ;
/* The configuration flags for the messages are encapsulated inside the
* message- and transport settings extension objects. These extension
* objects are defined by the standard. e.g.

(continues on next page)
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* Uadpliri terGroupMessageDataType */
UA_UadpWriterGroupMessageDataType *writerGroupMessage = UA
—UadpWriterGroupMessageDataType_new() ;
/* Change message settings of writerGroup to send Publisherld,
* WriterGroupId in GroupHeader and DataSetWriterId in PayloadHeader
* of NetworkMessage */
writerGroupMessage->networkMessageContentMask =
(UA_UadpNetworkMessageContentMask) (UA_UADPNETWORKMESSAGECONTENTMASK _
—,PUBLISHERID |
(UA_UadpNetworkMessageContentMask)UA_UADPNETWORKMESSAGECONTENTMASK_
-~GROUPHEADER |
(UA_UadpNetworkMessageContentMask)UA_UADPNETWORKMESSAGECONTENTMASK_
WRITERGROUPID |
(UA_UadpNetworkMessageContentMask)UA_UADPNETWORKMESSAGECONTENTMASK_
—-PAYLOADHEADER) ;
writerGroupConfig.messageSettings.content.decoded.data = writerGroupMessage;
UA_Server_addWriterGroup(server, connectionIdent, &writerGroupConfig, &
—writerGroupIdent);
UA_Server_setWriterGroupOperational (server, writerGroupIdent);
UA_UadpWriterGroupMessageDataType_delete(writerGroupMessage) ;

/* DataSetliriter handling */

static void

addDataSetWriter (UA_Server *server) {
UA_NodeId dataSetWriterIdent;
UA_DataSetWriterConfig dataSetWriterConfig;
memset (&dataSetWriterConfig, 0, sizeof(UA_DataSetWriterConfig));
dataSetWriterConfig.name = UA_STRING("Demo DataSetWriter");
dataSetWriterConfig.dataSetWriterId = DATA_SET_WRITER_ID;
dataSetWriterConfig.keyFrameCount 10;
UA_Server_addDataSetWriter(server, writerGroupIdent, publishedDataSetIdent,

&dataSetWriterConfig, &dataSetWriterIdent);

4.14.5 Published data handling

The published data is updated in the array using this function.

#1f defined (PUBLISHER)
static void
updateMeasurementsPublisher(struct timespec start_time,
UA_UInt64 counterValue) {
if (measurementsPublisher >= MAX_MEASUREMENTS) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_SERVER,
"Publisher: Maximum log measurements reached - Closing the.

—application");

signalTerm = true;

return;

}

if(consolePrint)
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Pub:%1d,%1d.%091d\n", counterValue, start_time.tv_sec, start_
—time.tv_nsec);

(continues on next page)
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if(signalTerm !'= true){
publishTimestamp[measurementsPublisher] = start_time;
publishCounterValue[measurementsPublisher] = counterValue;
measurementsPublisher++;
}
}
#endif

#1f defined(SUBSCRIBER)

4.14.6 Subscribed data handling

The subscribed data is updated in the array using this function Subscribed data handling.

static void
updateMeasurementsSubscriber(struct timespec receive_time,
UA_UInt64 counterValue) {
if (measurementsSubscriber >= MAX_MEASUREMENTS) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_SERVER,
"Subscriber: Maximum log measurements reached - Closing the.

—application");

signalTerm = true;

return;
1
if(consolePrint)
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND, "Sub:%1d,%1d.%091d\n",
counterValue, receive_time.tv_sec, receive_time.tv_nsec);
if(signalTerm != true)
{
subscribeTimestamp [measurementsSubscriber] = receive_time;
subscribeCounterValue[measurementsSubscriber] = counterValue;
measurementsSubscriber++;
1
}
#endif

4.14.7 Publisher thread routine

This is the Publisher thread that sleeps for 60% of the cycletime (250us) and prepares the tranmission packet
within 40% of cycletime. The priority of this thread is lower than the priority of the Subscriber thread, so the
subscriber thread executes first during every cycle. The data published by this thread in one cycle is subscribed by
the subscriber thread of pubsub_TSN_loopback in the next cycle(two cycle timing model).

The publisherETF function is the routine used by the publisher thread.

void *publisherETF(void *arg) {
struct timespec nextnanosleeptime;
UA_ServerCallback pubCallback;

UA_Server® server;

UA_WriterGroup* currentWriterGroup; // TODO: Remove WriterGroup Usage
UA_UInt64 interval_ns;

UA_UInt64 transmission_time;

(continues on next page)
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threadArg *threadArgumentsPublisher = (threadArg *)arg;
server threadArgumentsPublisher->server;
pubCallback = threadArgumentsPublisher->callback;
currentWriterGroup (UA_WriterGroup *)threadArgumentsPublisher->
—data;
interval_ns
—interval_ms * MILLI_SECONDS);
/* Verify whether baseTime has already been calculated */
if(!baseTimeCalculated) {
/* Get current time and compute the next nanosleeptime */
clock_gettime (CLOCKID, &threadBaseTime);
/* Variable to nano Sleep until SECONDS_SLEEP second boundary */
threadBaseTime.tv_sec += SECONDS_SLEEP;
threadBaseTime.tv_nsec = 0;
baseTimeCalculated = true;

(UA_UInt64) (threadArgumentsPublisher->

}

nextnanosleeptime.tv_sec = threadBaseTime.tv_sec;
/% Modify the nanosecond field to wake up at the pubWakeUp percentage */
nextnanosleeptime.tv_nsec = threadBaseTime.tv_nsec +

(__syscall_slong_t) (cycleTimeInMsec * MILLI_SECONDS * pubWakeupPercentage);
nanoSecondFieldConversion(&nextnanosleeptime);

/* Define Ethernet ETF transport settings */
UA_EthernetWriterGroupTransportDataType ethernettransportSettings;
memset (&ethernettransportSettings, 0, sizeof(UA_
—EthernetWriterGroupTransportDataType));
ethernettransportSettings.transmission_time = 0;

/% Encapsulate ETF config in transportSettings */

UA_ExtensionObject transportSettings;

memset (&transportSettings, 0, sizeof(UA_ExtensionObject));

/% TODO: transportSettings encoding and type to be defined */

transportSettings.content.decoded.data = &ethernettransportSettings;

currentWriterGroup->config.transportSettings = transportSettings;

UA_UInt64 roundOffCycleTime = (UA_UInt64) ((cycleTimeInMsec * MILLI_SECONDS) -
(cycleTimeInMsec * MILLI_SECONDS *.

—pubWakeupPercentage)) ;

while(*runningPub) {

/* The Publisher threads wakes up at the configured publisher wake up
* percentage (60%) of each cycle */

clock_nanosleep(CLOCKID, TIMER_ABSTIME, &nextnanosleeptime, NULL);

/* Whenever Ctrl + C pressed, publish running boolean as false to stop
* the subscriber before terminating the application */

if(signalTerm == true)

*runningPub = false;

/* Calculation of transmission time using the configured qbv offset by
* the user - Will be handled by publishingOffset in the future */
transmission_time = ((UA_UInt64)nextnanosleeptime.tv_sec * SECONDS + (UA_
. UInt64)nextnanosleeptime.tv_nsec) +
roundOffCycleTime + (UA_UInt64) (gbvOffset * 1000);
ethernettransportSettings.transmission_time = transmission_time;
/* Publish the data using the pubcallback - UA_WriterGroup_publishCallback().

(continues on next page)
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pubCallback(server, currentWriterGroup);
/* Calculation of the next wake up time by adding the interval with the,
< previous wake up time */
nextnanosleeptime.tv_nsec += (__syscall_slong_t)interval_ns;
nanoSecondFieldConversion(&nextnanosleeptime);

}

UA_free(threadArgumentsPublisher);
return NULL;

}
#endif

#1f defined (SUBSCRIBER)

4.14.8 Subscriber thread routine

This Subscriber thread will wakeup during the start of cycle at 250us interval and check if the packets are received.
Subscriber thread has the highest priority. This Subscriber thread subscribes to the data published by the Publisher
thread of pubsub_TSN_loopback in the previous cycle. The subscriber function is the routine used by the subscriber
thread.

void *subscriber(void *arg) {
UA_Server* server;
void* currentReaderGroup;
UA_ServerCallback subCallback;
struct timespec nextnanosleeptimeSub;
UA_UInt64 subInterval_ns;

threadArg *“threadArgumentsSubscriber = (threadArg *)arg;
server = threadArgumentsSubscriber->server;

subCallback = threadArgumentsSubscriber->callback;

currentReaderGroup = threadArgumentsSubscriber->data;

subInterval_ns = (UA_UInt64) (threadArgumentsSubscriber->interval_ms * MILLI_
—~SECONDS) ;

/* Verify whether baseTime has already been calculated */
if(!'baseTimeCalculated) {
/* Get current time and compute the next nanosleeptime */
clock_gettime (CLOCKID, &threadBaseTime);
/* Variable to nano Sleep until SECONDS_SLEEP second boundary */
threadBaseTime.tv_sec += SECONDS_SLEEP;
threadBaseTime.tv_nsec = 0;
baseTimeCalculated = true;

}

nextnanosleeptimeSub.tv_sec = threadBaseTime.tv_sec;
/* Modify the nanosecond field to wake up at the subWakeUp percentage */
nextnanosleeptimeSub.tv_nsec = threadBaseTime.tv_nsec +

(__syscall_slong_t) (cycleTimeInMsec * MILLI_SECONDS * subWakeupPercentage);
nanoSecondFieldConversion(&nextnanosleeptimeSub) ;
while(*runningSub) {

/* The Subscriber threads wakes up at the configured subscriber wake up.

—percentage (0%) of each cycle */
clock_nanosleep(CLOCKID, TIMER_ABSTIME, &nextnanosleeptimeSub, NULL);
/* Receive and process the incoming data using the subcallback - UA_

(continues on next page)
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—ReaderGroup_subscribeCallback() */
subCallback(server, currentReaderGroup) ;
/* Calculation of the next wake up time by adding the interval with the,
< previous wake up time */
nextnanosleeptimeSub.tv_nsec += (__syscall_slong_t)subInterval_ns;
nanoSecondFieldConversion(&nextnanosleeptimeSub) ;

/* Whenever Ctrl + C pressed, modify the runningSub boolean to false to end.
—this while loop */
if(signalTerm == true)
*runningSub = false;

}

UA_free(threadArgumentsSubscriber) ;
/% While ctrl+c is provided in publisher side then loopback application
* need to be closed by after sending *running=0 for subscriber T4 */
if (*runningSub == false)
signalTerm = true;

sleep(l);
runningServer = false;
return NULL;

}
#endif

#1f defined(PUBLISHER) || defined(SUBSCRIBER)

4.14.9 UserApplication thread routine

The userapplication thread will wakeup at 30% of cycle time and handles the userdata(read and write in Information
Model). This thread serves the purpose of a Control loop, which is used to increment the counterdata to be published
by the Publisher thread and read the data from Information Model for the Subscriber thread and writes the updated
counterdata in distinct csv files for both threads.

-

void *userApplicationPubSub(void *arg) {

UA_UInt64 repeatedCounterValue = 10;

struct timespec nextnanosleeptimeUserApplication;

/* Verify whether baseTime has already been calculated */

if(!baseTimeCalculated) {
/* Get current time and compute the next nanosleeptime */
clock_gettime (CLOCKID, &threadBaseTime);
/* Variable to nano Sleep until SECONDS_SLEEP second boundary */
threadBaseTime.tv_sec += SECONDS_SLEEP;
threadBaseTime.tv_nsec = 0;
baseTimeCalculated = true;

}

nextnanosleeptimeUserApplication.tv_sec = threadBaseTime.tv_sec;

/* Modify the nanosecond field to wake up at the userAppWakeUp percentage */

nextnanosleeptimeUserApplication.tv_nsec = threadBaseTime.tv_nsec +

(__syscall_slong_t) (cycleTimeInMsec * MILLI_SECONDS *._

—userAppWakeupPercentage) ;

nanoSecondFieldConversion(&nextnanosleeptimeUserApplication);

*pubCounterData =0;

for(UA_Int32 iterator = 0; iterator < REPEATED_NODECOUNTS; iterator++) {

(continues on next page)
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*repeatedCounterData[iterator] = repeatedCounterValue;

}

while(*runningPub || *runningSub) {

/* The User application threads wakes up at the configured userApp wake up..
—percentage (30%) of each cycle */

clock_nanosleep (CLOCKID, TIMER_ABSTIME, &nextnanosleeptimeUserApplication,..
—NULL) ;
#1f defined (PUBLISHER)

/* Increment the counter data and repeated counter data for the next cycle.
—publish */

*pubCounterData = *pubCounterData + 1;
for(UA_Int32 iterator = 0; iterator < REPEATED_NODECOUNTS; iterator++)
*“repeatedCounterData[iterator] = *repeatedCounterData[iterator] + 1;

/* Get the time - T1, time where the counter data and repeated counter
* data gets incremented. As this application uses FPM, we do not
* require explicit call of UA_Server_write() to write the counter
* values to the Information model. Hence, we take publish T1 time
* here. */
clock_gettime (CLOCKID, &dataModificationTime);
#endif

#1f defined (SUBSCRIBER)
/* Get the time - T8, time where subscribed varibles are read from the
* Information model. At this point, the packet will be already
* subscribed and written into the Information model. As this
* application uses FPM, we do not require explicit call of
* UA_Server_read() to read the subscribed value from the Information
* model. Hence, we take subscribed T8 time here. */
clock_gettime (CLOCKID, &dataReceiveTime);
#endif

/% Update the T1, T8 time with the counter data in the user defined
* publisher and subscriber arrays. */
if(enableCsvLog || enableLatencyCsvLog || consolePrint) {
#1if defined (PUBLISHER)
updateMeasurementsPublisher(dataModificationTime, *pubCounterData);
#endif

#1f defined(SUBSCRIBER)
if (*subCounterData > 0)
updateMeasurementsSubscriber(dataReceiveTime, *subCounterData);
#endif
}

/* Calculation of the next wake up time by adding the interval with the
* previous wake up time. */
nextnanosleeptimeUserApplication.tv_nsec +=
(__syscall_slong_t) (cycleTimeInMsec * MILLI_SECONDS);
nanoSecondFieldConversion(&nextnanosleeptimeUserApplication);

}

return NULL;
3
#endif
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4.14.10 Thread creation

The threadcreation functionality creates thread with given threadpriority, coreaffinity. The function returns the
threadID of the newly created thread.

static pthread_t
threadCreation(UA_Int16 threadPriority, size_t coreAffinity,
void *(*thread) (void *), char *applicationName, void *serverConfig){
/* Core affinity set */

cpu_set_t cpuset;

pthread_t threadID;

struct sched_param schedParam;

UA_Int32 returnValue =0;
UA_Int32 errorSetAffinity =0;

/* Return the ID for thread */
threadID = pthread_self();
schedParam. sched_priority = threadPriority;
returnValue = pthread_setschedparam(threadID, SCHED_FIFO, &schedParam);
if(returnvalue !'= 0) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND, "pthread_setschedparam:..
—failed\n");
exit(1l);
}

UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,\
"\npthread_setschedparam:%s Thread priority is %d \n", \
applicationName, schedParam.sched_priority);

CPU_ZERO(&cpuset) ;

CPU_SET(coreAffinity, &cpuset);

errorSetAffinity = pthread_setaffinity_np(threadID, sizeof(cpu_set_t), &cpuset);

if(errorSetAffinity) {

fprintf(stderr, "pthread_setaffinity np: %s\n", strerror(errorSetAffinity));
exit(1l);

}

returnValue = pthread_create(&threadID, NULL, thread, serverConfig);
if(returnvValue != 0)
UA_LOG_WARNING(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
":%s Cannot create thread\n", applicationName);

if(CPU_ISSET(coreAffinity, &cpuset))
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"%s CPU CORE: %1d\n", applicationName, coreAffinity);

return threadID;
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4.14.11 Creation of nodes

The addServerNodes function is used to create the publisher and subscriber nodes.

static void addServerNodes(UA_Server *server) {
UA_NodeId objectId;
UA_NodeId newNodeld;
UA_ObjectAttributes object
object.displayName
=");
UA_Server_addObjectNode(server, UA_NODEID_NULL,
UA_NODEID_NUMERIC(O, UA_NSOID_OBJECTSFOLDER),
UA_NODEID_NUMERIC(O, UA_NSOID_ORGANIZES),
UA_QUALIFIEDNAME(1, "Counter Object"), UA_NODEID_NULL,
object, NULL, &objectId);
UA_VariableAttributes publisherAttr = UA_VariableAttributes_default;
UA_UInt64 publishValue = 0;
publisherAttr.accessLevel = UA_ACCESSLEVELMASK_READ | UA_
—.ACCESSLEVELMASK_WRITE;
UA_Variant_setScalar(&publisherAttr.value, &publishValue, &UA_TYPES[UA_TYPES_
- UINT64]);
publisherAttr.displayName
—Counter");
publisherAttr.dataType = UA_TYPES[UA_TYPES_UINT64].typeld;
newNodeId UA_NODEID_STRING(1, "PublisherCounter");
UA_Server_addVariableNode(server, newNodeId, objectId,
UA_NODEID_NUMERIC(®, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(1, "Publisher Counter"),
UA_NODEID_NULL, publisherAttr, NULL, &pubNodeID);
UA_VariableAttributes subscriberAttr = UA_VariableAttributes_default;
UA_UInt64 subscribeValue =0;
subscriberAttr.accessLevel UA_ACCESSLEVELMASK_READ | UA_
—ACCESSLEVELMASK_WRITE;
UA_Variant_setScalar(&subscriberAttr.value, &subscribeValue, &UA_TYPES[UA_TYPES_
—UINT64]);

UA_ObjectAttributes_default;
UA_LOCALIZEDTEXT("en-US", "Counter Object

UA_LOCALIZEDTEXT("en-US", "Publisher.,

subscriberAttr.displayName = UA_LOCALIZEDTEXT("en-US", "Subscriber.
—Counter");

subscriberAttr.dataType = UA_TYPES[UA_TYPES_UINT64] . typeld;

newNodeId = UA_NODEID_STRING(1, "SubscriberCounter");

UA_Server_addVariableNode(server, newNodeId, objectId,
UA_NODEID_NUMERIC(®, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(1, "Subscriber Counter"),
UA_NODEID_NULL, subscriberAttr, NULL, &subNodeID);
for(UA_Int32 iterator = 0; iterator < REPEATED_NODECOUNTS; iterator++)
{
UA_VariableAttributes repeatedNodePub = UA_VariableAttributes_default;
UA_UInt64 repeatedPublishValue =0;
repeatedNodePub.accessLevel UA_ACCESSLEVELMASK_READ | UA_
—ACCESSLEVELMASK_WRITE;
UA_Variant_setScalar(&repeatedNodePub.value, &repeatedPublishValue, &UA_
—TYPES[UA_TYPES_UINT64]);

repeatedNodePub.displayName = UA_LOCALIZEDTEXT("en-US", "Publisher.,
—RepeatedCounter");

repeatedNodePub.dataType = UA_TYPES[UA_TYPES_UINT64].typeld;

newNodeId = UA_NODEID_NUMERIC(1, (UA_

- UInt32)iterator+10000);
UA_Server_addVariableNode(server, newNodeId, objectId,
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UA_NODEID_NUMERIC(O, UA_NSOID_HASCOMPONENT),

UA_QUALIFIEDNAME(1, "Publisher RepeatedCounter"),

UA_NODEID_NULL, repeatedNodePub, NULL, &
—pubRepeatedCountNodeID) ;

3
UA_VariableAttributes runningStatusPub = UA_VariableAttributes_default;
UA_Boolean runningPubStatus =0;

UA_ACCESSLEVELMASK_READ | UA_

runningStatusPub.accessLevel
—ACCESSLEVELMASK_WRITE;

UA_Variant_setScalar(&runningStatusPub.value, &runningPubStatus, &UA_TYPES[UA_
. TYPES_BOOLEAN]) ;

runningStatusPub.displayName

UA_LOCALIZEDTEXT("en-US", "RunningStatus.

—Pub");
runningStatusPub.dataType = UA_TYPES[UA_TYPES_BOOLEAN] . typeId;
newNodeId = UA_NODEID_NUMERIC(1, (UA_UInt32)20000);

UA_Server_addVariableNode(server, newNodeId, objectId,
UA_NODEID_NUMERIC(®, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(1, "RunningStatus Pub"),
UA_NODEID_NULL, runningStatusPub, NULL, &
—runningPubStatusNodeID) ;
for(UA_Int32 iterator = 0; iterator < REPEATED_NODECOUNTS; iterator++)
{
UA_VariableAttributes repeatedNodeSub = UA_VariableAttributes_default;
UA_UInt64 repeatedSubscribeValue;
UA_Variant_setScalar(&repeatedNodeSub.value, &repeatedSubscribeValue, &UA_
—TYPES[UA_TYPES_UINT64]);

repeatedNodeSub.accessLevel = UA_ACCESSLEVELMASK_READ | UA_
—ACCESSLEVELMASK_WRITE;

repeatedNodeSub.displayName = UA_LOCALIZEDTEXT("en-US", "Subscriber.
—RepeatedCounter");

repeatedNodeSub.dataType = UA_TYPES[UA_TYPES_UINT64].typeld;

newNodeId = UA_NODEID_NUMERIC(1, (UA_

. UInt32)iterator+50000);
UA_Server_addVariableNode(server, newNodeld, objectId,
UA_NODEID_NUMERIC(O, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(1, "Subscriber RepeatedCounter"),
UA_NODEID_NULL, repeatedNodeSub, NULL, &
—»subRepeatedCountNodeID) ;
}
UA_VariableAttributes runningStatusSubscriber = UA_VariableAttributes_default;
UA_Boolean runningSubStatusValue 0;
runningStatusSubscriber.accessLevel = UA_ACCESSLEVELMASK_READ | UA_
—.ACCESSLEVELMASK_WRITE;
UA_Variant_setScalar(&runningStatusSubscriber.value, &runningSubStatusValue, &UA_
. TYPES[UA_TYPES_BOOLEAN]) ;
runningStatusSubscriber.displayName
< "RunningStatus Sub");
runningStatusSubscriber.dataType UA_TYPES[UA_TYPES_BOOLEAN] . typeld;
newNodeId = UA_NODEID_NUMERIC(1, (UA_
—UInt32)30000);
UA_Server_addVariableNode(server, newNodeId, objectId,
UA_NODEID_NUMERIC(®, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(1, "RunningStatus Sub"),
UA_NODEID_NULL, runningStatusSubscriber, NULL, &

UA_LOCALIZEDTEXT("en-US",

—runningSubStatusNodeID) ;
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B

4.14.12 Deletion of nodes

The removeServerNodes function is used to delete the publisher and subscriber nodes.

static void removeServerNodes(UA_Server *server) {
/* Delete the Publisher Counter Node*/
UA_Server_deleteNode(server, pubNodeID, true);
UA_NodeId_clear(&pubNodeID);
for(UA_Int32 iterator = 0; iterator < REPEATED_NODECOUNTS; iterator++)
{
UA_Server_deleteNode(server, pubRepeatedCountNodeID, true);
UA_NodelId_clear (&pubRepeatedCountNodeID);
3
UA_Server_deleteNode(server, runningPubStatusNodeID, true);
UA_NodeId_clear (&runningPubStatusNodeID);

UA_Server_deleteNode(server, subNodeID, true);
UA_NodeId_clear(&subNodeID);
for(UA_Int32 iterator = 0; iterator < REPEATED_NODECOUNTS; iterator++)
{
UA_Server_deleteNode(server, subRepeatedCountNodeID, true);
UA_NodelId_clear(&subRepeatedCountNodeID) ;
3
UA_Server_deleteNode(server, runningSubStatusNodeID, true);
UA_NodeId_clear (&runningSubStatusNodeID);

4.14.13 Time Difference Calculation

This function is used to calculate the difference between the publishertimestamp and subscribertimestamp and store
the result.

static void
timespec_diff(struct timespec *start, struct timespec *stop, struct timespec *result)
= {
if((stop->tv_nsec - start->tv_nsec) < 0) {
result->tv_sec = stop->tv_sec - start->tv_sec - 1;
result->tv_nsec = stop->tv_nsec - start->tv_nsec + 1000000000;
} else {
result->tv_sec = stop->tv_sec - start->tv_sec;
result->tv_nsec = stop->tv_nsec - start->tv_nsec;

return;
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4.14.14 Latency Calculation

When the application is run with “-enableLatencyCsvLog” option, this function gets executed. This function
calculates latency by computing the publishtimestamp and subscribetimestamp taking the counterdata as reference
and writes the result in a csv.

static void computelLatencyAndGenerateCsv(char *latencyFileName) {
/% Character array of computed latency to write into a file */
static char latency_measurements[MAX_MEASUREMENTS_FILEWRITE];
struct timespec resultTime;
size_t latencyComputePubIndex, latencyComputeSubIndex;
UA_Double finalTime;
UA_UInt64 missed_counter =
UA_UInt64 repeated_counter
UA_UInt64 latencyCharIndex =0;
UA_UInt64 prevLatencyCharIndex = 0;
/% Create the latency file and include the headers */
FILE *“fp_latency;
fp_latency = fopen(latencyFileName, "w");
latencyCharIndex += (UA_UInt64)sprintf(&latency_measurements[latencyCharIndex],
"%s, %s, %s\n'",
"LatencyRTT", "Missed Counters", "Repeated.

(===

—Counters");

for(latencyComputePubIndex = 0, latencyComputeSubIndex = 0;
latencyComputePubIndex < measurementsPublisher && latencyComputeSubIndex <.
—measurementsSubscriber; ) {
/* Compute RTT latency by equating counter values */
if(publishCounterValue[latencyComputePubIndex] ==.
—»subscribeCounterValue[latencyComputeSubIndex]) {
timespec_diff(&publishTimestamp[latencyComputePubIndex], &
—»subscribeTimestamp[latencyComputeSubIndex], &resultTime);
finalTime = ((UA_Double) ((resultTime.tv_sec * 1000000000L) + resultTime.
—tv_nsec))/1000;
latencyComputePubIndex++;
latencyComputeSubIndex++;
}
else if(publishCounterValue[latencyComputePubIndex] <.
—subscribeCounterValue[latencyComputeSubIndex]) {
timespec_diff(&publishTimestamp[latencyComputePubIndex], &
—subscribeTimestamp[latencyComputeSubIndex], &resultTime);
finalTime = ((UA_Double) ((resultTime.tv_sec * 1000000000L) + resultTime.
—tv_nsec))/1000;
missed_counter++;
latencyComputePubIndex++;
}
else {
if(subscribeCounterValue[latencyComputeSubIndex - 1] ==,
—subscribeCounterValue[latencyComputeSubIndex])
repeated_counter++;

timespec_diff(&publishTimestamp[latencyComputePubIndex], &
—subscribeTimestamp[latencyComputeSubIndex], &resultTime);

finalTime = ((UA_Double) ((resultTime.tv_sec * 1000000000L) + resultTime.
—tv_nsec))/1000;

latencyComputeSubIndex++;

3
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if(((latencyCharIndex - prevLatencyCharIndex) + latencyCharIndex + 3) < MAX_
. MEASUREMENTS_FILEWRITE) {
latencyCharIndex += (UA_UInt64)sprintf(&latency_
—.measurements[latencyCharIndex],
"%0.3f, %1d, %1d\n",
finalTime, missed_counter,.,
—.repeated_counter);
}
else {
UA_LOG_WARNING(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Character array has been filled. Computation stopped and.
—»leading to latency csv generation");
break;
}

prevLatencyCharIndex = latencyCharIndex;

}

/% Write into the latency file */
fwrite(&latency_measurements[0], prevLatencyCharIndex, 1, fp_latency);
fclose(fp_latency);

4.14.15 Usage function

The usage function gives the information to run the application.
./bin/examples/pubsub_TSN_publisher -interface <ethernet_interface> runs the application.

For more options, use ./bin/examples/pubsub_TSN_publisher -h.

g
static void usage(char *appname)

{
fprintf(stderr,
"“\n"
"usage: %s [options]\n"
"“\n"
" -interface [name] Use network interface 'name'\n"
" -cycleTimeInMsec [num] Cycle time in milli seconds (default %1£)\n"
" -socketPriority [num] Set publisher SO_PRIORITY to (default %d)\n"
" -pubPriority [num] Publisher thread priority value (default %d)\n"
" -subPriority [num] Subscriber thread priority value (default %d)\n"
" -userAppPriority [num] User application thread priority value (default %d)\
—n"
" -pubCore [num] Run on CPU for publisher (default %d)\n"
" -subCore [num] Run on CPU for subscriber (default %d)\n"
" -userAppCore [num] Run on CPU for userApplication (default %d)\n"

-pubMacAddress [name] Publisher Mac address (default %s - where 8 is the.
—VLAN ID and 3 is the PCP)\n"

" -subMacAddress [name] Subscriber Mac address (default %s - where 8 is the.
—VLAN ID and 3 is the PCP)\n"

" -qbvOffset [num] QBV offset value (default %d)\n"
" -disableSoTxtime Do not use SO_TXTIME\n"
" -enableCsvLog Experimental: To log the data in csv files. Support.

—up to 1 million samples\n"

(continues on next page)
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" -enablelLatencyCsvLog Experimental: To compute and create RTT latency csv.
— Support up to 1 million samples\n"
" -enableconsolePrint Experimental: To print the data in console output..

—Support for higher cycle time\n"

" -enableBlockingSocket Run application with blocking socket option. While.
—susing blocking socket option need to\n"

" run both the Publisher and Loopback application..
—0Otherwise application will not terminate.\n"

" -enableXdpSubscribe Enable XDP feature for subscriber. XDP_COPY and XDP_
—-FLAGS_SKB_MODE is used by default. Not recommended to be enabled along with.,
—blocking socket.\n"

" -xdpQueue [num] XDP queue value (default %d)\n"
" -xdpFlagDrvMode Use XDP in DRV mode\n"
" -xdpBindFlagZeroCopy Use Zero-Copy mode in XDP\n"

"\n",
appname, DEFAULT_CYCLE_TIME, DEFAULT_SOCKET_PRIORITY, DEFAULT_PUB_SCHED_
—PRIORITY, \
DEFAULT_SUB_SCHED_PRIORITY, DEFAULT_USERAPPLICATION_SCHED_PRIORITY, \
DEFAULT_PUB_CORE, DEFAULT_SUB_CORE, DEFAULT_USER_APP_CORE, \
DEFAULT_PUBLISHING_MAC_ADDRESS, DEFAULT_SUBSCRIBING_MAC_ADDRESS, DEFAULT_QBV_
—OFFSET, DEFAULT_XDP_QUEUE) ;
}

L

4.14.16 Main Server code

The main function contains publisher and subscriber threads running in parallel.

int main(int argc, char **argv) {
signal (SIGINT, stopHandler);
signal (SIGTERM, stopHandler);

UA_Int32 returnValue = 0;

UA_StatusCode retval = UA_STATUSCODE_GOOD;
UA_Server *server = UA_Server_new();
UA_ServerConfig *config = UA_Server_getConfig(server);
char *interface = NULL;

UA_Int32 argInputs =0;

UA_Int32 long_index = 0;

char *progname = NULL;

pthread_t userThreadID;

/* Process the command line arguments */
progname = strrchr(argv[0], '/');
progname = progname ? 1 + progname : argv[0];

static struct option long_options[] = {

{"interface", required_argument, 0O, 'a'},
{"cycleTimeInMsec", required_argument, 0, 'b'},
{"socketPriority", required_argument, 0, 'c'},
{"pubPriority", required_argument, 0O, 'd'},
{"subPriority", required_argument, 0, 'e'},
{"userAppPriority", required_argument, 0O, 'f'},
{"pubCore", required_argument, 0O, 'g'},
{"subCore", required_argument, 0, 'h'},
{"userAppCore", required_argument, 0, 'i'},
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{"pubMacAddress",
{"subMacAddress",
{"gbvOffset",
{"disableSoTxtime",
{"enableCsvLog",
{"enableLatencyCsvLog",
{"enableconsolePrint",
{"enableBlockingSocket",
{"xdpQueue",
{"xdpFlagDrvMode",
{"xdpBindFlagZeroCopy",
{"enableXdpSubscribe",
{"help",
{0,

3

while((argInputs
-1 {
switch(argInputs) {
case 'a':

required_argument,
required_argument,
required_argument,
no_argument,
no_argument,
no_argument,
no_argument,
no_argument,
required_argument,
no_argument,
no_argument,
no_argument,
no_argument,

0,

getopt_long_only(argc, argv,

interface = optarg;

break;

'b':
cycleTimeInlMsec
break;

case 'c':

case

socketPriority =

break;

'd':
pubPriority
break;
case 'e':

subPriority
break;
case 'f':
userAppPriority
break;
case 'g':
pubCore
break;

'h':
subCore
break;
case 'i':

userAppCore
break;
case 'j':
pubMacAddress
break;

'k':
subMacAddress
break;

'1':
gbvOffset
break;
case 'm':

case

case

case

case

atof(optarg) ;

atoi(optarg);

atoi(optarg);

atoi(optarg);

= atoi(optarg);

atoi(optarg);

atoi(optarg);

atoi(optarg);

optarg;

optarg;

atoi(optarg);

(continued from previous page)
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disableSoTxtime = false;
break;
case 'n':
enableCsvLog = true;
break;
case 'o':
enablelLatencyCsvLog = true;
break;
case 'p':
consolePrint = true;
break;
case 'q':
/* TODO: Application need to be exited independently */
enableBlockingSocket = true;
break;
case 'r':
xdpQueue = (UA_UInt32)atoi(optarg);
break;
case 's':
xdpFlag = XDP_FLAGS_DRV_MODE;
break;
case 't':
xdpBindFlag = XDP_ZEROCOPY;
break;
case 'u':
enableXdpSubscribe = true;
break;
case 'v':
usage (progname) ;
return -1;
case '?7':
usage (progname) ;
return -1;

}

if(!interface) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "Need a network interface.
—to run");
usage (progname) ;
return -1;

}

if(cycleTimeInMsec < 0.125) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "%f Bad cycle time",.
—cycleTimeInMsec);
usage (progname) ;
return -1;

}

if(enableBlockingSocket == true) {
if(enableXdpSubscribe == true) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER,
"Cannot enable blocking socket and xdp at the same time");
usage (progname) ;
return -1;

(continues on next page)
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}

if(xdpFlag == XDP_FLAGS_DRV_MODE || xdpBindFlag == XDP_ZEROCOPY) {
if(enableXdpSubscribe == false)
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_SERVER,
"Flag enableXdpSubscribe is false, running application.,
—without XDP");
}

UA_ServerConfig_setMinimal (config, PORT_NUMBER, NULL);

#1if defined (PUBLISHER)
UA_NetworkAddressUrlDataType networkAddressUrlPub;
#endif

#1f defined (SUBSCRIBER)
UA_NetworkAddressUrlDataType networkAddressUrlSub;
#endif

#1if defined (PUBLISHER)
networkAddressUrlPub.networkInterface = UA_STRING(interface);
networkAddressUrlPub.url UA_STRING(pubMacAddress) ;
#endif
#1f defined (SUBSCRIBER)
networkAddressUrlSub.networkInterface = UA_STRING(interface);
networkAddressUrlSub.url UA_STRING(subMacAddress) ;
#endif

if(enableCsvLog) {
#1f defined (PUBLISHER)
fpPublisher = fopen(filePublishedData, "w");
#endif

#1f defined (SUBSCRIBER)
fpSubscriber = fopen(fileSubscribedData, "w'");
#endif
}

/* It is possible to use multiple PubSubTransportlayers on runtime.
* The correct factory is selected on runtime by the standard defined
* PubSub TransportProfileUri's. */

#1f defined (PUBLISHER)
UA_ServerConfig_addPubSubTransportLayer(config, UA_

—PubSubTransportLayerEthernet());

#endif

/* Create variable nodes for publisher and subscriber in address space */
addServerNodes(server) ;

#1f defined (PUBLISHER)
addPubSubConnection(server, &networkAddressUrlPub);
addPublishedDataSet(server);
addDataSetField(server);
addlWiriterGroup(server) ;

(continues on next page)
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addDataSetWriter(server);
UA_Server_freezeWriterGroupConfiguration(server, writerGroupIdent);
#endif

#1f defined (PUBLISHER) && defined(SUBSCRIBER)
UA_ServerConfig_addPubSubTransportLayer(config, UA_

—PubSubTransportLayerEthernet());

#endif

#1if defined(SUBSCRIBER) && !defined(PUBLISHER)
UA_ServerConfig_addPubSubTransportLayer(config, UA_

—PubSubTransportLayerEthernet());

#endif

#1if defined(SUBSCRIBER)
addPubSubConnectionSubscriber(server, &networkAddressUrlSub);
addReaderGroup(server) ;
addDataSetReader(server);
UA_Server_freezeReaderGroupConfiguration(server, readerGroupIdentifier);
UA_Server_setReaderGroupOperational (server, readerGroupIdentifier);
#endif

serverConfigStruct *serverConfig;

serverConfig = (serverConfigStruct*)UA_
—malloc(sizeof(serverConfigStruct));

serverConfig->ServerRun = server;
#1if defined(PUBLISHER) || defined(SUBSCRIBER)

char threadNameUserApplication[22] = "UserApplicationPubSub";

userThreadID = threadCreation((UA_Intl6)userAppPriority, (size_t)userAppCore,

userApplicationPubSub, threadNameUserApplication,..

—.serverConfig);
#endif
retval |= UA_Server_run(server, &runningServer);

UA_Server_unfreezeReaderGroupConfiguration(server, readerGroupIdentifier);
#1if defined(PUBLISHER) || defined(SUBSCRIBER)
returnValue = pthread_join(userThreadID, NULL);
if(returnvValue != 0)
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"\nPthread Join Failed for User thread:%d\n", returnValue);
#endif

if(enableCsvLog) {
#1f defined (PUBLISHER)
/% Write the published data in the publisher_Tl.csv file */
size_t pubLoopVariable =0;
for (pubLoopVariable = 0; pubLoopVariable < measurementsPublisher;
pubLoopVariable++) {
fprintf(fpPublisher, "%1d,%1d.%091d\n",
publishCounterValue[pubLoopVariable],
publishTimestamp [pubLoopVariable].tv_sec,
publishTimestamp[pubLoopVariable].tv_nsec);
}
#endif
#1if defined(SUBSCRIBER)
/* Write the subscribed data in the subscriber_T8.csv file */

(continues on next page)
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size_t subLoopVariable = 0;
for(subLoopVariable = 0; subLoopVariable < measurementsSubscriber;
subLoopVariable++) {
fprintf(fpSubscriber, "%1d,%1d.%091d\n",
subscribeCounterValue[subLoopVariable],
subscribeTimestamp[subLoopVariable].tv_sec,
subscribeTimestamp[subLoopVariable].tv_nsec);

#endif
1

if(enableLatencyCsvLog) {
char *latencyCsvName = LATENCY_CSV_FILE_NAME;
computeLatencyAndGenerateCsv(latencyCsvName) ;

}

#1f defined(PUBLISHER) || defined(SUBSCRIBER)
removeServerNodes(server) ;
UA_Server_delete(server);
UA_free(serverConfig);

#endif

#1if defined (PUBLISHER)
UA_free(runningPub) ;
UA_free(pubCounterData) ;
for(UA_Int32 iterator = 0; iterator < REPEATED_NODECOUNTS; iterator++)
UA_free(repeatedCounterData[iterator]);

/% Free external data source */

UA_free(pubDataValueRT);

UA_free(runningPubDataValueRT) ;

for(UA_Int32 iterator = 0; iterator < REPEATED_NODECOUNTS; iterator++)
UA_free(repeatedDataValueRT[iterator]);

if(enableCsvLog)
fclose(fpPublisher);

#endif

#1f defined (SUBSCRIBER)
UA_free(runningSub) ;
UA_free(subCounterData) ;
for(UA_Int32 iterator = 0; iterator < REPEATED_NODECOUNTS; iterator++)
UA_free(subRepeatedCounterData[iterator]);

/* Free external data source */

UA_free(subDataValueRT);

UA_free(runningSubDataValueRT) ;

for(UA_Int32 iterator = 0; iterator < REPEATED_NODECOUNTS; iterator++)
UA_free(subRepeatedDataValueRT[iterator]);

if(enableCsvLog)
fclose(fpSubscriber);

#endif

return (int)retval;
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4.15 Realtime Loopback Example

This tutorial shows publishing and subscribing information in Realtime. This example has both Publisher and
Subscriber(used as threads, running in same core), the Subscriber thread subscribes to the counterdata published
by the Publisher thread of pubsub_TSN_publisher.c example. The subscribed counterdata is again published, which
is subscribed by the Subscriber thread of pubsub_TSN_publisher.c example. Thus a round-trip of counterdata is
achieved. The flow of this communication and the trace points are given in the diagram below.

Another thread called the UserApplication thread is also used in the example, which serves the functionality of
the Control loop. In this example, UserApplication threads increments the counterData, which is published by the
Publisher thread and also reads the subscribed data from the Information Model and writes the updated counterdata
into distinct csv files during each cycle. Buffered Network Message will be used for publishing and subscribing
in the RT path. Further, DataSetField will be accessed via direct pointer access between the user interface and the
Information Model.

Another additional feature called the Blocking Socket is employed in the Subscriber thread. This feature
is optional and can be enabled or disabled when running application by using command line argument “-
enableBlockingSocket”. When using Blocking Socket, the Subscriber thread remains in “blocking mode” until
a message is received from every wake up time of the thread. In other words, the timeout is overwritten and the
thread continuously waits for the message from every wake up time of the thread. Once the message is received,
the Subscriber thread updates the value in the Information Model, sleeps up to wake up time and again waits for
the next message. This process is repeated until the application is terminated.

To ensure realtime capabilities, Publisher uses ETF(Earliest Tx-time First) to publish information at the calcu-
lated tranmission time over Ethernet. Subscriber can be used with or without XDP(Xpress Data Processing) over
Ethernet

Run step of the example is as mentioned below:
Jbin/examples/pubsub_TSN_loopback -interface <interface>

For more options, run ./bin/examples/pubsub_TSN_loopback -help

/* Trace point setup

Fmm + oo +
T1 | OPCUA PubSub | T8 T5 | OPCUA loopback | T4
| | Application [ 4 | | Application |4
| - + | | - - +
User | | [l [ [
Space | | [l [ [
[ [l I [
——————————— [|e=csscmssosses [[eosescesomssasosss [ sossossossossoss [ ssossoos
[ Node 1 [ [ Node 2 [
Kernel [ | [ [ [
Space | | [l [ [l
[ [ [ [
V F-mmmmmmm - + V F-—mmmmmmmm e +
T2 | TX tcpdump | T7<-----—-———-- T6 | RX tcpdump | T3
[ +-—————— + Fmm e + A
/

#define _GNU_SOURCE

#include <sched.h>
#include <signal.h>
#include <time.h>

#include <stdio.h>
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#include <stdlib.h>
#include <linux/types.h>
#include <sys/io.h>
#include <getopt.h>

/* For thread operations */
#include <pthread.h>

#include <open62541/server.h>

#include <open62541/server_config_default.h>
#include <open62541/plugin/log_stdout.h>
#include <open62541/plugin/log.h>

#include <open62541/types_generated.h>
#include <open62541/plugin/pubsub_ethernet.h>

#include <linux/if_link.h>
#include <linux/if_xdp.h>

#include "ua_pubsub.h"

UA_NodeId readerGroupIdentifier;
UA_NodeId readerIdentifier;

UA_DataSetReaderConfig readerConfig;

/*to find load of each thread
* ps -L -o pid,pri,%cpu -C pubsub_TSN_loopback */

/% Configurable Parameters */

(continued from previous page)

/* These defines enables the publisher and subscriber of the OPCUA stack */
/% To run only publisher, enable PUBLISHER define alone (comment SUBSCRIBER) */

#define PUBLISHER
/% To run only subscriber, enable SUBSCRIBER define alone (comment PUBLISHER) */
#define SUBSCRIBER
/% Cycle time in milliseconds */
#define DEFAULT_CYCLE_TIME 0.25
/* Qbv offset */
#define DEFAULT_QBV_OFFSET 125
#define DEFAULT_SOCKET_PRIORITY 3
#1f defined (PUBLISHER)
#define PUBLISHER_ID 2235
#define WRITER_GROUP_ID 100
#define DATA_SET_WRITER_ID 62541
#define DEFAULT_PUBLISHING_MAC_ADDRESS "opc.eth://01-00-5E-00-00-
~01:8.3"
#endif
#1if defined(SUBSCRIBER)
#define PUBLISHER_ID_SUB 2234
#define WRITER_GROUP_ID_SUB 101
#define DATA_SET_WRITER_ID_SUB 62541
#define DEFAULT_SUBSCRIBING_MAC_ADDRESS "opc.eth://01-00-5E-7F-00-
~01:8.3"
#endif
#define REPEATED_NODECOUNTS 2 // Default to publish.,
64 bytes
#define PORT_NUMBER 62541
(continues on next page)
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#define DEFAULT_XDP_QUEUE 2
#define PUBSUB_CONFIG_RT_INFORMATION_MODEL

/% Non-Configurable Parameters */
/% Milli sec and sec conversion to nano sec */

#define MILLI_SECONDS 1000 * 1000
#define SECONDS 1000 * 1000 * 1000
#define SECONDS_SLEEP 5

/% Publisher will sleep for 60% of cycle time and then prepares the */

/% transmission packet within 40% */

static UA_Double pubWakeupPercentage = 0.6;

/% Subscriber will wakeup only during start of cycle and check whether */

/* the packets are received */

static UA_Double subWakeupPercentage = 0;

/% User application Pub/Sub will wakeup at the 30% of cycle time and handles the */
/* user data such as read and write in Information model */

static UA_Double userAppWakeupPercentage = 0.3;

/% Priority of Publisher, subscriber, User application and server are kept */
/% after some prototyping and analyzing it */

#define DEFAULT_PUB_SCHED_PRIORITY 78
#define DEFAULT_SUB_SCHED_PRIORITY 81
#define DEFAULT_USERAPPLICATION_SCHED_PRIORITY 75
#define MAX_MEASUREMENTS 1000000
#define DEFAULT_PUB_CORE 2
#define DEFAULT_SUB_CORE 2

#define DEFAULT_USER_APP_CORE 3

#define SECONDS_INCREMENT 1
#ifndef CLOCK_TAI

#define CLOCK_TAI 11
#endif

#define CLOCKID CLOCK_TAI
#define ETH_TRANSPORT_PROFILE "http://opcfoundation.org/

—UA-Profile/Transport/pubsub-eth-uadp"

/* If the Hardcoded publisher/subscriber MAC addresses need to be changed,
* change PUBLISHING_MAC_ADDRESS and SUBSCRIBING_MAC_ADDRESS

*/
/* Set server running as true */

UA_Boolean runningServer = true;

char* pubMacAddress = DEFAULT_PUBLISHING_MAC_ADDRESS;

char* subMacAddress = DEFAULT_SUBSCRIBING_MAC_ADDRESS;

static UA_Double cycleTimeInMsec = DEFAULT_CYCLE_TIME;

static UA_Int32 socketPriority = DEFAULT_SOCKET_PRIORITY;

static UA_Int32 pubPriority = DEFAULT_PUB_SCHED_PRIORITY;

static UA_Int32 subPriority = DEFAULT_SUB_SCHED_PRIORITY;

static UA_Int32 userAppPriority = DEFAULT_USERAPPLICATION_SCHED_PRIORITY;
static UA_Int32 pubCore = DEFAULT_PUB_CORE;

static UA_Int32 subCore = DEFAULT_SUB_CORE;

static UA_Int32 userAppCore = DEFAULT_USER_APP_CORE;

static UA_Int32 gbvOffset = DEFAULT_QBV_OFFSET;

static UA_UInt32 xdpQueue = DEFAULT_XDP_QUEUE;

static UA_UInt32 xdpFlag = XDP_FLAGS_SKB_MODE;

static UA_UInt32 xdpBindFlag = XDP_COPY;

static UA_Boolean disableSoTxtime = true;

(continues on next page)
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static UA_Boolean enableCsvLog = false;
static UA_Boolean consolePrint = false;
static UA_Boolean enableBlockingSocket = false;
static UA_Boolean signalTerm = false;

static UA_Boolean enableXdpSubscribe

false;

/* Variables corresponding to PubSub connection creation,
* published data set and writer group */

UA_NodeId connectionIdent;

UA_NodeId publishedDataSetIdent;

UA_NodeId writerGroupIdent;

UA_NodeId pubNodelD;

UA_NodeId subNodeID;

UA_NodeId pubRepeatedCountNodelD;

UA_NodeId subRepeatedCountNodeID;

UA_NodeId runningPubStatusNodelID;

UA_NodeId runningSubStatusNodelD;

/* Variables for counter data handling in address space */

UA_UInt64 “pubCounterData = NULL;

UA_DataValue “pubDataValueRT = NULL;

UA_Boolean “runningPub = NULL;

UA_DataValue “runningPubDataValueRT = NULL;

UA_UInt64 “repeatedCounterData[REPEATED_NODECOUNTS] = {NULL};
UA_DataValue “repeatedDataValueRT[REPEATED_NODECOUNTS] = {NULL};
UA_UInt64 “subCounterData = NULL;

UA_DataValue “subDataValueRT = NULL;

UA_Boolean *runningSub = NULL;

UA_DataValue *runningSubDataValueRT = NULL;

UA_UInt64 “subRepeatedCounterData [REPEATED_NODECOUNTS] = {NULL};
UA_DataValue “subRepeatedDataValueRT [REPEATED_NODECOUNTS] = {NULL};

4.15.1 CSV file handling

CSV files are written for Publisher and Subscriber thread. csv files include the counterdata that is being either
Published or Subscribed along with the timestamp. These csv files can be used to compute latency for following
combinations of Tracepoints, T1-T4 and T1-T8.

T1-T8 - Gives the Round-trip time of a counterdata, as the value published by the Publisher thread in pub-
sub_TSN_publisher.c example is subscribed by the Subscriber thread in pubsub_TSN_loopback.c example and
is published back to the pubsub_TSN_publisher.c example

#1f defined (PUBLISHER)
/% File to store the data and timestamps for different traffic */
FILE *fpPublisher;

char “filePublishedData = "publisher_T5.csv";
/* Array to store published counter data */

UA_UInt64 publishCounterValue [MAX_MEASUREMENTS] ;
size_t measurementsPublisher = 0;

/% Array to store timestamp */

struct timespec publishTimestamp [MAX_MEASUREMENTS] ;

/* Thread for publisher */

pthread_t pubthreadID;

struct timespec dataModificationTime;

#endif

(continues on next page)
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#1if defined(SUBSCRIBER)
/% File to store the data and timestamps for different traffic */

FILE “fpSubscriber;

char *fileSubscribedData = "subscriber_T4.csv";
/* Array to store subscribed counter data */

UA_UInt64 subscribeCounterValue [MAX_MEASUREMENTS];
size_t measurementsSubscriber = 0;

/% Array to store timestamp */

struct timespec subscribeTimestamp [MAX_MEASUREMENTS] ;
/* Thread for subscriber */

pthread_t subthreadID;

/% Variable for PubSub connection creation */

UA_NodeId connectionIdentSubscriber;

struct timespec dataReceiveTime;

#endif

/% Thread for user application*/
pthread_t userApplicationThreadID;

/% Base time handling for the threads */
struct timespec threadBaseTime;
UA_Boolean baseTimeCalculated = false;

typedef struct {
UA_Server *ServerRun;
} serverConfigStruct;

/% Structure to define thread parameters */
typedef struct {

UA_Server *server;

void *data;

UA_ServerCallback callback;

UA_Duration interval_ms;

UA_UInt64 *callbackId;
\} threadArg;

Function calls for different threads

/* Publisher thread routine for ETF */

void *publisherETF(void *arg);

/* Subscriber thread routine */

void *subscriber(void *arg);

/* User application thread routine */

void *userApplicationPubSub(void *arg);

/% For adding nodes in the server information model */

static void addServerNodes(UA_Server *server);

/* For deleting the nodes created */

static void removeServerNodes(UA_Server *server);

/* To create multi-threads */

static pthread_t

threadCreation(UA_Int16 threadPriority, size_t coreAffinity,
void *(*thread) (void *),
char *applicationName, void *serverConfig);

/* Stop signal */

(continues on next page)
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static void stopHandler(int sign) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "received ctrl-c");
signalTerm = true;

4.15.2 Nanosecond field handling

Nanosecond field in timespec is checked for overflowing and one second is added to seconds field and nanosecond
field is set to zero.

static void nanoSecondFieldConversion(struct timespec *timeSpecValue) {
/* Check if ns field is greater than 'l ns less than lsec' */
while(timeSpecValue->tv_nsec > (SECONDS -1)) {
/* Move to next second and remove it from ns field */
timeSpecValue->tv_sec += SECONDS_INCREMENT;
timeSpecValue->tv_nsec -= SECONDS;

4.15.3 Custom callback handling

Custom callback thread handling overwrites the default timer based callback function with the custom (user-
specified) callback interval.

/% Add a callback for cyclic repetition */
static UA_StatusCode
addPubSubApplicationCallback(UA_Server *server, UA_Nodeld identifier,
UA_ServerCallback callback,
void *data, UA_Double interval_ms,
UA_DateTime *baseTime, UA_TimerPolicy timerPolicy,
UA_UInt64 *callbackId) {
/% Initialize arguments required for the thread to run */
threadArg *threadArguments = (threadArg *) UA_malloc(sizeof(threadArg));

/* Pass the value required for the threads */

threadArguments->server = server;
threadArguments->data = data;
threadArguments->callback = callback;

threadArguments->interval_ms = interval_ms;
threadArguments->callbackId = callbackId;

/* Check the writer group identifier and create the thread accordingly */
if(UA_Nodeld_equal (&identifier, &writerGroupIdent)) {
#1if defined (PUBLISHER)
/* Create the publisher thread with the required priority and core affinity */
char threadNamePub[10] = "Publisher";
*callbackId = threadCreation((UA_Intl6)pubPriority, (size_t)pubCore,
publisherETF, threadNamePub, threadArguments);
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Publisher thread callback Id: %1d\n", *callbackId);
#endif
}
else {
(continues on next page)
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#1if defined (SUBSCRIBER)
/* Create the subscriber thread with the required priority and core affinity.

o E/
char threadNameSub[11] = "Subscriber";
*callbackId = threadCreation((UA_Intl6)subPriority, (size_t)subCore,

subscriber, threadNameSub, threadArguments);
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Subscriber thread callback Id: %1d\n", *callbackId);
#endif
}

return UA_STATUSCODE_GOOD;
3

static UA_StatusCode
changePubSubApplicationCallback(UA_Server *server, UA_Nodeld identifier,
UA_UInt64 callbackId, UA_Double interval_ms,
UA_DateTime *baseTime, UA_TimerPolicy timerPolicy) {
/* Callback interval need not be modified as it is thread based implementation.
* The thread uses nanosleep for calculating cycle time and modification in
* nanosleep value changes cycle time */
return UA_STATUSCODE_GOOD;
}

/* Remove the callback added for cyclic repetition */
static void
removePubSubApplicationCallback(UA_Server *server, UA_Nodeld identifier,
UA_UInt64 callbackId) {
if(callbackId && (pthread_join(callbackId, NULL) != 0))
UA_LOG_WARNING(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Pthread Join Failed thread: %1d\n", callbackId);

4.15.4 External data source handling

If the external data source is written over the information model, the externalDataWriteCallback will be triggered.
The user has to take care and assure that the write leads not to synchronization issues and race conditions.

-

static UA_StatusCode
externalDataWriteCallback (UA_Server *server, const UA_NodeId *sessionId,
void *sessionContext, const UA_NodeId *nodeld,
void *nodeContext, const UA_NumericRange *range,
const UA_DataValue *data){
//node values are updated by using variables in the memory
//UA_Server_write is not used for updating node values.
return UA_STATUSCODE_GOOD;
}

static UA_StatusCode
externalDataReadNotificationCallback(UA_Server *server, const UA_NodeId *sessionId,
void *sessionContext, const UA_NodeId *nodeid,
void *nodeContext, const UA_NumericRange *range) {
//allow read without any preparation
return UA_STATUSCODE_GOOD;

(continues on next page)
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B

4.15.5 Subscriber

Create connection, readergroup, datasetreader, subscribedvariables for the Subscriber thread.

#1f defined (SUBSCRIBER)
static void
addPubSubConnectionSubscriber (UA_Server *server,
UA_NetworkAddressUrlDataType.
—*networkAddressUrlSubscriber) {
UA_StatusCode retval = UA_STATUSCODE_GOOD;
/* Details about the connection configuration and handling are located
* in the pubsub connection tutorial */
UA_PubSubConnectionConfig connectionConfig;
memset (&connectionConfig, 0, sizeof(connectionConfig));
connectionConfig.name = UA_STRING("Subscriber Connection");
connectionConfig.enabled = true;

UA_KeyValuePair connectionOptions[4];

connectionOptions[0] .key = UA_QUALIFIEDNAME(O, "enableXdpSocket");

UA_Boolean enableXdp = enableXdpSubscribe;

UA_Variant_setScalar(&connectionOptions[0].value, &enableXdp, &UA_TYPES[UA_TYPES_
>BOOLEAN]) ;

connectionOptions[1].key = UA_QUALIFIEDNAME(O®, "xdpflag");

UA_UInt32 flags = xdpFlag;

UA_Variant_setScalar(&connectionOptions[1].value, &flags, &UA_TYPES[UA_TYPES_
—UINT32]);

connectionOptions[2] .key = UA_QUALIFIEDNAME(®, "hwreceivequeue");

UA_UInt32 rxqueue = xdpQueue;

UA_Variant_setScalar(&connectionOptions[2].value, &rxqueue, &UA_TYPES[UA_TYPES_
—UINT32]);

connectionOptions[3].key = UA_QUALIFIEDNAME(®, "xdpbindflag");

UA_UInt32 bindflags = xdpBindFlag;

UA_Variant_setScalar(&connectionOptions[3].value, &bindflags, &UA_TYPES[UA_TYPES_
—UINT16]);

connectionConfig.connectionProperties = connectionOptions;

connectionConfig.connectionPropertiesSize = 4;

UA_NetworkAddressUrlDataType networkAddressUrlsubscribe =,
. *networkAddressUrlSubscriber;
connectionConfig.transportProfileUri = UA_STRING(ETH_TRANSPORT_PROFILE);
UA_Variant_setScalar(&connectionConfig.address, &networkAddressUrlsubscribe,
QUA_TYPES[UA_TYPES_NETWORKADDRESSURLDATATYPE]) ;
connectionConfig.publisherId.numeric = UA_UInt32_random();
retval |= UA_Server_addPubSubConnection(server, &connectionConfig,
&connectionIdentSubscriber);
if(retval == UA_STATUSCODE_GOOD)
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_SERVER,
"The PubSub Connection was created successfully!");

}

/* Add ReaderGroup to the created connection */
static void

(continues on next page)
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addReaderGroup (UA_Server *server) {
if(server == NULL)
return;

UA_ReaderGroupConfig readerGroupConfig;
memset (&readerGroupConfig, 0, sizeof(UA_ReaderGroupConfig));
readerGroupConfig.name = UA_STRING('"ReaderGroup');
readerGroupConfig.rtlLevel = UA_PUBSUB_RT_FIXED_SIZE;
readerGroupConfig.subscribingInterval = cycleTimeInlMsec;
/% Timeout is modified when blocking socket is enabled, and the default
* timeout is used when blocking socket is disabled */
if(enableBlockingSocket == false) {
/% As we run in 250us cycle time, modify default timeout (Ims) to 50us */
readerGroupConfig.timeout = 50;
} else {
readerGroupConfig.enableBlockingSocket = true;
readerGroupConfig.timeout = 0; /* Blocking socket */

}

readerGroupConfig.pubsubManagerCallback.addCustomCallback =_
—addPubSubApplicationCallback;

readerGroupConfig.pubsubManagerCallback.changeCustomCallback =.
—~changePubSubApplicationCallback;

readerGroupConfig.pubsubManagerCallback.removeCustomCallback =.
—removePubSubApplicationCallback;

UA_Server_addReaderGroup(server, connectionIdentSubscriber, &readerGroupConfig,
&readerGroupIdentifier);

}

/% Set SubscribedDataSet type to TargetVariables data type
* Add subscribedvariables to the DataSetReader */
static void addSubscribedVariables(UA_Server *server) {
UA_Int32 iterator = 0;
UA_Int32 iteratorRepeatedCount = 0;

if(server == NULL)
return;

UA_FieldTargetVariable *targetVars = (UA_FieldTargetVariable*)
UA_calloc((REPEATED_NODECOUNTS + 2), sizeof(UA_FieldTargetVariable));
if(!targetVars) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER,
"FieldTargetVariable - Bad out of memory");
return;

}

runningSub = UA_Boolean_new();
if(!'runningSub) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER,
"runningsub - Bad out of memory");
return;

}

*runningSub = true;
runningSubDataValueRT = UA_DataValue_new();

(continues on next page)
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if(!runningSubDataValueRT) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER,
"runningsubDatavalue - Bad out of memory");
return;

UA_Variant_setScalar(&runningSubDataValueRT->value, runningSub, &UA_TYPES[UA_
— TYPES_BOOLEAN]) ;
runningSubDataValueRT->hasValue = true;

/* Set the value backend of the above create node to 'external value source' */
UA_ValueBackend runningSubvalueBackend;
runningSubvalueBackend.backendType = UA_VALUEBACKENDTYPE_EXTERNAL;
runningSubvalueBackend.backend.external.value = &runningSubDataValueRT;
runningSubvalueBackend.backend.external.callback.userWrite =.
—externalDataWriteCallback;
runningSubvalueBackend.backend.external.callback.notificationRead =.
—,externalDataReadNotificationCallback;
UA_Server_setVariableNode_valueBackend(server, UA_NODEID_NUMERIC(1, (UA_
- UInt32)30000), runningSubvalueBackend) ;

UA_FieldTargetDataType_init(&targetVars[iterator].targetVariable);
targetVars[iterator].targetVariable.attributeId = UA_ATTRIBUTEID_VALUE;
targetVars[iterator].targetVariable.targetNodeId = UA_NODEID_NUMERIC(1, (UA_
—UInt32)30000);
iterator++;
/* For creating Targetvariable */
for(iterator = 1, iteratorRepeatedCount = 0;
iterator <= REPEATED_NODECOUNTS;
iterator++, iteratorRepeatedCount++) {
subRepeatedCounterData[iteratorRepeatedCount] = UA_UInt64_new();
if(!subRepeatedCounterData[iteratorRepeatedCount]) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER,
"SubscribeRepeatedCounterData - Bad out of memory");
return;

*subRepeatedCounterData[iteratorRepeatedCount] = 0;
subRepeatedDataValueRT[iteratorRepeatedCount] = UA_DataValue_new();
if(!subRepeatedDataValueRT[iteratorRepeatedCount]) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER,
"SubscribeRepeatedCounterDataValue - Bad out of memory");
return;

3

UA_Variant_setScalar(&subRepeatedDataValueRT[iteratorRepeatedCount]->value,
subRepeatedCounterData[iteratorRepeatedCount], &UA_

—TYPES[UA_TYPES_UINT64]);

subRepeatedDataValueRT[iteratorRepeatedCount]->hasValue = true;

/% Set the value backend of the above create node to 'external value source' */

UA_ValueBackend valueBackend;

valueBackend.backendType = UA_VALUEBACKENDTYPE_EXTERNAL;

valueBackend.backend.external.value = &
—»subRepeatedDataValueRT[iteratorRepeatedCount];

valueBackend.backend.external.callback.userWrite = externalDataWriteCallback;

valueBackend.backend.external.callback.notificationRead =.
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—.externalDataReadNotificationCallback;
UA_Server_setVariableNode_valueBackend(server, UA_NODEID_NUMERIC(1, (UA_
—UInt32)iteratorRepeatedCount+50000), valueBackend);

UA_FieldTargetDataType_init(&targetVars[iterator].targetVariable);
targetVars[iterator].targetVariable.attributeId = UA_ATTRIBUTEID_VALUE;
targetVars[iterator].targetVariable.targetNodeId = UA_NODEID_NUMERIC(1l, (UA_
—UInt32)iteratorRepeatedCount + 50000);
}

subCounterData = UA_UInt64_new();
if(!subCounterData) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER,
"SubscribeCounterData - Bad out of memory");
return;

}

*subCounterData = 0;
subDataValueRT = UA_DataValue_new();
if(!subDataValueRT) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER,
"SubscribeDataValue - Bad out of memory");
return;

}

UA_Variant_setScalar(&subDataValueRT->value, subCounterData, &UA_TYPES[UA_TYPES_
—UINT64]);
subDataValueRT->hasValue = true;

/% Set the value backend of the above create node to 'external value source' */
UA_ValueBackend valueBackend;
valueBackend.backendType = UA_VALUEBACKENDTYPE_EXTERNAL;
valueBackend.backend.external.value = &subDataValueRT;
valueBackend.backend.external.callback.userlWrite = externalDataWriteCallback;
valueBackend.backend.external.callback.notificationRead =._
—,externalDataReadNotificationCallback;
UA_Server_setVariableNode_valueBackend(server, subNodeID, valueBackend);

UA_FieldTargetDataType_init(&targetVars[iterator].targetVariable);
targetVars[iterator].targetVariable.attributeId = UA_ATTRIBUTEID_VALUE;
targetVars[iterator].targetVariable.targetNodeId = subNodeID;

/% Set the subscribed data to TargetVariable type */
readerConfig.subscribedDataSetType = UA_PUBSUB_SDS_TARGET;
readerConfig.subscribedDataSet.subscribedDataSetTarget.targetVariables =_
—targetVars;
readerConfig.subscribedDataSet.subscribedDataSetTarget.targetVariablesSize =.
—REPEATED_NODECOUNTS + 2;
3

/* Add DataSetReader to the ReaderGroup */
static void
addDataSetReader (UA_Server *server) {
UA_Int32 iterator = 0;
if(server == NULL) {
return;
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}

memset (&readerConfig, 0, sizeof(UA_DataSetReaderConfig));
readerConfig.name = UA_STRING("DataSet Reader");
UA_UIntl6 publisherIdentifier = PUBLISHER_ID_SUB;

readerConfig.publisherId. type = QUA_TYPES[UA_TYPES_UINT16];
readerConfig.publisherId.data &publisherIdentifier;
readerConfig.writerGroupId WRITER_GROUP_ID_SUB;
readerConfig.dataSetWriterId = DATA_SET_WRITER_ID_SUB;

readerConfig.messageSettings.encoding = UA_EXTENSIONOBJECT_DECODED;
readerConfig.messageSettings.content.decoded. type =
QUA_TYPES[UA_TYPES_UADPDATASETREADERMESSAGEDATATYPE] ;
UA_UadpDataSetReaderMessageDataType *dataSetReaderMessage =
UA_UadpDataSetReaderMessageDataType_new() ;
dataSetReaderMessage->networkMessageContentMask =
(UA_UadpNetworkMessageContentMask) (UA_UADPNETWORKMESSAGECONTENTMASK_
-»PUBLISHERID |
(UA_UadpNetworkMessageContentMask)UA_UADPNETWORKMESSAGECONTENTMASK_
—~GROUPHEADER |
(UA_UadpNetworkMessageContentMask)UA_UADPNETWORKMESSAGECONTENTMASK_
—WRITERGROUPID |
(UA_UadpNetworkMessageContentMask)UA_UADPNETWORKMESSAGECONTENTMASK_
--PAYLOADHEADER) ;
readerConfig.messageSettings.content.decoded.data = dataSetReaderlMessage;

/% Setting up Meta data configuration in DataSetReader */
UA_DataSetMetaDataType *pMetaData = &readerConfig.dataSetMetaData;
UA_DataSetMetaDataType_init(pMetaData);
/% Static definition of number of fields size to 1 to create one
* targetVariable */
pMetaData->fieldsSize = REPEATED_NODECOUNTS + 2;
pMetaData->fields = (UA_FieldMetaData*)
UA_Array_new(pMetaData->fieldsSize, &UA_TYPES[UA_TYPES_FIELDMETADATA]);
/* Boolean DataType */
UA_FieldMetaData_init(&pMetaData->fields[iterator]);
UA_NodeId_copy (&UA_TYPES[UA_TYPES_BOOLEAN] . typeld,
&pMetaData->fields[iterator].dataType);
pMetaData->fields[iterator].builtInType = UA_NSOID_BOOLEAN;
pMetaData->fields[iterator].valueRank = -1; /* scalar */
iterator++;
for(iterator = 1; iterator <= REPEATED_NODECOUNTS; iterator++) {
UA_FieldMetaData_init(&pMetaData->fields[iterator]);
UA_NodeId_copy(&UA_TYPES[UA_TYPES_UINT64].typeld,
&pMetaData->fields[iterator].dataType);
pMetaData->fields[iterator].builtInType = UA_NSOID_UINT64;
pMetaData->fields[iterator].valueRank = -1; /* scalar */

/* Unsigned Integer DataType */
UA_FieldMetaData_init(&pMetaData->fields[iterator]);
UA_NodeId_copy(&UA_TYPES[UA_TYPES_UINT64].typeld,
&pMetaData->fields[iterator].dataType);
pMetaData->fields[iterator].builtInType = UA_NSOID_UINT64;
pMetaData->fields[iterator].valueRank = -1; /* scalar */
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/* Setup Target Variables in DSR config */
addSubscribedVariables(server);

/% Setting up Meta data configuration in DataSetReader */
UA_Server_addDataSetReader(server, readerGroupIdentifier, &readerConfig,
&readerIdentifier);

UA_free(readerConfig.subscribedDataSet.subscribedDataSetTarget.targetVariables);

UA_free(readerConfig.dataSetMetaData.fields);
UA_UadpDataSetReaderMessageDataType_delete(dataSetReaderMessage) ;

}
#endif

#1f defined (PUBLISHER)

4.15.6 Publisher

Create connection, writergroup, datasetwriter and publisheddataset for Publisher thread.

static void
addPubSubConnection(UA_Server *server, UA_NetworkAddressUrlDataType..
—*networkAddressUrlPub) {
/% Details about the connection configuration and handling are located
* in the pubsub connection tutorial */
UA_PubSubConnectionConfig connectionConfig;
memset (&connectionConfig, 0, sizeof(connectionConfig));
connectionConfig.name = UA_STRING("Publisher Connection");
connectionConfig.enabled = true;
UA_NetworkAddressUrlDataType networkAddressUrl = *“networkAddressUrlPub;
connectionConfig.transportProfileUri = UA_STRING(ETH_TRANSPORT_PROFILE);
UA_Variant_setScalar(&connectionConfig.address, &networkAddressUrl,
&UA_TYPES[UA_TYPES_NETWORKADDRESSURLDATATYPE]) ;
connectionConfig.publisherId.numeric = PUBLISHER_ID;
/* Connection options are given as Key/Value Pairs - Sockprio and Txtime */
UA_KeyValuePair connectionOptions[2];
connectionOptions[0].key = UA_QUALIFIEDNAME(O, "sockpriority");
UA_Variant_setScalar(&connectionOptions[0].value, &socketPriority,
QUA_TYPES[UA_TYPES_UINT32]);
connectionOptions[1].key = UA_QUALIFIEDNAME(O®, "enablesotxtime");
UA_Variant_setScalar(&connectionOptions[1].value, &disableSoTxtime,
&UA_TYPES[UA_TYPES_BOOLEAN]) ;
connectionConfig.connectionProperties = connectionOptions;
connectionConfig.connectionPropertiesSize = 2;
UA_Server_addPubSubConnection(server, &connectionConfig, &connectionIdent);

}

/* PublishedDataset handling */

static void

addPublishedDataSet (UA_Server *server) {
UA_PublishedDataSetConfig publishedDataSetConfig;
memset (&publishedDataSetConfig, 0, sizeof(UA_PublishedDataSetConfig));
publishedDataSetConfig.publishedDataSetType = UA_PUBSUB_DATASET_PUBLISHEDITEMS;
publishedDataSetConfig.name = UA_STRING("Demo PDS");
UA_Server_addPublishedDataSet(server, &publishedDataSetConfig,
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&publishedDataSetIdent);
3

/% DataSetField handling */

static void

addDataSetField(UA_Server *server) {
/% Add a field to the previous created PublishedDataSet */
UA_NodeId dataSetFieldIdentl;
UA_DataSetFieldConfig dataSetFieldConfig;

#1f defined PUBSUB_CONFIG_FASTPATH_FIXED_OFFSETS
staticValueSource = UA_DataValue_new();

#endif

UA_NodeId dataSetFieldIdentRunning;
UA_DataSetFieldConfig dsfConfigPubStatus;
memset (&dsfConfigPubStatus, 0, sizeof(UA_DataSetFieldConfig));

runningPub = UA_Boolean_new();
if(!'runningPub) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER,
"runningPub - Bad out of memory");
return;

}

*runningPub = true;
runningPubDataValueRT = UA_DataValue_new();
if(!runningPubDataValueRT) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER,
"runningPubDataValue - Bad out of memory");
return;

}

UA_Variant_setScalar(&runningPubDataValueRT->value, runningPub, &UA_TYPES[UA_
—TYPES_BOOLEAN]) ;
runningPubDataValueRT->hasValue = true;

/* Set the value backend of the above create node to 'external value source' */
UA_ValueBackend runningPubvalueBackend;
runningPubvalueBackend.backendType = UA_VALUEBACKENDTYPE_EXTERNAL;
runningPubvalueBackend.backend.external.value = &runningPubDataValueRT;
runningPubvalueBackend.backend.external.callback.userlirite =_.
—,externalDataWriteCallback;
runningPubvalueBackend.backend.external.callback.notificationRead =.
—.externalDataReadNotificationCallback;
UA_Server_setVariableNode_valueBackend(server, UA_NODEID_NUMERIC(1, (UA_
—UInt32)20000), runningPubvalueBackend);

/% setup RT DataSetField config */

dsfConfigPubStatus.field.variable.rtValueSource.rtInformationModelNode = true;

dsfConfigPubStatus.field.variable.publishParameters.publishedVariable = UA_NODEID_
< NUMERIC(1, (UA_UInt32)20000);

UA_Server_addDataSetField(server, publishedDataSetIdent, &dsfConfigPubStatus, &
—dataSetFieldIdentRunning) ;
for(UA_Int32 iterator = 0; iterator < REPEATED_NODECOUNTS; iterator++) {
memset (&dataSetFieldConfig, 0, sizeof(UA_DataSetFieldConfig));

(continues on next page)

112 Chapter 4. Tutorials




open62541 Documentation, Release 1.3.4

(continued from previous page)

repeatedCounterData[iterator] = UA_UInt64_new();
if(!repeatedCounterDatal[iterator]) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER,
"PublishRepeatedCounter - Bad out of memory");
return;

3

*“repeatedCounterData[iterator] = 0;
repeatedDataValueRT[iterator] = UA_DataValue_new();
if(!repeatedDataValueRT[iterator]) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER,
"PublishRepeatedCounterDataValue - Bad out of memory");
return;

3

UA_Variant_setScalar(&repeatedDataValueRT[iterator]->value,..
—.repeatedCounterData[iterator],
QUA_TYPES[UA_TYPES_UINT64]);
repeatedDataValueRT[iterator]->hasValue = true;

/* Set the value backend of the above create node to 'external value source' */
UA_ValueBackend valueBackend;
valueBackend.backendType = UA_VALUEBACKENDTYPE_EXTERNAL;
valueBackend.backend.external.value = &repeatedDataValueRT[iterator];
valueBackend.backend.external.callback.userWrite = externalDataWriteCallback;
valueBackend.backend.external.callback.notificationRead =.
—.externalDataReadNotificationCallback;
UA_Server_setVariableNode_valueBackend(server, UA_NODEID_NUMERIC(1, (UA_
- UInt32)iterator+10000), valueBackend);

/* setup RT DataSetField config */
dataSetFieldConfig.field.variable.rtValueSource.rtInformationModelNode = true;
dataSetFieldConfig.field.variable.publishParameters.

publishedVariable = UA_NODEID_NUMERIC(1, (UA_UInt32)iterator+10000);

UA_Server_addDataSetField(server, publishedDataSetIdent, &dataSetFieldConfig, &
—dataSetFieldIdentl);

}

UA_NodeId dataSetFieldIdent;
UA_DataSetFieldConfig dsfConfig;
memset (&dsfConfig, 0, sizeof(UA_DataSetFieldConfig));

pubCounterData = UA_UInt64_new();
if(!pubCounterData) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER,
"PublishCounter - Bad out of memory");
return;

}

“pubCounterData = 0;
pubDataValueRT = UA_DataValue_new();
if(!pubDataValueRT) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER,
"PublishDataValue - Bad out of memory");
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return;

}

UA_Variant_setScalar(&pubDataValueRT->value, pubCounterData,
QUA_TYPES[UA_TYPES_UINT64]) ;
pubDataValueRT->hasValue = true;

/* Set the value backend of the above create node to 'external value source' */
UA_ValueBackend valueBackend;
valueBackend.backendType = UA_VALUEBACKENDTYPE_EXTERNAL;
valueBackend.backend.external.value = &pubDataValueRT;
valueBackend.backend.external.callback.userWrite = externalDataWriteCallback;
valueBackend.backend.external.callback.notificationRead =._
—,externalDataReadNotificationCallback;
UA_Server_setVariableNode_valueBackend(server, pubNodeID, valueBackend);

/* setup RT DataSetField config */
dsfConfig.field.variable.rtValueSource.rtInformationModelNode = true;
dsfConfig.field.variable.publishParameters.publishedVariable = pubNodeID;

UA_Server_addDataSetField(server, publishedDataSetIdent, &dsfConfig, &
—dataSetFieldIdent);
}

/% WriterGroup handling */
static void
addWriterGroup (UA_Server *server) {
UA_liriterGroupConfig writerGroupConfig;
memset (&writerGroupConfig, 0, sizeof(UA_WriterGroupConfig));

writerGroupConfig.name = UA_STRING('Demo.,
<WriterGroup");

writerGroupConfig.publishingInterval = cycleTimeInlMsec;

writerGroupConfig.enabled = false;

writerGroupConfig.encodingMimeType = UA_PUBSUB_ENCODING_UADP;

writerGroupConfig.writerGroupId = WRITER_GROUP_ID;

writerGroupConfig.rtLevel = UA_PUBSUB_RT_FIXED_SIZE;

writerGroupConfig.pubsubManagerCallback.addCustomCallback =
—~addPubSubApplicationCallback;

writerGroupConfig.pubsubManagerCallback.changeCustomCallback =
—.changePubSubApplicationCallback;

writerGroupConfig.pubsubManagerCallback.removeCustomCallback =
—.removePubSubApplicationCallback;

writerGroupConfig.messageSettings.encoding = UA_EXTENSIONOBJECT_
—.DECODED;
writerGroupConfig.messageSettings.content.decoded. type
—,UADPWRITERGROUPMESSAGEDATATYPE] ;
/* The configuration flags for the messages are encapsulated inside the
* message- and transport settings extension objects. These extension
* objects are defined by the standard. e.g.
* Uadpliri terGroupMessageDataType */
UA_UadpWriterGroupMessageDataType *writerGroupMessage = UA
—,UadpWriterGroupMessageDataType_new() ;
/* Change message settings of writerGroup to send Publisherld,
* WriterGroupId in GroupHeader and DataSetWriterId in PayloadHeader
* of NetworkMessage */

&UA_TYPES[UA_TYPES_
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writerGroupMessage->networkMessageContentMask =
(UA_UadpNetworkMessageContentMask) (UA_UADPNETWORKMESSAGECONTENTMASK _
—-PUBLISHERID |
(UA_UadpNetworkMessageContentMask)UA_UADPNETWORKMESSAGECONTENTMASK _
-~GROUPHEADER |
(UA_UadpNetworkMessageContentMask)UA_UADPNETWORKMESSAGECONTENTMASK_
—WRITERGROUPID |
(UA_UadpNetworkMessageContentMask)UA_UADPNETWORKMESSAGECONTENTMASK_
—-PAYLOADHEADER) ;
writerGroupConfig.messageSettings.content.decoded.data = writerGroupMessage;
UA_Server_addWriterGroup(server, connectionIdent, &writerGroupConfig, &
—writerGroupIdent);
UA_Server_setWriterGroupOperational (server, writerGroupIdent);
UA_UadpWriterGroupMessageDataType_delete(writerGroupMessage) ;

/* DataSetWriter handling */

static void

addDataSetWriter (UA_Server *server) {
UA_NodeId dataSetWriterIdent;
UA_DataSetlWriterConfig dataSetWriterConfig;
memset (&dataSetWriterConfig, 0, sizeof(UA_DataSetWriterConfig));
dataSetWriterConfig.name UA_STRING("Demo DataSetWriter");
dataSetWriterConfig.dataSetWriterId = DATA_SET_WRITER_ID;
dataSetWriterConfig.keyFrameCount 10;
UA_Server_addDataSetWriter(server, writerGroupIdent, publishedDataSetIdent,

&dataSetWriterConfig, &dataSetWriterIdent);

}
#endif

4.15.7 Published data handling

The published data is updated in the array using this function.

#if defined (PUBLISHER)
static void
updateMeasurementsPublisher(struct timespec start_time,
UA_UInt64 counterValue) {
if (measurementsPublisher >= MAX_MEASUREMENTS) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_SERVER,
"Publisher: Maximum log measurements reached - Closing the.

—application");

signalTerm = true;

return;
1
if(consolePrint)
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND, "Pub:%1d,%1d.%091d\n",
counterValue, start_time.tv_sec, start_time.tv_nsec);
if(signalTerm != true){
publishTimestamp[measurementsPublisher] = start_time;
publishCounterValue[measurementsPublisher] = counterValue;
measurementsPublisher++;
}

(continues on next page)
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}
#endif

#1f defined(SUBSCRIBER)

4.15.8 Subscribed data handling

The subscribed data is updated in the array using this function Subscribed data handling.

static void
updateMeasurementsSubscriber(struct timespec receive_time, UA_UInt64 counterValue) {
if (measurementsSubscriber >= MAX_MEASUREMENTS) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_SERVER,
"Subscriber: Maximum log measurements reached - Closing the.
—application");
signalTerm = true;

return;

}
if(consolePrint)

UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Sub:%1d,%1d.%091d\n", counterValue,
receive_time.tv_sec, receive_time.tv_nsec);

if(signalTerm != true){

subscribeTimestamp [measurementsSubscriber] = receive_time;

subscribeCounterValue[measurementsSubscriber] = counterValue;

measurementsSubscriber++;
}
3
#endif

4.15.9 Publisher thread routine

This is the Publisher thread that sleeps for 60% of the cycletime (250us) and prepares the tranmission packet
within 40% of cycletime. The priority of this thread is lower than the priority of the Subscriber thread, so the
subscriber thread executes first during every cycle. The data published by this thread in one cycle is subscribed by
the subscriber thread of pubsub_TSN_loopback in the next cycle (two cycle timing model).

The publisherETF function is the routine used by the publisher thread.

void *

publisherETF(void *arg) {
struct timespec nextnanosleeptime;
UA_ServerCallback pubCallback;

UA_Server® server;

UA_WriterGroup* currentWriterGroup; // TODO: Remove WriterGroup Usage
UA_UInt64 interval_ns;

UA_UInt64 transmission_time;

/% Initialise value for nextnanosleeptime timespec */
nextnanosleeptime.tv_nsec =0;

threadArg *“threadArgumentsPublisher (threadArg *)arg;

server = threadArgumentsPublisher->server;

(continues on next page)
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pubCallback = threadArgumentsPublisher->callback;

currentWriterGroup = (UA_WriterGroup *)threadArgumentsPublisher->
—data;

interval_ns = (UA_UInt64) (threadArgumentsPublisher->

—interval_ms * MILLI_SECONDS);

/* Verify whether baseTime has already been calculated */

if(!baseTimeCalculated) {
/* Get current time and compute the next nanosleeptime */
clock_gettime (CLOCKID, &threadBaseTime);
/* Variable to nano Sleep until SECONDS_SLEEP second boundary */
threadBaseTime.tv_sec += SECONDS_SLEEP;
threadBaseTime.tv_nsec = 0;
baseTimeCalculated = true;

nextnanosleeptime.tv_sec = threadBaseTime.tv_sec;
/* Modify the nanosecond field to wake up at the pubWakeUp percentage */
nextnanosleeptime.tv_nsec = threadBaseTime.tv_nsec +

(__syscall_slong_t) (cycleTimeInMsec * MILLI_SECONDS * pubWakeupPercentage);
nanoSecondFieldConversion(&nextnanosleeptime) ;

/* Define Ethernet ETF transport settings */
UA_EthernetWriterGroupTransportDataType ethernettransportSettings;
memset (&ethernettransportSettings, 0, sizeof(UA_
—EthernetWriterGroupTransportDataType));
ethernettransportSettings.transmission_time = 0;

/* Encapsulate ETF config in transportSettings */

UA_ExtensionObject transportSettings;

memset (&transportSettings, 0, sizeof(UA_ExtensionObject));

/% TODO: transportSettings encoding and type to be defined */

transportSettings.content.decoded.data = &ethernettransportSettings;

currentliriterGroup->config.transportSettings = transportSettings;

UA_UInt64 roundOffCycleTime = (UA_UInt64)

((cycleTimeInMsec * MILLI_SECONDS) - (cycleTimeInMsec * MILLI_SECONDS *.

—.pubWakeupPercentage)) ;

while(*runningPub) {

/* The Publisher threads wakes up at the configured publisher wake up
* percentage (60%) of each cycle */

clock_nanosleep (CLOCKID, TIMER_ABSTIME, &nextnanosleeptime, NULL);

/* Whenever Ctrl + C pressed, publish running boolean as false to stop
* the subscriber before terminating the application */

if(signalTerm == true)

*runningPub = false;

/* Calculation of transmission time using the configured qbv offset by
* the user - Will be handled by publishingOffset in the future */
transmission_time = ((UA_UInt64)nextnanosleeptime.tv_sec * SECONDS +
(UA_UInt64)nextnanosleeptime.tv_nsec) +
roundOffCycleTime + (UA_UInt64) (qgbvOffset * 1000);
ethernettransportSettings.transmission_time = transmission_time;
/* Publish the data using the pubcallback - UA_WriterGroup_publishCallback().
* Start publishing when pubCounterData is greater than 1. */
if (*pubCounterData > 0)
pubCallback(server, currentWriterGroup);

(continues on next page)

4.15. Realtime Loopback Example 117




open62541 Documentation, Release 1.3.4

(continued from previous page)

/* Calculation of the next wake up time by adding the interval with the
* previous wake up time */

nextnanosleeptime.tv_nsec += (__syscall_slong_t)interval_ns;

nanoSecondFieldConversion(&nextnanosleeptime);

}

UA_free(threadArgumentsPublisher);
sleep(l);
runningServer = false;
return NULL;
3

#1f defined (SUBSCRIBER)

4.15.10 Subscriber thread routine

This Subscriber thread will wakeup during the start of cycle at 250us interval and check if the packets are received.
Subscriber thread has the highest priority. This Subscriber thread subscribes to the data published by the Publisher
thread of pubsub_TSN_loopback in the previous cycle. The subscriber function is the routine used by the subscriber
thread.

void *subscriber(void *arg) {
UA_Server* server;
void* currentReaderGroup;
UA_ServerCallback subCallback;
struct timespec nextnanosleeptimeSub;
UA_UInt64 subInterval_ns;

threadArg *“threadArgumentsSubscriber = (threadArg *)arg;
server = threadArgumentsSubscriber->server;

subCallback = threadArgumentsSubscriber->callback;

currentReaderGroup = threadArgumentsSubscriber->data;

subInterval_ns = (UA_UInt64) (threadArgumentsSubscriber->interval_ms * MILLI_
—~SECONDS) ;

/* Verify whether baseTime has already been calculated */
if(!baseTimeCalculated) {
/* Get current time and compute the next nanosleeptime */
clock_gettime (CLOCKID, &threadBaseTime);
/* Variable to nano Sleep until SECONDS_SLEEP second boundary */
threadBaseTime.tv_sec += SECONDS_SLEEP;
threadBaseTime.tv_nsec = 0;
baseTimeCalculated = true;

}

nextnanosleeptimeSub.tv_sec = threadBaseTime.tv_sec;
/* Modify the nanosecond field to wake up at the subWakeUp percentage */
nextnanosleeptimeSub.tv_nsec = threadBaseTime.tv_nsec +

(__syscall_slong_t) (cycleTimeInMsec * MILLI_SECONDS * subWakeupPercentage);
nanoSecondFieldConversion(&nextnanosleeptimeSub) ;
while(*runningSub) {

/* The Subscriber threads wakes up at the configured subscriber wake up

* percentage (0%) of each cycle */
clock_nanosleep(CLOCKID, TIMER_ABSTIME, &nextnanosleeptimeSub, NULL);

(continues on next page)
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/* Receive and process the incoming data using the subcallback -
UA_ReaderGroup_subscribeCallback() */
subCallback(server, currentReaderGroup);
/% Calculation of the next wake up time by adding the interval with the
* previous wake up time */
nextnanosleeptimeSub.tv_nsec += (__syscall_slong_t)subInterval_ns;
nanoSecondFieldConversion(&extnanosleeptimeSub) ;

/* Whenever Ctrl + C pressed, modify the runningSub boolean to false to
* end this while loop */
if(signalTerm == true)
*runningSub = false;

}

/% While ctrl+c is provided in publisher side then loopback application
* need to be closed by after sending *running=0 for subscriber T8 */
if (*runningSub == false)
signalTerm = true;

UA_free(threadArgumentsSubscriber);
return NULL;

}
#endif

#1if defined (PUBLISHER) || defined(SUBSCRIBER)

4.15.11 UserApplication thread routine

The userapplication thread will wakeup at 30% of cycle time and handles the userdata(read and write in Information
Model). This thread serves the purpose of a Control loop, which is used to increment the counterdata to be published
by the Publisher thread and read the data from Information Model for the Subscriber thread and writes the updated
counterdata in distinct csv files for both threads.

void *userApplicationPubSub(void *arg) {
struct timespec nextnanosleeptimeUserApplication;
/* Verify whether baseTime has already been calculated */
if(!'baseTimeCalculated) {
/* Get current time and compute the next nanosleeptime */
clock_gettime (CLOCKID, &threadBaseTime);
/* Variable to nano Sleep until SECONDS_SLEEP second boundary */
threadBaseTime.tv_sec += SECONDS_SLEEP;
threadBaseTime.tv_nsec = 0;
baseTimeCalculated = true;

}

nextnanosleeptimeUserApplication.tv_sec = threadBaseTime.tv_sec;
/* Modify the nanosecond field to wake up at the userAppWakeUp percentage */
nextnanosleeptimeUserApplication.tv_nsec = threadBaseTime.tv_nsec +
(__syscall_slong_t) (cycleTimeInMsec * MILLI_SECONDS *.
—.userAppWakeupPercentage) ;
nanoSecondFieldConversion(&extnanosleeptimeUserApplication);

while(*runningSub || *runningPub) {
/* The User application threads wakes up at the configured userApp wake
* up percentage (30%) of each cycle */

(continues on next page)
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clock_nanosleep(CLOCKID, TIMER_ABSTIME, &nextnanosleeptimeUserApplication,.
<NULL) ;
#if defined (SUBSCRIBER)
/% Get the time - T4, time where subscribed varibles are read from the
* Information model. At this point, the packet will be already
* subscribed and written into the Information model. As this
* application uses FPM, we do not require explicit call of
* UA_Server_read() to read the subscribed value from the Information
* model. Hence, we take subscribed T4 time here */
clock_gettime (CLOCKID, &dataReceiveTime);
#endif

#1f defined (PUBLISHER)
/* Pass the received subscribed values to publish variables
* subCounterData value to pubCounter data repeatedSubCounter data
* values to repeatedPubCounter data */
*pubCounterData = *subCounterData;
for(UA_Int32 iterator = 0; iterator < REPEATED_NODECOUNTS; iterator++)
“repeatedCounterData[iterator] = *subRepeatedCounterData[iterator];

/% Get the time - T5, time where the values of the subsribed data were
* copied to the publisher counter variables */
clock_gettime (CLOCKID, &dataModificationTime);
#endif

/* Update the T4, T5 time with the counter data in the user defined
* publisher and subscriber arrays */
if(enableCsvLog || consolePrint) {
#1f defined (SUBSCRIBER)
if(*subCounterData > 0)
updateMeasurementsSubscriber (dataReceiveTime, *subCounterData);
#endif

#1if defined (PUBLISHER)
if (*pubCounterData > 0)
updateMeasurementsPublisher(dataModificationTime, *pubCounterData);
#endif
}

/* Calculation of the next wake up time by adding the interval with the
* previous wake up time */
nextnanosleeptimeUserApplication.tv_nsec +=
(__syscall_slong_t) (cycleTimeInMsec * MILLI_SECONDS);
nanoSecondFieldConversion(&nextnanosleeptimeUserApplication);

3

return NULL;
}
#endif
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4.15.12 Thread creation

The threadcreation functionality creates thread with given threadpriority, coreaffinity. The function returns the
threadID of the newly created thread.

static pthread_t
threadCreation(UA_Int16 threadPriority, size_t coreAffinity, void *(*thread) (void *),
char *applicationName, void *serverConfig) {
/* Core affinity set */

cpu_set_t cpuset;

pthread_t threadID;

struct sched_param schedParam;

UA_Int32 returnValue =0;
UA_Int32 errorSetAffinity =0;

/* Return the ID for thread */
threadID = pthread_self();
schedParam. sched_priority = threadPriority;
returnValue = pthread_setschedparam(threadID, SCHED_FIFO, &schedParam);
if(returnvalue !'= 0) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND, "pthread_setschedparam:..
—failed\n");
exit(1l);
}

UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"\npthread_setschedparam:%s Thread priority is %d \n",
applicationName, schedParam.sched_priority);
CPU_ZERO(&cpuset) ;
CPU_SET(coreAffinity, &cpuset);
errorSetAffinity = pthread_setaffinity_np(threadID, sizeof(cpu_set_t), &cpuset);
if(errorSetAffinity) {
fprintf(stderr, "pthread_setaffinity np: %s\n", strerror(errorSetAffinity));
exit(1l);
}

returnValue = pthread_create(&threadID, NULL, thread, serverConfig);
if(returnvValue != 0)
UA_LOG_WARNING(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
":%s Cannot create thread\n", applicationName);

if(CPU_ISSET(coreAffinity, &cpuset))
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"%s CPU CORE: %1d\n", applicationName, coreAffinity);

return threadID;
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4.15.13 Creation of nodes

The addServerNodes function is used to create the publisher and subscriber nodes.

static void addServerNodes(UA_Server *server) {
UA_NodeId objectId;
UA_NodeId newNodeId;
UA_ObjectAttributes object
object.displayName
=");
UA_Server_addObjectNode(server, UA_NODEID_NULL,
UA_NODEID_NUMERIC(O, UA_NSOID_OBJECTSFOLDER),
UA_NODEID_NUMERIC(O, UA_NSOID_ORGANIZES),
UA_QUALIFIEDNAME(1, "Counter Object"), UA_NODEID_NULL,
object, NULL, &objectId);
UA_VariableAttributes publisherAttr = UA_VariableAttributes_default;

UA_ObjectAttributes_default;
UA_LOCALIZEDTEXT("en-US", "Counter Object

UA_UInt64 publishValue = 0;

publisherAttr.accessLevel = UA_ACCESSLEVELMASK_READ | UA_
—ACCESSLEVELMASK_WRITE;

publisherAttr.dataType = UA_TYPES[UA_TYPES_UINT64] . typeld;

UA_Variant_setScalar(&publisherAttr.value, &publishValue, &UA_TYPES[UA_TYPES_
—UINT64]);
publisherAttr.displayName
—Counter");
newNodeId = UA_NODEID_STRING(1, "PublisherCounter");
UA_Server_addVariableNode(server, newNodeId, objectId,
UA_NODEID_NUMERIC(®, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(1, "Publisher Counter"),
UA_NODEID_NULL, publisherAttr, NULL, &pubNodeID);
UA_VariableAttributes subscriberAttr = UA_VariableAttributes_default;
UA_UInt64 subscribeValue =0;
subscriberAttr.accessLevel UA_ACCESSLEVELMASK_READ | UA_
—ACCESSLEVELMASK_WRITE;
subscriberAttr.dataType = UA_TYPES[UA_TYPES_UINT64] . typeld;
UA_Variant_setScalar(&subscriberAttr.value, &subscribeValue, &QUA_TYPES[UA_TYPES_
- UINT64]);

UA_LOCALIZEDTEXT("en-US", "Publisher.,

subscriberAttr.displayName = UA_LOCALIZEDTEXT("en-US", "Subscriber.
—Counter");
newNodeId = UA_NODEID_STRING(1, "SubscriberCounter™);

UA_Server_addVariableNode(server, newNodeId, objectId,
UA_NODEID_NUMERIC(®, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(1, "Subscriber Counter"),
UA_NODEID_NULL, subscriberAttr, NULL, &subNodeID);

for(UA_Int32 iterator = 0; iterator < REPEATED_NODECOUNTS; iterator++) {
UA_VariableAttributes repeatedNodePub = UA_VariableAttributes_default;
UA_UInt64 repeatedPublishValue =0;
repeatedNodePub.accessLevel UA_ACCESSLEVELMASK_READ | UA_
—ACCESSLEVELMASK_WRITE;
repeatedNodePub.dataType UA_TYPES[UA_TYPES_UINT64] . typeld;
UA_Variant_setScalar(&repeatedNodePub.value, &repeatedPublishValue, &UA_
—TYPES[UA_TYPES_UINT64]);
repeatedNodePub.displayName
—RepeatedCounter");
newNodeId
- UInt32)iterator+10000);
UA_Server_addVariableNode(server, newNodeId, objectId,

UA_LOCALIZEDTEXT("en-US", "Publisher.,

UA_NODEID_NUMERIC(1, (UA_
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UA_NODEID_NUMERIC(O, UA_NSOID_HASCOMPONENT),

UA_QUALIFIEDNAME(1, "Publisher RepeatedCounter"),

UA_NODEID_NULL, repeatedNodePub, NULL, &
—pubRepeatedCountNodeID) ;

3
UA_VariableAttributes runningStatusPub = UA_VariableAttributes_default;
UA_Boolean runningPubStatus =0;

UA_ACCESSLEVELMASK_READ | UA_

runningStatusPub.accessLevel
—ACCESSLEVELMASK_WRITE;

UA_Variant_setScalar(&runningStatusPub.value, &runningPubStatus, &UA_TYPES[UA_
. TYPES_BOOLEAN]) ;

runningStatusPub.displayName

UA_LOCALIZEDTEXT("en-US", "RunningStatus.

—Pub");
runningStatusPub.dataType = UA_TYPES[UA_TYPES_BOOLEAN] . typeId;
newNodeId = UA_NODEID_NUMERIC(1, (UA_UInt32)20000);

UA_Server_addVariableNode(server, newNodeId, objectId,
UA_NODEID_NUMERIC(®, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(1, "RunningStatus Pub"),
UA_NODEID_NULL, runningStatusPub, NULL, &
—runningPubStatusNodeID) ;

for(UA_Int32 iterator = 0; iterator < REPEATED_NODECOUNTS; iterator++) {
UA_VariableAttributes repeatedNodeSub = UA_VariableAttributes_default;
UA_DateTime repeatedSubscribeValue;
UA_Variant_setScalar(&repeatedNodeSub.value, &repeatedSubscribeValue, &UA_
. TYPES[UA_TYPES_UINT64]);
repeatedNodeSub.accessLevel
—ACCESSLEVELMASK_WRITE;
repeatedNodeSub.dataType = UA_TYPES[UA_TYPES_UINT64].typeld;
repeatedNodeSub.displayName UA_LOCALIZEDTEXT("en-US", "Subscriber.,
—RepeatedCounter");
newNodeId
. UInt32)iterator+50000);
UA_Server_addVariableNode(server, newNodeld, objectId,
UA_NODEID_NUMERIC(O, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(1, "Subscriber RepeatedCounter'),
UA_NODEID_NULL, repeatedNodeSub, NULL, &

UA_ACCESSLEVELMASK_READ | UA_

UA_NODEID_NUMERIC(1, (UA_

—»subRepeatedCountNodeID) ;
}
UA_VariableAttributes runningStatusSubscriber = UA_VariableAttributes_default;
UA_Boolean runningSubStatusValue 0;
runningStatusSubscriber.accessLevel = UA_ACCESSLEVELMASK_READ | UA_
—.ACCESSLEVELMASK_WRITE;
UA_Variant_setScalar(&runningStatusSubscriber.value, &runningSubStatusValue, &UA_
. TYPES[UA_TYPES_BOOLEAN]) ;
runningStatusSubscriber.displayName
—"RunningStatus Sub");
runningStatusSubscriber.dataType UA_TYPES[UA_TYPES_BOOLEAN] . typeld;
newNodeId = UA_NODEID_NUMERIC(1, (UA_
- UInt32)30000);
UA_Server_addVariableNode(server, newNodeId, objectId,
UA_NODEID_NUMERIC(®, UA_NSOID_HASCOMPONENT),
UA_QUALIFIEDNAME(1, "RunningStatus Sub"),
UA_NODEID_NULL, runningStatusSubscriber, NULL, &

UA_LOCALIZEDTEXT("en-US",

—runningSubStatusNodeID) ;

}
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4.15.14 Deletion of nodes

The removeServerNodes function is used to delete the publisher and subscriber nodes.

s N

static void removeServerNodes(UA_Server *server) {

/* Delete the Publisher Counter Node*/

UA_Server_deleteNode(server, pubNodeID, true);

UA_NodeId_clear (&pubNodeID) ;

for(UA_Int32 iterator = 0; iterator < REPEATED_NODECOUNTS; iterator++) {
UA_Server_deleteNode(server, pubRepeatedCountNodeID, true);
UA_NodeId_clear(&pubRepeatedCountNodeID) ;

}

UA_Server_deleteNode(server, runningPubStatusNodeID, true);

UA_NodeId_clear (&runningPubStatusNodeID);

UA_Server_deleteNode(server, subNodeID, true);

UA_NodeId_clear(&subNodeID);

for(UA_Int32 iterator = 0; iterator < REPEATED_NODECOUNTS; iterator++) {
UA_Server_deleteNode(server, subRepeatedCountNodeID, true);
UA_NodelId_clear(&subRepeatedCountNodeID) ;

}

UA_Server_deleteNode(server, runningSubStatusNodeID, true);

UA_NodeId_clear(&runningSubStatusNodeID) ;

4.15.15 Usage function

The usage function gives the information to run the application.

./bin/examples/pubsub_TSN_loopback -interface <ethernet_interface> runs the
application.

For more options, use ./bin/examples/pubsub_TSN_loopback -h.

static void usage(char *appname) {

fprintf(stderr,
"“\n"
"usage: %s [options]\n"
"“\n"
" -interface [name] Use network interface 'name'\n"

-cycleTimeInMsec [num] Cycle time in milli seconds (default %1f)\n"
" -socketPriority [num] Set publisher SO_PRIORITY to (default %d)\n"

" -pubPriority [num] Publisher thread priority value (default %d)\n"

" -subPriority [num] Subscriber thread priority value (default %d)\n"

" -—userAppPriority [num] User application thread priority value (default %d)\
—n'"

" -pubCore [num] Run on CPU for publisher (default %d)\n"

" —subCore [num] Run on CPU for subscriber (default %d)\n"

" -userAppCore [num] Run on CPU for userApplication (default %d)\n"

-pubMacAddress [name] Publisher Mac address (default %s - where 8 is the..
—VLAN ID and 3 is the PCP)\n"

" -subMacAddress [name] Subscriber Mac address (default %s - where 8 is the.
—VLAN ID and 3 is the PCP)\n"

" -qbvOffset [num] QBV offset value (default %d)\n"
" -disableSoTxtime Do not use SO_TXTIME\n"
" -enableCsvLog Experimental: To log the data in csv files. Support.

—up to 1 million samples\n"
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-enableconsolePrint Experimental: To print the data in console output..
—Support for higher cycle time\n"

" -enableBlockingSocket Run application with blocking socket option. While.,
—using blocking socket option need to\n"

" run both the Publisher and Loopback application..
—Otherwise application will not terminate.\n"

" -enableXdpSubscribe Enable XDP feature for subscriber. XDP_COPY and XDP_
—FLAGS_SKB_MODE is used by default. Not recommended to be enabled along with.,
—blocking socket.\n"

" -xdpQueue [num] XDP queue value (default %d)\n"
" -xdpFlagDrvMode Use XDP in DRV mode\n"
" -xdpBindFlagZeroCopy Use Zero-Copy mode in XDP\n"

"\n",
appname, DEFAULT_CYCLE_TIME, DEFAULT_SOCKET_PRIORITY, DEFAULT_PUB_SCHED_
—PRIORITY, \
DEFAULT_SUB_SCHED_PRIORITY, DEFAULT_USERAPPLICATION_SCHED_PRIORITY, \
DEFAULT_PUB_CORE, DEFAULT_SUB_CORE, DEFAULT_USER_APP_CORE, \
DEFAULT_PUBLISHING_MAC_ADDRESS, DEFAULT_SUBSCRIBING_MAC_ADDRESS, DEFAULT_QBV_
—.OFFSET, DEFAULT_XDP_QUEUE);
}

.

4.15.16 Main Server

The main function contains publisher and subscriber threads running in parallel.

int main(int argc, char **argv) {
signal (SIGINT, stopHandler);
signal (SIGTERM, stopHandler);

UA_Int32 returnValue =0;

UA_StatusCode retval = UA_STATUSCODE_GOOD;
UA_Server “server = UA_Server_new();
UA_ServerConfig *config = UA_Server_getConfig(server);
char *interface = NULL;

UA_Int32 argInputs =0;

UA_Int32 long_index = 0;

char *progname;

pthread_t userThreadID;

/* Process the command line arguments */
progname = strrchr(argv[0], '/');
progname = progname ? 1 + progname : argv[0];

static struct option long_options[] = {

{"interface", required_argument, 0, 'a'},
{"cycleTimeInMsec", required_argument, 0, 'b'},
{"socketPriority", required_argument, 0O, 'c'},
{"pubPriority", required_argument, 0, 'd'},
{"subPriority", required_argument, 0, 'e'},
{"userAppPriority", required_argument, 0, 'f'},
{"pubCore", required_argument, 0, 'g'},
{"subCore", required_argument, O, 'h'},
{"userAppCore", required_argument, 0O, 'i'},
{"pubMacAddress", required_argument, 0, 'j'},
{"subMacAddress", required_argument, 0, 'k'},

(continues on next page)
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{"gbvOffset", required_argument, O,
{"disableSoTxtime", no_argument, 0,
{"enableCsvLog", no_argument, 0,
{"enableconsolePrint", no_argument, 0,
{"enableBlockingSocket", no_argument, 0,
{"xdpQueue", required_argument, O,
{"xdpFlagDrvMode", no_argument, 0,
{"xdpBindFlagZeroCopy", no_argument, 0,
{"enableXdpSubscribe", no_argument, 0,
{"help", no_argument, 0,
{0, 0, 0,

b
while((argInputs = getopt_long_only(argc, argv,"",
—-1) {
switch(argInputs) {

case 'a':
interface = optarg;
break;

case 'b':
cycleTimeInMsec = atof(optarg);
break;

case 'c':
socketPriority = atoi(optarg);
break;

case 'd':
pubPriority = atoi(optarg);
break;

case 'e':
subPriority = atoi(optarg);
break;

case 'f':
userAppPriority = atoi(optarg);
break;

case 'g':
pubCore = atoi(optarg);
break;

case 'h':
subCore = atoi(optarg);
break;

case 'i':
userAppCore = atoi(optarg);
break;

case 'j':
pubMacAddress = optarg;
break;

case 'k':
subMacAddress
break;

case 'l':
gbvOffset = atoi(optarg);
break;

case 'm':
disableSoTxtime = false;
break;

case 'n':

optarg;

(continued from previous page)
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enableCsvLog = true;
break;
case 'o':
consolePrint = true;
break;
case 'p':
/* TODO: Application need to be exited independently */
enableBlockingSocket = true;
break;
case 'q':
xdpQueue = (UA_UInt32)atoi(optarg);
break;
case 'r':
xdpFlag = XDP_FLAGS_DRV_MODE;
break;
case 's':
xdpBindFlag = XDP_ZEROCOPY;
break;
case 't':
enableXdpSubscribe = true;
break;
case 'u':
usage (progname) ;
return -1;
case '?':
usage (progname) ;
return -1;

}

if(!interface) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER,
"Need a network interface to run");
usage (progname) ;
return -1;

}

if(cycleTimeInMsec < 0.125) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER,
"%f Bad cycle time", cycleTimeInlMsec);
usage (progname) ;
return -1;

}

if(enableBlockingSocket == true) {
if(enableXdpSubscribe == true) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER,
"Cannot enable blocking socket and xdp at the same time");
usage (progname) ;
return -1;

}

if(xdpFlag == XDP_FLAGS_DRV_MODE || xdpBindFlag == XDP_ZEROCOPY) {
if (enableXdpSubscribe == false)
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_SERVER,

(continues on next page)
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"Flag enableXdpSubscribe is false, running application.
—without XDP");
}

UA_ServerConfig_setMinimal (config, PORT_NUMBER, NULL);

#1if defined (PUBLISHER)
UA_NetworkAddressUrlDataType networkAddressUrlPub;
#endif

#1f defined (SUBSCRIBER)
UA_NetworkAddressUrlDataType networkAddressUrlSub;
#endif

#1f defined (PUBLISHER)
networkAddressUrlPub.networkInterface = UA_STRING(interface);
networkAddressUrlPub.url UA_STRING(pubMacAddress) ;

#endif

#1if defined(SUBSCRIBER)
networkAddressUrlSub.networkInterface = UA_STRING(interface);
networkAddressUrlSub.url UA_STRING(subMacAddress) ;

#endif

#1f defined (PUBLISHER)
if(enableCsvlog)

fpPublisher = fopen(filePublishedData, "w");
#endif

#1if defined(SUBSCRIBER)
if(enableCsvLog)

fpSubscriber = fopen(fileSubscribedData, "w");
#endif

/* It is possible to use multiple PubSubTransportlayers on runtime.
* The correct factory is selected on runtime by the standard defined
* PubSub TransportProfileUri's. */
#1if defined (PUBLISHER)
UA_ServerConfig_addPubSubTransportLayer(config, UA_
—PubSubTransportLayerEthernet());
#endif

/* Server is the new OPCUA model which has both publisher and subscriber
* configuration. Add axis node and OPCUA pubsub client server counter
* nodes. */

addServerNodes(server) ;

#if defined (PUBLISHER)
addPubSubConnection(server, &networkAddressUrlPub);
addPublishedDataSet (server);
addDataSetField(server);
addWiriterGroup(server) ;
addDataSetWriter(server);
UA_Server_freezeWriterGroupConfiguration(server, writerGroupIdent);
#endif

(continues on next page)

128 Chapter 4. Tutorials




open62541 Documentation, Release 1.3.4

(continued from previous page)

#1f defined (PUBLISHER) && defined(SUBSCRIBER)
UA_ServerConfig_addPubSubTransportLayer(config, UA_

—PubSubTransportLayerEthernet());

#endif

#1f defined(SUBSCRIBER) && !defined(PUBLISHER)
UA_ServerConfig_addPubSubTransportLayer(config, UA_

—PubSubTransportLayerEthernet());

#endif

#1if defined (SUBSCRIBER)
addPubSubConnectionSubscriber(server, &networkAddressUrlSub);
addReaderGroup(server) ;
addDataSetReader(server);
UA_Server_freezeReaderGroupConfiguration(server, readerGroupIdentifier);
UA_Server_setReaderGroupOperational (server, readerGroupIdentifier);
#endif

serverConfigStruct *serverConfig;

serverConfig = (serverConfigStruct*)UA_
—malloc(sizeof(serverConfigStruct));
serverConfig->ServerRun = server;

#if defined(PUBLISHER) || defined(SUBSCRIBER)
char threadNameUserAppl[22] = "UserApplicationPubSub";
userThreadID = threadCreation((UA_Intl6)userAppPriority,
(size_t)userAppCore, ..
—userApplicationPubSub,
threadNameUserAppl, serverConfig);
#endif

retval |= UA_Server_run(server, &runningServer);

UA_Server_unfreezeReaderGroupConfiguration(server, readerGroupIdentifier);
#1f defined(PUBLISHER) || defined(SUBSCRIBER)

returnValue = pthread_join(userThreadID, NULL);

if(returnValue != 0)

UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"\nPthread Join Failed for User thread:%d\n'", returnValue);

#endif

if(enableCsvLog) {
#1f defined (PUBLISHER)
/* Write the published data in the publisher_T1.csv file */
size_t pubLoopVariable = 0;
for(pubLoopVariable = 0; pubLoopVariable < measurementsPublisher;
pubLoopVariable++) {
fprintf(fpPublisher, "%1d,%ld.%091d\n",
publishCounterValue[pubLoopVariable],
publishTimestamp [pubLoopVariable].tv_sec,
publishTimestamp [pubLoopVariable].tv_nsec);
}
#endif
#1f defined (SUBSCRIBER)
/% Write the subscribed data in the subscriber_T8.csv file */
size_t subLoopVariable = 0;
for(subLoopVariable = 0; subLoopVariable < measurementsSubscriber;
subLoopVariable++) {

(continues on next page)
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fprintf(fpSubscriber, "%1d,%1d.%091d\n",
subscribeCounterValue[subLoopVariable],
subscribeTimestamp [subLoopVariable].tv_sec,
subscribeTimestamp [subLoopVariable].tv_nsec);

#endif
}

#1if defined(PUBLISHER) || defined(SUBSCRIBER)
removeServerNodes (server) ;
UA_Server_delete(server);
UA_free(serverConfig);
#endif
#1f defined (PUBLISHER)
UA_free (runningPub) ;
UA_free(pubCounterData) ;
for(UA_Int32 iterator = 0; iterator < REPEATED_NODECOUNTS; iterator++)
UA_free(repeatedCounterData[iterator]);

/% Free external data source */

UA_free(pubDataValueRT);

UA_free(runningPubDataValueRT);

for(UA_Int32 iterator = 0; iterator < REPEATED_NODECOUNTS; iterator++)
UA_free(repeatedDataValueRT[iterator]);

if(enableCsvLog)
fclose(fpPublisher);
#endif

#1f defined (SUBSCRIBER)
UA_free(runningSub) ;
UA_free(subCounterData) ;
for(UA_Int32 iterator = 0; iterator < REPEATED_NODECOUNTS; iterator++)
UA_free(subRepeatedCounterData[iterator]);

/* Free external data source */

UA_free(subDataValueRT);

UA_free(runningSubDataValueRT);

for(UA_Int32 iterator = 0; iterator < REPEATED_NODECOUNTS; iterator++)
UA_free(subRepeatedDataValueRT[iterator]);

if(enableCsvLog)
fclose(fpSubscriber);
#endif

return (int)retval;
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4.16 Publisher Realtime example using custom nodes

The purpose of this example file is to use the custom nodes of the XML file(pubDataModel.xml) for publisher. This
Publisher example uses the two custom nodes (PublisherCounterVariable and Pressure) created using the XML
file(pubDataModel.xml) for publishing the packet. The pubDataModel.csv will contain the nodeids of custom
nodes(object and variables) and the nodeids of the custom nodes are harcoded inside the addDataSetField API.
This example uses two threads namely the Publisher and UserApplication. The Publisher thread is used to publish
data at every cycle. The UserApplication thread serves the functionality of the Control loop, which increments the
counterdata to be published by the Publisher and also writes the published data in a csv along with transmission
timestamp.

Run steps of the Publisher application as mentioned below:
./bin/examples/pubsub_nodeset_rt_publisher -i <iface>

For more information run . /bin/examples/pubsub_nodeset_rt_publisher -h.

#define _GNU_SOURCE

/* For thread operations */
#include <pthread.h>

#include <open62541/server.h>

#include <open62541/server_config_default.h>
#include <open62541/plugin/log_stdout.h>
#include <open62541/types_generated.h>
#include <open62541/plugin/pubsub_ethernet.h>

#include "ua_pubsub.h"
#include "open62541/namespace_example_publisher_generated.h"

/* to find load of each thread
* ps -L -o pid,pri,%cpu -C pubsub_nodeset_rt_publisher */

/* Configurable Parameters */
/% Cycle time in milliseconds */

#define DEFAULT_CYCLE_TIME 0.25

/* Qbv offset */

#define QBV_OFFSET 25 * 1000

#define DEFAULT_SOCKET_PRIORITY 3

#define PUBLISHER_ID 2234

#define WRITER_GROUP_ID 101

#define DATA_SET _WRITER_ID 62541

#define PUBLISHING_MAC_ADDRESS "opc.eth://01-00-5E-7F-00-
~01:8.3"

#define PORT_NUMBER 62541

/% Non-Configurable Parameters */
/* Milli sec and sec conversion to nano sec */

#define MILLI_SECONDS 1000 * 1000
#define SECONDS 1000 * 1000 * 1000
#define SECONDS_SLEEP 5

#define DEFAULT_PUB_SCHED_PRIORITY 78

#define DEFAULT_PUBSUB_CORE 2

#define DEFAULT_USER_APP_CORE 3

#define MAX_MEASUREMENTS 30000000

#define SECONDS_INCREMENT 1

#define CLOCKID CLOCK_TAI

(continues on next page)
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#define ETH_TRANSPORT_PROFILE "http://opcfoundation.org/
—UA-Profile/Transport/pubsub-eth-uadp"
#define DEFAULT_USERAPPLICATION_SCHED_PRIORITY 75

/* Below mentioned parameters can be provided as input using command line arguments
* If user did not provide the below mentioned parameters as input through command.
—line
* argument then default value will be used */

static UA_Double cycleTimeMsec = DEFAULT_CYCLE_TIME;

static UA_Boolean consolePrint = UA_FALSE;

static UA_Int32 socketPriority = DEFAULT_SOCKET_PRIORITY;

static UA_Int32 pubPriority = DEFAULT_PUB_SCHED_PRIORITY;

static UA_Int32 userAppPriority = DEFAULT_USERAPPLICATION_SCHED_PRIORITY;
static UA_Int32 pubSubCore = DEFAULT_PUBSUB_CORE;

static UA_Int32 userAppCore = DEFAULT_USER_APP_CORE;

static UA_Boolean useSoTxtime = UA_TRUE;

/% User application Pub will wakeup at the 30% of cycle time and handles the */
/% user data write in Information model */

/% First 30% is left for subscriber for future use*/

static UA_Double userAppWakeupPercentage = 0.3;

/* Publisher will sleep for 60% of cycle time and then prepares the */

/* transmission packet within 40% */

/% after some prototyping and analyzing it */

static UA_Double pubWakeupPercentage = 0.6;

static UA_Boolean fileWrite = UA_FALSE;

/% If the Hardcoded publisher MAC addresses need to be changed,
* change PUBLISHING_MAC_ADDRESS

-.'.-/
/* Set server running as true */
UA_Boolean running = UA_TRUE;
UA_UIntl16 nsldx = 0;

/* Variables corresponding to PubSub connection creation,
* published data set and writer group */

UA_NodeId connectionIdent;

UA_NodeId publishedDataSetIdent;

UA_NodeId writerGrouplIdent;

/* Variables for counter data handling in address space */
UA_UInt64 “pubCounterData;

UA_DataValue “pubDataValueRT;

/* Variables for counter data handling in address space */
UA_Double “pressureData;

UA_DataValue “pressureValueRT;

/% File to store the data and timestamps for different traffic */

FILE *fpPublisher;

char *fileName = "publisher_T1.csv";
/* Array to store published counter data */

UA_UInt64 publishCounterValue [MAX_MEASUREMENTS] ;
UA_Double pressureValues[MAX_MEASUREMENTS];
size_t measurementsPublisher = 0;

/* Array to store timestamp */

struct timespec publishTimestamp[MAX_MEASUREMENTS] ;

(continues on next page)
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/* Thread for publisher */
pthread_t pubthreadID;
struct timespec dataModificationTime;

/* Thread for user application®*/
pthread_t userApplicationThreadID;

typedef struct {
UA_Server* ServerRun;
} serverConfigStruct;

/% Structure to define thread parameters */
typedef struct {

UA_Server* server;
void* data;
UA_ServerCallback callback;
UA_Duration interval_ms;
UA_UInt64* callbackId;

} threadArg;

/* Publisher thread routine for ETF */
void *publisherETF(void *arg);
/* User application thread routine */
void *userApplicationPub(void *arg);
/% To create multi-threads */
static pthread_t threadCreation(UA_Int32 threadPriority, UA_Int32 coreAffinity, void.
—*(*thread) (void *),
char *applicationName, void *serverConfig);

/* Stop signal */

static void stopHandler(int sign) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "received ctrl-c");
running = UA_FALSE;

Nanosecond field handling

Nanosecond field in timespec is checked for overflowing and one second is added to seconds field and nanosecond
field is set to zero

while (timeSpecValue->tv_nsec > (SECONDS -1)) {
/* Move to next second and remove it from ns field */
timeSpecValue->tv_sec += SECONDS_INCREMENT;
timeSpecValue->tv_nsec -= SECONDS;

Custom callback handling

Custom callback thread handling overwrites the default timer based callback function with the custom (user-
specified) callback interval.

/% Add a callback for cyclic repetition */

static UA_StatusCode

addPubSubApplicationCallback(UA_Server *server, UA_Nodeld identifier,
UA_ServerCallback callback,

(continues on next page)
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void *data, UA_Double interval_ms,
UA_DateTime *baseTime, UA_TimerPolicy timerPolicy,
UA_UInt64 *callbackId) {

/% Initialize arguments required for the thread to run */

threadArg *“threadArguments = (threadArg *) UA_malloc(sizeof(threadArg));

/% Pass the value required for the threads */

threadArguments->server = server;
threadArguments->data = data;
threadArguments->callback = callback;

threadArguments->interval_ms = interval_ms;

threadArguments->callbackId = callbackId;

/* Create the publisher thread with the required priority and core affinity */

char threadNamePub[10] = "Publisher";

pubthreadID threadCreation(pubPriority, pubSubCore, publisherETF,.
—»threadNamePub, threadArguments);

return UA_STATUSCODE_GOOD;

}

static UA_StatusCode
changePubSubApplicationCallback (UA_Server *server, UA_Nodeld identifier,
UA_UInt64 callbackId, UA_Double interval_ms,
UA_DateTime *baseTime, UA_TimerPolicy timerPolicy) {
/* Callback interval need not be modified as it is thread based implementation.
* The thread uses nanosleep for calculating cycle time and modification in
* nanosleep value changes cycle time */
return UA_STATUSCODE_GOOD;
}

/* Remove the callback added for cyclic repetition */
static void
removePubSubApplicationCallback(UA_Server *server, UA_Nodeld identifier, UA_UInt64.
—callbackId){
if(callbackId && (pthread_join(callbackId, NULL) != 0))
UA_LOG_WARNING(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Pthread Join Failed thread: %1d\n", callbackId);

External data source handling

If the external data source is written over the information model, the externalDataWriteCallback will be triggered.
The user has to take care and assure that the write leads not to synchronization issues and race conditions.

static UA_StatusCode
externalDataWriteCallback(UA_Server “server, const UA_NodeId *sessionId,
void *sessionContext, const UA_NodeId *nodeld,
void *nodeContext, const UA_NumericRange *range,
const UA_DataValue *data){
//node values are updated by using variables in the memory
//UA_Server_write is not used for updating node values.
return UA_STATUSCODE_GOOD;
}

static UA_StatusCode
externalDataReadNotificationCallback(UA_Server *server, const UA_NodeId *sessionId,
void *sessionContext, const UA_NodeId *nodeid,

void *nodeContext, const UA_NumericRange *range) {
(continues on next page)
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//allow read without any preparation
return UA_STATUSCODE_GOOD;

PubSub connection handling

Create a new ConnectionConfig. The addPubSubConnection function takes the config and creates a new connec-
tion. The Connection identifier is copied to the Nodeld parameter.

static void
addPubSubConnection(UA_Server *server, UA_NetworkAddressUrlDataType..
—*networkAddressUrlPub) {
/* Details about the connection configuration and handling are located
* in the pubsub connection tutorial */
UA_PubSubConnectionConfig connectionConfig;
memset (&connectionConfig, 0, sizeof(connectionConfig));
connectionConfig.name
—Connection");

UA_STRING("Publisher,,

connectionConfig.enabled = UA_TRUE;

UA_NetworkAddressUrlDataType networkAddressUrl = *networkAddressUrlPub;

connectionConfig.transportProfileUri = UA_STRING(ETH_TRANSPORT_
—PROFILE);

UA_Variant_setScalar(&connectionConfig.address, &networkAddressUrl,
QUA_TYPES[UA_TYPES_NETWORKADDRESSURLDATATYPE]) ;

connectionConfig.publisherId.numeric = PUBLISHER_ID;

/% Connection options are given as Key/Value Pairs - Sockprio and Txtime */

UA_KeyValuePair connectionOptions[2];

connectionOptions[0].key = UA_QUALIFIEDNAME(O, "sockpriority");

UA_UInt32 sockPriority = (UA_UInt32)socketPriority;

UA_Variant_setScalar(&connectionOptions[0].value, &sockPriority, &UA_TYPES[UA_
<~ TYPES_UINT32]);

connectionOptions[1].key = UA_QUALIFIEDNAME(O®, "enablesotxtime");

UA_Boolean enableTxTime = UA_TRUE;

UA_Variant_setScalar(&connectionOptions[1].value, &enableTxTime, &UA_TYPES[UA_
. TYPES_BOOLEAN]) ;

connectionConfig.connectionProperties = connectionOptions;

connectionConfig.connectionPropertiesSize = 2;

UA_Server_addPubSubConnection(server, &connectionConfig, &connectionIdent);

PublishedDataSet handling

Details about the connection configuration and handling are located in the pubsub connection tutorial

static void

addPublishedDataSet (UA_Server *server) {
UA_PublishedDataSetConfig publishedDataSetConfig;
memset (&publishedDataSetConfig, 0, sizeof(UA_PublishedDataSetConfig));
publishedDataSetConfig.publishedDataSetType = UA_PUBSUB_DATASET_PUBLISHEDITEMS;
publishedDataSetConfig.name UA_STRING("Demo PDS");
UA_Server_addPublishedDataSet(server, &publishedDataSetConfig, &

—publishedDataSetIdent);

}

DataSetField handling
The DataSetField (DSF) is part of the PDS and describes exactly one published field.
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/* This example only uses two addDataSetField which uses the custom nodes of the XML.,
—file
* (pubDataModel.xml) */
static void
addDataSetField(UA_Server *server) {
UA_NodeId dataSetFieldIdent;
UA_DataSetFieldConfig dsfConfig;
memset (&dsfConfig, 0, sizeof(UA_DataSetFieldConfig));
pubCounterData = UA_UInt64_new();
“pubCounterData = 0;
pubDataValueRT = UA_DataValue_new();
UA_Variant_setScalar(&pubDataValueRT->value, pubCounterData, &UA_TYPES[UA_TYPES_
—UINT64]) ;
pubDataValueRT->hasValue = UA_TRUE;
/% Set the value backend of the above create node to 'external value source' */
UA_ValueBackend valueBackend;
valueBackend.backendType = UA_VALUEBACKENDTYPE_EXTERNAL;
valueBackend.backend.external.value = &pubDataValueRT;
valueBackend.backend.external.callback.userWrite = externalDataWriteCallback;
valueBackend.backend.external.callback.notificationRead =_
—,externalDataReadNotificationCallback;
/* If user need to change the nodeid of the custom nodes in the application then.,
1t must be
* changed inside the xml and .csv file inside examples\pubsub_realtime\nodeset\*/
/* The nodeid of the Custom node PublisherCounterVariable is 2005 which is used.
—below */
UA_Server_setVariableNode_valueBackend(server, UA_NODEID_NUMERIC(nsIdx, 2005),.
—valueBackend) ;
/% setup RT DataSetField config */
dsfConfig.field.variable.rtValueSource.rtInformationModelNode = UA_TRUE;
dsfConfig.field.variable.publishParameters.publishedVariable = UA_NODEID_
< NUMERIC(nsIdx, 2005);
UA_Server_addDataSetField(server, publishedDataSetIdent, &dsfConfig, &
—dataSetFieldIdent);
UA_NodeId dataSetFieldIdentl;
UA_DataSetFieldConfig dsfConfigl;
memset (&dsfConfigl, 0, sizeof(UA_DataSetFieldConfig));
pressureData = UA_Double_new();
*pressureData = 17.07;
pressureValueRT = UA_DataValue_new();
UA_Variant_setScalar(&pressureValueRT->value, pressureData, &UA_TYPES[UA_TYPES_
—DOUBLE]) ;
pressureValueRT->hasValue = UA_TRUE;
/* Set the value backend of the above create node to 'external value source' */
UA_ValueBackend valueBackendl;
valueBackendl.backendType = UA_VALUEBACKENDTYPE_EXTERNAL;
valueBackendl.backend.external.value = &pressureValueRT;
valueBackendl.backend.external.callback.userWrite = externalDataWriteCallback;
valueBackendl.backend.external.callback.notificationRead =_
—.externalDataReadNotificationCallback;
/* The nodeid of the Custom node Pressure is 2006 which is used below */
UA_Server_setVariableNode_valueBackend(server, UA_NODEID_NUMERIC(nsIdx, 2006),..
—.valueBackendl);
/% setup RT DataSetField config */
dsfConfigl.field.variable.rtValueSource.rtInformationModelNode = UA_TRUE;
dsfConfigl.field.variable.publishParameters.publishedVariable = UA_NODEID_
<~ NUMERIC(nsIdx, 2006);
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UA_Server_addDataSetField(server, publishedDataSetIdent, &dsfConfigl, &
—.dataSetFieldIdentl);

}

WriterGroup handling

The WriterGroup (WG) is part of the connection and contains the primary configuration parameters for the message
creation.

static void
addWriterGroup (UA_Server *server) {
UA_liriterGroupConfig writerGroupConfig;
memset (&writerGroupConfig, 0, sizeof(UA_WriterGroupConfig));

writerGroupConfig.name = UA_STRING("Demo WriterGroup");
writerGroupConfig.publishingInterval = cycleTimelsec;
writerGroupConfig.enabled = UA_FALSE;
writerGroupConfig.encodingMimeType = UA_PUBSUB_ENCODING_UADP;
writerGroupConfig.writerGroupId = WRITER_GROUP_ID;
writerGroupConfig.rtLevel = UA_PUBSUB_RT_FIXED_SIZE;

writerGroupConfig.pubsubManagerCallback.addCustomCallback =
—addPubSubApplicationCallback;

writerGroupConfig.pubsubManagerCallback.changeCustomCallback =
—.changePubSubApplicationCallback;

writerGroupConfig.pubsubManagerCallback.removeCustomCallback =
—removePubSubApplicationCallback;

writerGroupConfig.messageSettings.encoding
—DECODED;
writerGroupConfig.messageSettings.content.decoded. type
—,UADPWRITERGROUPMESSAGEDATATYPE] ;
/* The configuration flags for the messages are encapsulated inside the
* message- and transport settings extension objects. These extension
* objects are defined by the standard. e.g.
* Uadpliri terGroupMessageDataType */
UA_UadpWriterGroupMessageDataType *writerGroupMessage = UA
—UadpWriterGroupMessageDataType_new() ;
/* Change message settings of writerGroup to send Publisherld,
* WriterGroupId in GroupHeader and DataSetWriterId in PayloadHeader
* of NetworkMessage */

UA_EXTENSIONOBJECT_

&UA_TYPES[UA_TYPES_

writerGroupMessage->networkMessageContentMask = (UA_
—,UadpNetworkMessageContentMask) (UA_UADPNETWORKMESSAGECONTENTMASK_PUBLISHERID |
(UA_
—,UadpNetworkMessageContentMask)UA_UADPNETWORKMESSAGECONTENTMASK_GROUPHEADER |
(UA_
—UadpNetworkMessageContentMask)UA_UADPNETWORKMESSAGECONTENTMASK_WRITERGROUPID |
(UA_

—,UadpNetworkMessageContentMask)UA_UADPNETWORKMESSAGECONTENTMASK_PAYLOADHEADER) ;
writerGroupConfig.messageSettings.content.decoded.data = writerGroupMessage;
UA_Server_addWriterGroup(server, connectionIdent, &writerGroupConfig, &

—writerGroupIdent);

UA_Server_setWriterGroupOperational (server, writerGroupIdent);
UA_UadpWriterGroupMessageDataType_delete(writerGroupMessage) ;

DataSetWriter handling
A DataSetWriter (DSW) is the glue between the WG and the PDS. The DSW is linked to exactly one PDS and
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contains additional information for the message generation.

static void

addDataSetWriter (UA_Server *server) {
UA_NodeId dataSetWriterIdent;
UA_DataSetWriterConfig dataSetWriterConfig;
memset (&dataSetWriterConfig, 0, sizeof(UA_DataSetWriterConfig));
dataSetWriterConfig.name UA_STRING("Demo DataSetWriter");
dataSetWriterConfig.dataSetWriterId = DATA_SET_WRITER_ID;
dataSetWriterConfig.keyFrameCount = 10;
UA_Server_addDataSetlWriter(server, writerGroupIdent, publishedDataSetIdent,

&dataSetWriterConfig, &dataSetWriterIdent);

Published data handling

The published data is updated in the array using this function

static void
updateMeasurementsPublisher(struct timespec start_time,

UA_UInt64 counterValue, UA_Double pressureValue) {
publishTimestamp[measurementsPublisher] = start_time;
publishCounterValue[measurementsPublisher] counterValue;
pressureValues[measurementsPublisher] pressureValue;
measurementsPublisher++;

Publisher thread routine

The Publisher thread sleeps for 60% of the cycletime (250us) and prepares the tranmission packet within 40%
of cycletime. The data published by this thread in one cycle is subscribed by the subscriber thread of pub-

sub_nodeset_rt_subscriber in the next cycle (two cycle timing model).

The publisherETF function is the routine used by the publisher thread.

void *publisherETF(void *arg) {
struct timespec nextnanosleeptime;
UA_ServerCallback pubCallback;

UA_Server* server;
UA_lriterGroup* currentliriterGroup;
UA_UInt64 interval_ns;
UA_UInt64 transmission_time;

/* Initialise value for nextnanosleeptime timespec */
nextnanosleeptime.tv_nsec =0;

threadArg *threadArgumentsPublisher = (threadArg *)arg;

server = threadArgumentsPublisher->server;

pubCallback = threadArgumentsPublisher->callback;

currentliriterGroup = (UA_WriterGroup *)threadArgumentsPublisher->
—data;

interval_ns = (UA_UInt64) (threadArgumentsPublisher->

—interval_ms * MILLI_SECONDS);

/* Get current time and compute the next nanosleeptime */
clock_gettime (CLOCKID, &nextnanosleeptime);

/% Variable to nano Sleep until Ims before a 1 second boundary */
nextnanosleeptime.tv_sec += SECONDS_SLEEP;
nextnanosleeptime.tv_nsec = (__syscall_slong_

(continues on next page)

138 Chapter 4. Tutorials



open62541 Documentation, Release 1.3.4

(continued from previous page)

—1t) (cycleTimeMsec * pubWakeupPercentage * MILLI_SECONDS);
nanoSecondFieldConversion(&nextnanosleeptime);

/* Define Ethernet ETF transport settings */
UA_EthernetWriterGroupTransportDataType ethernettransportSettings;
memset (&ethernettransportSettings, 0, sizeof(UA_
—EthernetWriterGroupTransportDataType));
ethernettransportSettings.transmission_time = 0;

/% Encapsulate ETF config in transportSettings */
UA_ExtensionObject transportSettings;

memset (&transportSettings, 0, sizeof(UA_ExtensionObject));

/* TODO: transportSettings encoding and type to be defined */

transportSettings.content.decoded.data = &ethernettransportSettings;
currentliriterGroup->config.transportSettings = transportSettings;
UA_UInt64 roundOffCycleTime = (UA_UInt64) ((cycleTimeMsec * MILLI_

—SECONDS) - (cycleTimeMsec * pubWakeupPercentage * MILLI_SECONDS));

while (running) {
clock_nanosleep(CLOCKID, TIMER_ABSTIME, &nextnanosleeptime, NULL);
transmission_time = ((UA_UInt64)nextnanosleeptime.

—.tv_sec * SECONDS + (UA_UInt64)nextnanosleeptime.tv_nsec) + roundOffCycleTime + QBV_

—OFFSET;
ethernettransportSettings.transmission_time = transmission_time;
pubCallback(server, currentWriterGroup);
nextnanosleeptime.tv_nsec += (__syscall_slong_t)interval_ns;
nanoSecondFieldConversion(&nextnanosleeptime) ;

}

UA_free(threadArgumentsPublisher);

return (void*)NULL;

UserApplication thread routine

The userapplication thread will wakeup at 30% of cycle time and handles the userdata in the Information Model.
This thread is used to increment the counterdata that will be published by the Publisher thread and also writes the

published data in a csv.

void *userApplicationPub(void *arg) {
struct timespec nextnanosleeptimeUserApplication;
/* Get current time and compute the next nanosleeptime */
clock_gettime (CLOCKID, &nextnanosleeptimeUserApplication);
/* Variable to nano Sleep until Ims before a 1 second boundary */
nextnanosleeptimeUserApplication.tv_sec += SECONDS_SLEEP;
nextnanosleeptimeUserApplication.tv_nsec = (__syscall_slong_
—1t) (cycleTimeMsec * userAppWakeupPercentage * MILLI_SECONDS);
nanoSecondFieldConversion(&nextnanosleeptimeUserApplication);
“pubCounterData =0;
while (running) {
clock_nanosleep(CLOCKID, TIMER_ABSTIME, &nextnanosleeptimeUserApplication,.
—NULL) ;
*pubCounterData = *pubCounterData + 1;
*pressureData = *pressureData + 1;
clock_gettime (CLOCKID, &dataModificationTime);
if ((fileWrite == UA_TRUE) || (consolePrint == UA_TRUE))
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updateMeasurementsPublisher(dataModificationTime, *pubCounterData,..
- *pressureData) ;
nextnanosleeptimeUserApplication.tv_nsec += (__syscall_slong_t) (cycleTimeMsec..
—»* MILLI_SECONDS);
nanoSecondFieldConversion(&nextnanosleeptimeUserApplication);

}

return (void*)NULL;

Thread creation

The threadcreation functionality creates thread with given threadpriority, coreaffinity. The function returns the
threadID of the newly created thread.

static pthread_t threadCreation(UA_Int32 threadPriority, UA_Int32 coreAffinity, void.
—*(*thread) (void *), char *applicationName, void *serverConfig){

/* Core affinity set */

cpu_set_t cpuset;

pthread_t threadID;

struct sched_param schedParam;

UA_Int32 returnValue = 0;
UA_Int32 errorSetAffinity = 0;

/* Return the ID for thread */
threadID = pthread_self();
schedParam.sched_priority = threadPriority;
returnValue = pthread_setschedparam(threadID, SCHED_FIFO, &schedParam);
if (returnValue != 0) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND, "pthread_setschedparam:..
—failed\n");
exit(1l);
}
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,\
"\npthread_setschedparam:%s Thread priority is %d \n", \
applicationName, schedParam.sched_priority);
CPU_ZERO(&cpuset) ;
CPU_SET((size_t)coreAffinity, &cpuset);
errorSetAffinity = pthread_setaffinity_np(threadID, sizeof(cpu_set_t), &cpuset);
if (errorSetAffinity) {
fprintf(stderr, "pthread_setaffinity_np: %s\n", strerror(errorSetAffinity));
exit(1l);
}

returnValue = pthread_create(&threadID, NULL, thread, serverConfig);
if (returnValue != 0) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,":%s Cannot create thread\n

", applicationName);

}

if (CPU_ISSET((size_t)coreAffinity, &cpuset)) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND, "%s CPU CORE: %d\n",.
—.applicationName, coreAffinity);

}

return threadID;
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B

Usage function
The usage function gives the list of options that can be configured in the application.

./bin/examples/pubsub_nodeset_rt_publisher -h gives the list of options for running the application.

-

static void usage(char *appname)

{
fprintf(stderr,

"“\n"
"usage: %s [options]\n"
"\n"
" -i [name] use network interface 'name'\n"
" -C [num] cycle time in milli seconds (default %1f)\n"
" -p Do you need to print the data in console output\n"
" -s [num] set SO_PRIORITY to 'num' (default %d)\n"
" -P [num] Publisher priority value (default %d)\n"
" -U [num] User application priority value (default %d)\n"
" -c [num] run on CPU for publisher'num'(default %d)\n"
" —u [num] run on CPU for userApplication'num'(default %d)\n"
Y=t do not use SO_TXTIME\n"
" -m [mac_addr] ToDO:dst MAC address\n"
" -h prints this message and exits\n"
“\n",

appname, DEFAULT_CYCLE_TIME, DEFAULT_SOCKET_PRIORITY, DEFAULT_PUB_SCHED_
—PRIORITY, \

DEFAULT_USERAPPLICATION_SCHED_PRIORITY, DEFAULT_PUBSUB_CORE, DEFAULT_USER_APP_
—CORE) ;
}

L

Main Server code

The main function contains publisher threads running

int main(int argc, char **argv) {
signal (SIGINT, stopHandler);
signal (SIGTERM, stopHandler);

UA_Int32 returnValue =0;

char *interface = NULL;

char *progname;

UA_Int32 argInputs = -1;

UA_StatusCode retval = UA_STATUSCODE_GOOD;
UA_Server “server = UA_Server_new();
UA_ServerConfig *config = UA_Server_getConfig(server);
pthread_t userThreadID;

UA_ServerConfig_setMinimal (config, PORT_NUMBER, NULL);

/* Files namespace_example_publisher_generated.h and namespace_example_publisher_

—sgenerated.c are created from
* pubDataModel.xml in the /src_generated directory by CMake */

/* Loading the user created variables into the information model from the.
—,generated .c and .h files */

if (namespace_example_publisher_generated(server) != UA_STATUSCODE_GOOD) {

UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "Could not add the example.

—nodeset. "
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4.16. Publisher Realtime example using custom nodes 141




open62541 Documentation, Release 1.3.4

(continued from previous page)

"Check previous output for any error.");
}
else
{
nsIdx = UA_Server_addNamespace(server, "http://yourorganisation.org/test/");

3
UA_NetworkAddressUrlDataType networkAddressUrlPub;

/* Process the command line arguments */
/* For more information run ./bin/examples/pubsub_nodeset_rt_publisher -h */
progname = strrchr(argv[0], '/');
progname = progname ? 1 + progname : argv[0];
while (EOF !'= (argInputs = getopt(argc, argv, "i:C:f:ps:P:U:c:u:tm:h:"))) {
switch (argInputs) {
case 'i':
interface = optarg;
break;
case 'C':
cycleTimeMsec = atof(optarg);
break;
case 'f':
fileName = optarg;
fileWrite = UA_TRUE;
fpPublisher = fopen(fileName, "w");
break;
case 'p':
consolePrint = UA_TRUE;
break;
case 's':
socketPriority = atoi(optarg);
break;
case 'P':
pubPriority = atoi(optarg);
break;
case 'U':
userAppPriority = atoi(optarg);
break;
case 'c':
pubSubCore = atoi(optarg);
break;
case 'u':
userAppCore = atoi(optarg);
break;
case 't':
useSoTxtime
break;
case 'm':
/*ToDo:Need to handle for mac address*/
break;
case 'h':
usage (progname) ;
return -1;
case '?7':
usage (progname) ;
return -1;

UA_FALSE;
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}

if (cycleTimeMsec < 0.125) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "%f Bad cycle time",.

—cycleTimeMsec);
usage (progname) ;
return -1;
}

if (linterface) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "Need a network interface.
—~to run");
usage (progname) ;
return -1;

}

networkAddressUrlPub.networkInterface = UA_STRING(interface);
networkAddressUrlPub.url = UA_STRING(PUBLISHING_MAC_ADDRESS);

/% It is possible to use multiple PubSubTransportlayers on runtime.
* The correct factory is selected on runtime by the standard defined
* PubSub TransportProfileUri's. */
UA_ServerConfig_addPubSubTransportLayer(config, UA_
—PubSubTransportLayerEthernet());

addPubSubConnection(server, &networkAddressUrlPub);
addPublishedDataSet(server);

addDataSetField(server);

addlWiriterGroup(server) ;

addDataSetWriter(server);
UA_Server_freezeWriterGroupConfiguration(server, writerGroupIdent);

serverConfigStruct *serverConfig;
serverConfig = (serverConfigStruct*)UA_
—malloc(sizeof(serverConfigStruct));
serverConfig->ServerRun = server;
char threadNameUserApplication[22] = "UserApplicationPub";
userThreadID = threadCreation(userAppPriority, userAppCore,..
—userApplicationPub, threadNameUserApplication, serverConfig);
retval |= UA_Server_run(server, &running);
returnValue = pthread_join(pubthreadID, NULL);
if (returnvValue != 0) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND, "\nPthread Join Failed for.
—publisher thread:%d\n", returnValue);
}
returnValue = pthread_join(userThreadID, NULL);
if (returnvValue != 0) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND, "\nPthread Join Failed for.
—User thread:%d\n", returnValue);

}

if (fileWrite == UA_TRUE) {
/* Write the published data in a file */
size_t pubLoopVariable =0;
for (pubLoopVariable = 0; pubLoopVariable < measurementsPublisher;
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pubLoopVariable++) {

fprintf(fpPublisher, "%1d,%1d.%091d,%1f\n",
publishCounterValue[pubLoopVariable],
publishTimestamp [pubLoopVariable].tv_sec,
publishTimestamp[pubLoopVariable].tv_nsec,
pressureValues[pubLoopVariable]);

}
fclose(fpPublisher);
}
if (consolePrint == UA_TRUE) {
size_t pubLoopVariable =0;
for (pubLoopVariable = 0; pubLoopVariable < measurementsPublisher;
pubLoopVariable++) {
printf£("%1ld,%1d.%091d,%1f\n",
publishCounterValue[pubLoopVariable],
publishTimestamp [pubLoopVariable].tv_sec,
publishTimestamp[pubLoopVariable].tv_nsec,
pressureValues[pubLoopVariable]);
}
}

UA_Server_delete(server);
UA_free(serverConfig);
UA_free(pubCounterData) ;

/* Free external data source */
UA_free(pubDataValueRT);
UA_free(pressureData) ;

/* Free external data source */
UA_free(pressureValueRT);
return (int)retval;

4.17 Subscriber Realtime example using custom nodes

The purpose of this example file is to use the custom nodes of the XML file(subDataModel.xml) for subscriber. This
Subscriber example uses the two custom nodes (SubscriberCounterVariable and Pressure) created using the XML
file(subDataModel.xml) for subscribing the packet. The subDataModel.csv will contain the nodeids of custom
nodes(object and variables) and the nodeids of the custom nodes are harcoded inside the addSubscribedVariables
API

This example uses two threads namely the Subscriber and UserApplication. The Subscriber thread is used to
subscribe to data at every cycle. The UserApplication thread serves the functionality of the Control loop, which
reads the Information Model of the Subscriber and the new counterdata will be written in the csv along with
received timestamp.

Run steps of the Subscriber application as mentioned below:
./bin/examples/pubsub_nodeset_rt_subscriber -i <iface>

For more information run . /bin/examples/pubsub_nodeset_rt_subscriber -h.

#define _GNU_SOURCE

/* For thread operations */
#include <pthread.h>
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#include <open62541/server.h>

#include <open62541/server_config_default.h>
#include <open62541/plugin/log_stdout.h>
#include <open62541/types_generated.h>
#include <open62541/plugin/pubsub_ethernet.h>

#include "ua_pubsub.h"
#include "open62541/namespace_example_subscriber_generated.h"

UA_NodeId readerGroupIdentifier;
UA_NodeId readerIdentifier;
UA_DataSetReaderConfig readerConfig;

/* to find load of each thread
* ps -L -o pid,pri,%cpu -C pubsub_nodeset_rt_subscriber*/

/* Configurable Parameters */
/* Cycle time in milliseconds */

#define DEFAULT_CYCLE_TIME 0.25

/* Qbv offset */

#define QBV_OFFSET 25 * 1000

#define DEFAULT_SOCKET_PRIORITY 3

#define PUBLISHER_ID_SUB 2234

#define WRITER_GROUP_ID_SUB 101

#define DATA_SET_WRITER_ID_SUB 62541

#define SUBSCRIBING_MAC_ADDRESS "opc.eth://01-00-5E-7F-00-
~01:8.3"

#define PORT_NUMBER 62541

/* Non-Configurable Parameters */
/% Milli sec and sec conversion to nano sec */

#define MILLI_SECONDS 1000 * 1000
#define SECONDS 1000 * 1000 * 1000
#define SECONDS_SLEEP 5

#define DEFAULT_SUB_SCHED_PRIORITY 81

#define MAX_MEASUREMENTS 30000000

#define DEFAULT_PUBSUB_CORE 2

#define DEFAULT_USER_APP_CORE 3

#define SECONDS_INCREMENT 1

#define CLOCKID CLOCK_TATI

#define ETH_TRANSPORT_PROFILE "http://opcfoundation.org/
—UA-Profile/Transport/pubsub-eth-uadp"

#define DEFAULT_USERAPPLICATION_SCHED_PRIORITY 75

/* Below mentioned parameters can be provided as input using command line arguments
* If user did not provide the below mentioned parameters as input through command.
—line
* argument then default value will be used */

static UA_Double cycleTimelMsec = DEFAULT_CYCLE_TIME;

static UA_Boolean consolePrint = UA_FALSE;

static UA_Int32 subPriority = DEFAULT_SUB_SCHED_PRIORITY;

static UA_Int32 userAppPriority = DEFAULT_USERAPPLICATION_SCHED_PRIORITY;
static UA_Int32 pubSubCore = DEFAULT_PUBSUB_CORE;

static UA_Int32 userAppCore = DEFAULT_USER_APP_CORE;

/% User application Pub will wakeup at the 30% of cycle time and handles the */
/* user data write in Information model */
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/* After 60% is left for publisher */

static UA_Double userAppWakeupPercentage = 0.3;

/% Subscriber will wake up at the start of cycle time and then receives the packet */
static UA_Double subWakeupPercentage = 0;

static UA_Boolean fileWrite = UA_FALSE;

/* Set server running as true */

UA_Boolean running = UA_TRUE;
UA_UIntl16 nsIdx = 0;

UA_UInt64 “subCounterData;

UA_DataValue “subDataValueRT;

UA_Double “pressureData;

UA_DataValue “pressureValueRT;

/% File to store the data and timestamps for different traffic */

FILE *fpSubscriber;

char “fileName = "subscriber_T4.csv";

/* Array to store subscribed counter data */

UA_UInt64 subscribeCounterValue [MAX_MEASUREMENTS];
UA_Double pressureValues[MAX_MEASUREMENTS];

size_t measurementsSubscriber = 0;

/* Array to store timestamp */

struct timespec subscribeTimestamp [MAX_MEASUREMENTS];

/* Thread for subscriber */

pthread_t subthreadID;

/* Variable for PubSub connection creation */
UA_NodeId connectionIdentSubscriber;
struct timespec dataReceiveTime;

/* Thread for user application®*/
pthread_t userApplicationThreadID;

typedef struct {
UA_Server* ServerRun;
} serverConfigStruct;

/% Structure to define thread parameters */
typedef struct {

UA_Server* server;
void* data;
UA_ServerCallback callback;
UA_Duration interval_ms;
UA_UInt64* callbackId;

} threadArg;

/* Subscriber thread routine */
void *subscriber(void *arg);
/* User application thread routine */
void *userApplicationSub(void *arg);
/% To create multi-threads */
static pthread_t threadCreation(UA_Int32 threadPriority, UA_Int32 coreAffinity, void.
—*(*thread) (void *),
char *applicationName, void *serverConfig);

(continues on next page)
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/* Stop signal */
static void stopHandler(int sign) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "received ctrl-c");
running = UA_FALSE;

Nanosecond field handling

Nanosecond field in timespec is checked for overflowing and one second is added to seconds field and nanosecond
field is set to zero

while (timeSpecValue->tv_nsec > (SECONDS -1)) {
/* Move to next second and remove it from ns field */
timeSpecValue->tv_sec += SECONDS_INCREMENT;
timeSpecValue->tv_nsec -= SECONDS;

Custom callback handling

Custom callback thread handling overwrites the default timer based callback function with the custom (user-
specified) callback interval.

/% Add a callback for cyclic repetition */
static UA_StatusCode
addPubSubApplicationCallback(UA_Server *server, UA_Nodeld identifier, UA_
—ServerCallback callback,
void *data, UA_Double interval_ms,
UA_DateTime *baseTime, UA_TimerPolicy timerPolicy,
UA_UInt64 *callbackId) {
/% Initialize arguments required for the thread to run */
threadArg *“threadArguments = (threadArg *) UA_malloc(sizeof(threadArg));

/% Pass the value required for the threads */

threadArguments->server = server;
threadArguments->data = data;
threadArguments->callback = callback;

threadArguments->interval_ms = interval_ms;

threadArguments->callbackId = callbackId;

/* Create the subscriber thread with the required priority and core affinity */

char threadNameSub[11] = "Subscriber";

subthreadID = threadCreation(subPriority, pubSubCore, subscriber,..
—»threadNameSub, threadArguments);

return UA_STATUSCODE_GOOD;
}

static UA_StatusCode
changePubSubApplicationCallback (UA_Server *server, UA_Nodeld identifier, UA_UInt64.
—callbackId,
UA_Double interval_ms, UA_DateTime *baseTime, UA_
—TimerPolicy timerPolicy) {
/% Callback interval need not be modified as it is thread based implementation.
* The thread uses nanosleep for calculating cycle time and modification in
* nanosleep value changes cycle time */
return UA_STATUSCODE_GOOD;
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/* Remove the callback added for cyclic repetition */
static void
removePubSubApplicationCallback(UA_Server *server, UA_Nodeld identifier, UA_UInté64..
—callbackId) {
if(callbackId && (pthread_join(callbackId, NULL) != 0))
UA_LOG_WARNING(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,
"Pthread Join Failed thread: %1d\n", callbackId);

External data source handling

If the external data source is written over the information model, the externalDataWriteCallback will be triggered.
The user has to take care and assure that the write leads not to synchronization issues and race conditions.

static UA_StatusCode
externalDataWriteCallback(UA_Server *server, const UA_NodeId *sessionId,
void *sessionContext, const UA_NodeId *nodeld,
void *nodeContext, const UA_NumericRange *range,
const UA_DataValue *data){
//node values are updated by using variables in the memory
//UA_Server_write is not used for updating node values.
return UA_STATUSCODE_GOOD;
}

static UA_StatusCode
externalDataReadNotificationCallback(UA_Server *server, const UA_NodeId *sessionId,
void *sessionContext, const UA_NodeId *nodeid,
void *nodeContext, const UA_NumericRange *range){
//allow read without any preparation
return UA_STATUSCODE_GOOD;

Subscriber Connection Creation

Create Subscriber connection for the Subscriber thread

static void
addPubSubConnectionSubscriber (UA_Server *server, UA_NetworkAddressUrlDataType..
—*networkAddressUrlSubscriber) {
UA_StatusCode retval = UA_STATUSCODE_GOOD;
/* Details about the connection configuration and handling are located
* in the pubsub connection tutorial */
UA_PubSubConnectionConfig connectionConfig;
memset (&connectionConfig, 0, sizeof(connectionConfig));
connectionConfig.name
—Connection");
connectionConfig.enabled
UA_NetworkAddressUrlDataType networkAddressUrlsubscribe =.
—*networkAddressUrlSubscriber;
connectionConfig.transportProfileUri
—PROFILE);
UA_Variant_setScalar(&connectionConfig.address, &networkAddressUrlsubscribe, &UA_
—TYPES [UA_TYPES_NETWORKADDRESSURLDATATYPE]) ;
connectionConfig.publisherId.numeric = UA_UInt32_random();
retval |= UA_Server_addPubSubConnection(server, &connectionConfig, &
—,connectionIdentSubscriber);

UA_STRING("Subscriber,,

UA_TRUE;

UA_STRING(ETH_TRANSPORT_
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if (retval == UA_STATUSCODE_GOOD)
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "The PubSub Connection was..
—created successfully!");

}

ReaderGroup

ReaderGroup is used to group a list of DataSetReaders. All ReaderGroups are created within a PubSubConnection
and automatically deleted if the connection is removed.

/* Add ReaderGroup to the created connection */
static void
addReaderGroup (UA_Server *server) {

if (server == NULL) {

return;
}
UA_ReaderGroupConfig readerGroupConfig;
memset (&readerGroupConfig, 0, sizeof(UA_ReaderGroupConfig));
readerGroupConfig.name = UA_STRING("ReaderGroupl");

readerGroupConfig.rtlLevel = UA_PUBSUB_RT_FIXED_SIZE;

readerGroupConfig.pubsubManagerCallback.addCustomCallback =._
—~addPubSubApplicationCallback;

readerGroupConfig.pubsubManagerCallback.changeCustomCallback =.
—.changePubSubApplicationCallback;

readerGroupConfig.pubsubManagerCallback.removeCustomCallback =.
—.removePubSubApplicationCallback;

UA_Server_addReaderGroup(server, connectionIdentSubscriber, &readerGroupConfig,

&readerGroupIdentifier);

SubscribedDataSet
Set SubscribedDataSet type to TargetVariables data type Add SubscriberCounter variable to the DataSetReader

static void addSubscribedVariables (UA_Server *server) {
if (server == NULL) {
return;

}

UA_FieldTargetVariable *targetVars = (UA_FieldTargetVariable*)
UA_calloc(2, sizeof(UA_FieldTargetVariable));

subCounterData = UA_UInt64_new();

*subCounterData = 0;

subDataValueRT = UA_DataValue_new();

UA_Variant_setScalar(&subDataValueRT->value, subCounterData, QUA_TYPES[UA_TYPES_
—UINT64]);

subDataValueRT->hasValue = UA_TRUE;

/* Set the value backend of the above create node to 'external value source' */

UA_ValueBackend valueBackend;

valueBackend.backendType = UA_VALUEBACKENDTYPE_EXTERNAL;

valueBackend.backend.external.value = &subDataValueRT;

valueBackend.backend.external.callback.userWirite = externalDataWriteCallback;

valueBackend.backend.external.callback.notificationRead =_
—.externalDataReadNotificationCallback;

/% If user need to change the nodeid of the custom nodes in the application then.,

(continues on next page)

4.17. Subscriber Realtime example using custom nodes 149




open62541 Documentation, Release 1.3.4

(continued from previous page)

—~1t must be
* changed inside the xml and .csv file inside examples\pubsub_realtime\nodeset\*/
/% The nodeid of the Custom node SubscriberCounterVariable is 2005 which is used.,
—below */
UA_Server_setVariableNode_valueBackend(server, UA_NODEID_NUMERIC(nsIdx, 2005),.
—valueBackend) ;
UA_FieldTargetDataType_init(&targetVars[0].targetVariable);
targetVars[0].targetVariable.attributeld UA_ATTRIBUTEID_VALUE;
targetVars[0].targetVariable.targetNodeId = UA_NODEID_NUMERIC(nsIdx, 2005);

pressureData = UA_Double_new();

*“pressureData = 0;

pressureValueRT = UA_DataValue_new();

UA_Variant_setScalar(&pressureValueRT->value, pressureData, &UA_TYPES[UA_TYPES_
—.DOUBLE]) ;

pressureValueRT->hasValue = UA_TRUE;

/* Set the value backend of the above create node to 'external value source' */

UA_ValueBackend valueBackendl;

valueBackendl.backendType = UA_VALUEBACKENDTYPE_EXTERNAL;

valueBackendl.backend.external.value = &pressureValueRT;

valueBackendl.backend.external.callback.userlirite = externalDataWriteCallback;

valueBackendl.backend.external.callback.notificationRead =_
—.externalDataReadNotificationCallback;

/* The nodeid of the Custom node Pressure is 2006 which is used below */

UA_Server_setVariableNode_valueBackend(server, UA_NODEID_NUMERIC(nsIdx, 2006),..
—valueBackendl);

UA_FieldTargetDataType_init(&targetVars[1].targetVariable);

targetVars[1].targetVariable.attributeId = UA_ATTRIBUTEID_VALUE;

targetVars[1].targetVariable.targetNodeId = UA_NODEID_NUMERIC(nsIdx, 2006);

/% Set the subscribed data to TargetVariable type */
readerConfig.subscribedDataSetType = UA_PUBSUB_SDS_TARGET;
readerConfig.subscribedDataSet.subscribedDataSetTarget.targetVariables =.
—targetVars;
readerConfig.subscribedDataSet.subscribedDataSetTarget.targetVariablesSize = 2;

}

DataSetReader

DataSetReader can receive NetworkMessages with the DataSetMessage of interest sent by the Publisher. DataSe-
tReader provides the configuration necessary to receive and process DataSetMessages on the Subscriber side.
DataSetReader must be linked with a SubscribedDataSet and be contained within a ReaderGroup.

/* Add DataSetReader to the ReaderGroup */
static void
addDataSetReader (UA_Server *server) {

if (server == NULL) {

return;
}
memset (&readerConfig, 0, sizeof(UA_DataSetReaderConfig));
readerConfig.name = UA_STRING("DataSet Reader 1");
UA_UInt16 publisherIdentifier = PUBLISHER_ID_SUB;
readerConfig.publisherId.type = &QUA_TYPES[UA_TYPES_UINT16];
readerConfig.publisherId.data = &publisherIdentifier;
readerConfig.writerGroupId = WRITER_GROUP_ID_SUB;
readerConfig.dataSetWriterId = DATA_SET_WRITER_ID_SUB;

(continues on next page)
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readerConfig.messageSettings.encoding = UA_EXTENSIONOBJECT_DECODED;
readerConfig.messageSettings.content.decoded.type = &UA_TYPES[UA_TYPES_
-, UADPDATASETREADERMESSAGEDATATYPE] ;

UA_UadpDataSetReaderMessageDataType *dataSetReaderMessage = UA_
—UadpDataSetReaderMessageDataType_new() ;
dataSetReaderMessage->networkMessageContentMask = (UA_
—UadpNetworkMessageContentMask) (UA_UADPNETWORKMESSAGECONTENTMASK_PUBLISHERID |
(UA_
—,UadpNetworkMessageContentMask)UA_UADPNETWORKMESSAGECONTENTMASK_GROUPHEADER |
(UA_
—UadpNetworkMessageContentMask)UA_UADPNETWORKMESSAGECONTENTMASK_WRITERGROUPID |
(UA_

—UadpNetworkMessageContentMask)UA_UADPNETWORKMESSAGECONTENTMASK_PAYLOADHEADER) ;
readerConfig.messageSettings.content.decoded.data = dataSetReaderMessage;

/* Setting up Meta data configuration in DataSetReader */

UA_DataSetMetaDataType *pMetaData = &readerConfig.dataSetMetaData;

/% FilltestMetadata function in subscriber implementation */

UA_DataSetMetaDataType_init(pMetaData);

pMetaData->name = UA_STRING ("DataSet Test");

/% Static definition of number of fields size to 1 to create one

targetVariable */

pMetaData->fieldsSize = A

pMetaData->fields (UA_FieldMetaData*)UA_Array_new (pMetaData->
—.fieldsSize,

&UA_TYPES[UA_
—TYPES_FIELDMETADATA]) ;

/* Unsigned Integer DataType */
UA_FieldMetaData_init (&pMetaData->fields[0]);
UA_NodeId_copy (&UA_TYPES[UA_TYPES_UINT64].typeld,
&pMetaData->fields[0] .dataType);
pMetaData->fields[0].builtInType = UA_NSOID_UINT64;
pMetaData->fields[0].valueRank = -1; /* scalar */

/* Double DataType */

UA_FieldMetaData_init (&pMetaData->fields[1]);

UA_NodeId_copy (&UA_TYPES[UA_TYPES_DOUBLE].typeld,
&pMetaData->fields[1].dataType);

pMetaData->fields[1].builtInType = UA_NSOID_DOUBLE;

pMetaData->fields[1].valueRank = -1; /* scalar */

/* Setup Target Variables in DSR config */
addSubscribedVariables(server);

/% Setting up Meta data configuration in DataSetReader */
UA_Server_addDataSetReader(server, readerGroupIldentifier, &readerConfig,
&readerIdentifier);

UA_free(readerConfig.subscribedDataSet.subscribedDataSetTarget.targetVariables);
UA_free(readerConfig.dataSetMetaData.fields);
UA_UadpDataSetReaderMessageDataType_delete(dataSetReaderMessage) ;

Subscribed data handling
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The subscribed data is updated in the array using this function Subscribed data handling**

static void

updateMeasurementsSubscriber(struct timespec receive_time, UA_UInt64 counterValue, UA_

—Double pressureValue) {
subscribeTimestamp [measurementsSubscriber] receive_time;
subscribeCounterValue[measurementsSubscriber] = counterValue;
pressureValues[measurementsSubscriber] pressureValue;
measurementsSubscriber++;

Subscriber thread routine

Subscriber thread will wakeup during the start of cycle at 250us interval and check if the packets are received. The
subscriber function is the routine used by the subscriber thread.

void *subscriber(void *arg) {
UA_Server® server;
UA_ReaderGroup* currentReaderGroup;
UA_ServerCallback subCallback;
struct timespec nextnanosleeptimeSub;

threadArg *threadArgumentsSubscriber = (threadArg *)arg;

server = threadArgumentsSubscriber->server;
subCallback = threadArgumentsSubscriber->callback;
currentReaderGroup = (UA_ReaderGroup..

—*)threadArgumentsSubscriber->data;

/* Get current time and compute the next nanosleeptime */
clock_gettime (CLOCKID, &nextnanosleeptimeSub);
/% Variable to nano Sleep until Ims before a 1 second boundary */
nextnanosleeptimeSub.tv_sec += SECONDS_SLEEP;
nextnanosleeptimeSub.tv_nsec = (__syscall_slong_t) (cycleTimeMsec *.
—»subWakeupPercentage * MILLI_SECONDS);
nanoSecondFieldConversion(&nextnanosleeptimeSub) ;
while (running) {
clock_nanosleep(CLOCKID, TIMER_ABSTIME, &nextnanosleeptimeSub, NULL);
/* Read subscribed data from the SubscriberCounter variable */
subCallback(server, currentReaderGroup) ;
nextnanosleeptimeSub.tv_nsec += (__syscall_slong_t) (cycleTimeMsec * MILLI_
-~SECONDS) ;
nanoSecondFieldConversion(&nextnanosleeptimeSub) ;

1
UA_free(threadArgumentsSubscriber);

return (void*)NULL;

UserApplication thread routine

The userapplication thread will wakeup at 30% of cycle time and handles the userdata in the Information Model.
This thread is used to write the counterdata that is subscribed by the Subscriber thread in a csv.

void *userApplicationSub(void *arg) {
struct timespec nextnanosleeptimeUserApplication;
/* Get current time and compute the next nanosleeptime */
clock_gettime (CLOCKID, &nextnanosleeptimeUserApplication);
/% Variable to nano Sleep until Ims before a 1 second boundary */
(continues on next page)
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nextnanosleeptimeUserApplication.tv_sec += SECONDS_SLEEP;

nextnanosleeptimeUserApplication.tv_nsec = (__syscall_slong_
—1) (cycleTimeMsec * userAppWakeupPercentage * MILLI_SECONDS);

nanoSecondFieldConversion(&nextnanosleeptimeUserApplication);

while (running) {

clock_nanosleep(CLOCKID, TIMER_ABSTIME, &nextnanosleeptimeUserApplication,..
—NULL) ;

clock_gettime (CLOCKID, &dataReceiveTime);

if ((fileWrite == UA_TRUE) || (consolePrint == UA_TRUE)) {

if (*subCounterData > 0)
updateMeasurementsSubscriber(dataReceiveTime, *subCounterData,..

-, *pressureData) ;

}

nextnanosleeptimeUserApplication.tv_nsec += (__syscall_slong_t) (cycleTimelMsec..
—* MILLI_SECONDS);
nanoSecondFieldConversion(&nextnanosleeptimeUserApplication);

}

return (void*)NULL;

Thread creation

The threadcreation functionality creates thread with given threadpriority, coreaffinity. The function returns the
threadID of the newly created thread.

static pthread_t threadCreation(UA_Int32 threadPriority, UA_Int32 coreAffinity, void.
~*(*thread) (void *), \
char *applicationName, void *serverConfig) {

/* Core affinity set */

cpu_set_t cpuset;

pthread_t threadID;

struct sched_param schedParam;

UA_Int32 returnValue =0;
UA_Int32 errorSetAffinity = 0;

/* Return the ID for thread */
threadID = pthread_self();
schedParam.sched_priority = threadPriority;
returnValue = pthread_setschedparam(threadID, SCHED_FIFO, &schedParam);
if (returnvValue != 0) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND, "pthread_setschedparam:..
—failed\n");
exit(1l);
}
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,\
"\npthread_setschedparam:%s Thread priority is %d \n", \
applicationName, schedParam.sched_priority);
CPU_ZERO(&cpuset);
CPU_SET((size_t)coreAffinity, &cpuset);
errorSetAffinity = pthread_setaffinity_np(threadID, sizeof(cpu_set_t), &cpuset);
if (errorSetAffinity) {
fprintf(stderr, "pthread_setaffinity np: %s\n", strerror(errorSetAffinity));
exit(1l);

(continues on next page)
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returnValue = pthread_create(&threadID, NULL, thread, serverConfig);
if (returnValue !'= 0) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND,":%s Cannot create thread\n
", applicationName);

}

if (CPU_ISSET((size_t)coreAffinity, &cpuset)) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND, "%s CPU CORE: %d\n",.
—applicationName, coreAffinity);

}

return threadID;

Usage function
The usage function gives the list of options that can be configured in the application.

Jbin/examples/pubsub_nodeset_rt_subscriber -h gives the list of options for running the application.

static void usage(char *appname)

{
fprintf(stderr,

"“\n"
"usage: %s [options]\n"
"“\n"
" -i [name] use network interface 'name'\n"
" -C [num] cycle time in milli seconds (default %1f)\n"
" -p Do you need to print the data in console output\n"
" -P [num] Publisher priority value (default %d)\n"
" -U [num] User application priority value (default %d)\n"
" -c [num] run on CPU for publisher'num'(default %d)\n"
" -u [num] run on CPU for userApplication'num'(default %d)\n"
" -m [mac_addr] ToDO:dst MAC address\n"
" -h prints this message and exits\n"
"\n",

appname, DEFAULT_CYCLE_TIME, DEFAULT_SUB_SCHED_PRIORITY, \
DEFAULT_USERAPPLICATION_SCHED_PRIORITY, DEFAULT_PUBSUB_CORE, DEFAULT_USER_APP_
—CORE) ;
3

Main Server code

The main function contains subscriber threads running

int main(int argc, char **argv) {
signal (SIGINT, stopHandler);
signal (SIGTERM, stopHandler);

UA_Int32 returnValue = 0;

char *interface = NULL;

char *progname ;

UA_Int32 argInputs = —ilc

UA_StatusCode retval = UA_STATUSCODE_GOOD;
UA_Server “server = UA_Server_new();
UA_ServerConfig *config = UA_Server_getConfig(server);
pthread_t userThreadID;

(continues on next page)
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UA_ServerConfig_setMinimal (config, PORT_NUMBER, NULL);

/* Files namespace_example_subscriber_generated.h and namespace_example_
—»subscriber_generated.c are created from
* subDataModel.xml in the /src_generated directory by CMake */
/* Loading the user created variables into the information model from the.
-sgenerated .c and .h files */
if (namespace_example_subscriber_generated(server) != UA_STATUSCODE_GOOD) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "Could not add the example.
—nodeset. "
"Check previous output for any error.");
3
else
{
nsIdx = UA_Server_addNamespace(server, "http://yourorganisation.org/test/");
}
UA_NetworkAddressUrlDataType networkAddressUrlSub;
/% For more information run ./bin/examples/pubsub_nodeset_rt_subscriber -h */
/* Process the command line arguments */
progname = strrchr(argv[0], '/');
progname = progname ? 1 + progname : argv[0];
while (EOF != (argInputs = getopt(argc, argv, "i:C:f:ps:P:U:c:u:tm:h:"))) {
switch (argInputs) {
case 'i':
interface = optarg;
break;
case 'C':
cycleTimeMsec = atof(optarg);
break;
case 'f':
fileName = optarg;
fileWrite = UA_TRUE;
fpSubscriber = fopen(fileName, "w");
break;
case 'p':
consolePrint = UA_TRUE;
break;
case 'P':
subPriority = atoi(optarg);
break;
case 'U':
userAppPriority = atoi(optarg);
break;
case 'c':
pubSubCore = atoi(optarg);
break;
case 'u':
userAppCore = atoi(optarg);
break;
case 'm':
/*ToDo:Need to handle for mac address*/
break;
case 'h':
usage (progname) ;
return -1;
case '?':

(continues on next page)
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usage (progname) ;
return -1;

}

if (cycleTimeMsec < 0.125) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "%f Bad cycle time",.
—,cycleTimeMsec);
usage (progname) ;
return -1;

}

if (!interface) {
UA_LOG_ERROR(UA_Log_Stdout, UA_LOGCATEGORY_SERVER, "Need a network interface.
—~to run");
usage (progname) ;
return -1;
}
networkAddressUrlSub.networkInterface = UA_STRING(interface);
networkAddressUrlSub.url UA_STRING(SUBSCRIBING_MAC_ADDRESS);

UA_ServerConfig_addPubSubTransportLayer(config, UA_
—-PubSubTransportLayerEthernet());

addPubSubConnectionSubscriber(server, &networkAddressUrlSub);

addReaderGroup(server) ;

addDataSetReader (server) ;

UA_Server_freezeReaderGroupConfiguration(server, readerGroupIdentifier);

UA_Server_setReaderGroupOperational (server, readerGroupIdentifier);

serverConfigStruct *serverConfig;

serverConfig = (serverConfigStruct*)UA_
—malloc(sizeof(serverConfigStruct));

serverConfig->ServerRun = server;

char threadNameUserApplication[22] = "UserApplicationSub";
userThreadID = threadCreation(userAppPriority, userAppCore,..
—userApplicationSub, threadNameUserApplication, serverConfig);

retval |= UA_Server_run(server, &running);

UA_Server_unfreezeReaderGroupConfiguration(server, readerGroupIdentifier);
returnValue = pthread_join(subthreadID, NULL);
if (returnvValue != 0) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND, "\nPthread Join Failed for.
—subscriber thread:%d\n", returnValue);
}
returnValue = pthread_join(userThreadID, NULL);
if (returnvValue != 0) {
UA_LOG_INFO(UA_Log_Stdout, UA_LOGCATEGORY_USERLAND, "\nPthread Join Failed for.
—User thread:%d\n", returnValue);
3
if (fileWrite == UA_TRUE) {
/% Write the subscribed data in the file */
size_t subLoopVariable = 0;
for (subLoopVariable = 0; subLoopVariable < measurementsSubscriber;
subLoopVariable++) {

(continues on next page)
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fprintf(fpSubscriber, "%1d,%1d.%091d,%1f\n",
subscribeCounterValue[subLoopVariable],
subscribeTimestamp[subLoopVariable].tv_sec,
subscribeTimestamp [subLoopVariable].tv_nsec,
pressureValues[subLoopVariable]);

}
fclose(fpSubscriber);
}
if (consolePrint == UA_TRUE) {
size_t subLoopVariable = 0;
for (subLoopVariable = 0; subLoopVariable < measurementsSubscriber;
subLoopVariable++) {
fprintf(fpSubscriber, "%l1d,%1d.%091d,%1f\n",
subscribeCounterValue[subLoopVariable],
subscribeTimestamp[subLoopVariable].tv_sec,
subscribeTimestamp[subLoopVariable].tv_nsec,
pressureValues[subLoopVariable]);
}
}

UA_Server_delete(server);
UA_free(serverConfig);
UA_free(subCounterData) ;

/* Free external data source */
UA_free(subDataValueRT);
UA_free(pressureData);

/% Free external data source */
UA_free(pressureValueRT);
return (int)retval;
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PROTOCOL

In this section, we give an overview on the OPC UA binary protocol. We focus on binary since that is what has
been implemented in open62541. The TCP-based binary protocol is by far the most common transport layer for
OPC UA. The general concepts also translate to HTTP and SOAP-based communication defined in the standard.
Communication in OPC UA is best understood by starting with the following key principles:

Request / Response
All communication is based on the Request/Response pattern. Only clients can send a request to a server.
And servers can only send responses to a request. Usually, the server is hosted on the (physical) device, such
as a sensor or a machine tool.

Asynchronous Responses
A server does not have to immediately respond to requests and responses may be sent in a different order.
This keeps the server responsive when it takes time until a specific request has been processed (e.g. a method
call or when reading from a sensor with delay). Furthermore, Subscriptions (aka push-notifications) are
implemented via special requests where the response is delayed until a notification is generated.

5.1 Establishing a Connection

A client-server connection in OPC UA consists of three nested levels: The raw connection, a SecureChannel and
the Session. For full details, see Part 6 of the OPC UA standard.

Raw Connection
The raw connection is created by opening a TCP connection to the corresponding hostname and port and
an initial HEL/ACK handshake. The handshake establishes the basic settings of the connection, such as the
maximum message length.

SecureChannel
SecureChannels are created on top of the raw TCP connection. A SecureChannel is established with an
OpenSecureChannel request and response message pair. Attention! Even though a SecureChannel is
mandatory, encryption might still be disabled. The SecurityMode of a SecureChannel can be either None,
Sign, or SignAndEncrypt. As of version 0.2 of open62541, message signing and encryption is still under
ongoing development.

With message signing or encryption enabled, the OpenSecureChannel messages are encrypted using an
asymmetric encryption algorithm (public-key cryptography)'. As part of the OpenSecureChannel messages,
client and server establish a common secret over an initially unsecure channel. For subsequent messages, the
common secret is used for symmetric encryption, which has the advantage of being much faster.

Different SecurityPolicies — defined in part 7 of the OPC UA standard — specify the algorithms for asymmetric
and symmetric encryption, encryption key lengths, hash functions for message signing, and so on. Example
SecurityPolicies are None for transmission of cleartext and Basic256Sha256 which mandates a variant of
RSA with SHA256 certificate hashing for asymmetric encryption and AES256 for symmetric encryption.

The possible SecurityPolicies of a server are described with a list of Endpoints. An endpoint jointly defines
the SecurityMode, SecurityPolicy and means for authenticating a session (discussed in the next section) in

I This entails that the client and server exchange so-called public keys. The public keys might come with a certificate from a key-signing
authority or be verified against an external key repository. But we will not discuss certificate management in detail in this section.
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order to connect to a certain server. The GetEndpoints service returns a list of available endpoints. This
service can usually be invoked without a session and from an unencrypted SecureChannel. This allows
clients to first discover available endpoints and then use an appropriate SecurityPolicy that might be required

to open a session.

Session
Sessions are created on top of a SecureChannel. This ensures that users may authenticate without sending
their credentials, such as username and password, in cleartext. Currently defined authentication mechanisms
are anonymous login, username/password, Kerberos and x509 certificates. The latter requires that the request
message is accompanied by a signature to prove that the sender is in possession of the private key with which

5.2 Structure of a protocol message

the certificate was created.

There are two message exchanges required to establish a session: CreateSession and ActicateSession. The
ActivateSession service can be used to switch an existing session to a different SecureChannel. This is
important, for example when the connection broke down and the existing session is reused with a new Se-

cureChannel.

For the following introduction to the structure of OPC UA protocol messages, consider the example OPC UA binary
conversation, recorded and displayed with the Wireshark tool, shown in Fig. 5.1.

€

Internet Protocol Version 4, Src: 192.168.56.1, Dst:
Transmission Control Protocol, Src Port: 58811, Dst
OpcUa Binary Protocol

Message Type: M5G
Chunk Type: F
Message Size: 162
SecureChannelId: 12
Security Token Id: 12
Security Sequence Number: 54
Security RequestId: 4
v OpcUa Service : Encodeable Object
TypeId : Expandediodeld
¥ ReadRequest
RequestHeader: RequestHeader
Maxhge: @
TimestampsToReturn: Neither (@x8@@860683)
“ NodesToRead: Array of ReadValueld
ArraySize: 4
[@]: ReadvalueId
[1]: Readvalueld
[2]: Readvalueld
[3]: ReadvalueIld

192.168.56.181

Port:

16664, Seq: 17

2848
@e50
@a60
ea7e
@e38
@090
Bea8
@ebe
@ace
eade

M cpen62sd4t.peap - O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AW 1@ REBQes=FoEEaaan
(M Jepeua [X] ~ | Expression +
No. Time Source Destination Protocol  Length Info ~
49 13.367898 192.168.56.1 192.168.56.181 OpclUa 116 Hello message
51 13.368837 192.168.56.1@81 192.168.56.1 Opcla 82 Acknowledge message
52 13.368221 192.168.56.1 192.168.56.181 Opella 187 OpenSecureChannel message: OpenSecureChannelRequest
53 13.368455 192.168.56.101 192.168.56.1 Opcla 19@ OpensecureChannel message: OpenSecureChannelResponse
54 13.368712 192.168.56.1 192.168.56.101 Opcla 153 UA Secure Conversation Message: GetEndpointsRequest
55 13.368772 192.168.56.181 192.168.56.1 Opcla 485 UA Secure Conversation Message: GetEndpointsResponse
56 13.369831 192.168.56.1 192.168.56.101 Opcla 111 CloseSecureChannel message: CloseSecureChannelRequest
63 13.371665 192.168.56.1 192.168.56.101 Opcla 116 Hello message [
65 13.371325 192.168.56.101 192.168.56.1 Opcla 82 Acknowledge message
66 13.371588 192.168.56.1 192.168.56.181 OpclUa 187 OpenSecureChannel message: OpenSecureChannelRequest
67 13.371666 192.168.56.1@81 192.168.56.1 Opcla 19@ OpenSecureChannel message: OpenSecureChannelResponse
68 13.371933 192.168.56.1 192.168.56.101 Opcla 1431 UA Secure Conversation Message: CreateSessionRequest
69 13.371993 192.168.56.181 192.168.56.1 Opcla 555 UA Secure Conversation Message: CreateSessionResponse
7@ 13.372200 192.168.56.1 192.168.56.101 Opcla 197 UA Secure Conversation Message: ActivateSessionRequest
71 13.372356 192.168.56.181 192.168.56.1 Opcla 118 UA Secure Conversation Message: ActivateSessionResponse
72 13.372628 192.168.56.1 192.168.56.101 Opcla 216 UA Secure Conversation Message: ReadRequest
73 13.372675 192.168.56.181 192.168.56.1 Opcla 199 UA Secure Conversation Message: ReadResponse v
Ethernet II, Src: ©a:00:27:00:80:17 (8a:00:27:00:80:17), Dst: CadmusCo 5 A @8 8@ 27 54 f5 eb Ba @@ 27 88 @8 17 B3 86 45 66

@2 ca 3T 26 40 20 8@ @6 c9 50 c@ a3 38 @1 <@ aB
38 65 c3 5b 41 18 3a 15 4c 91 85 35 89 39 50 18
@@ fd e6 36 @@ @2 4d 53

47 46 a2 @0 90 @0 Ac 6@
84 B0 8B B [N

2 29 44 6b T2 bf

31 43 d2 81 43 42 @

cf 93 od o0 22 a8
6 2d @d ee
b7 2d

6f 32 ad

@ ¥ Textitem {text), 133 bytes

|| Packets: 107 - Displayed: 58 (54.2%) - Load time: 0:0.2|| Profi:Defauit

Fig. 5.1: OPC UA conversation displayed in Wireshark

The top part of the Wireshark window shows the messages from the conversation in order. The green line contains
the applied filter. Here, we want to see the OPC UA protocol messages only. The first messages (from TCP packets
49 to 56) show the client opening an unencrypted SecureChannel and retrieving the server’s endpoints. Then,
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starting with packet 63, a new connection and SecureChannel are created in conformance with one of the endpoints.
On top of this SecureChannel, the client can then create and activate a session. The following ReadRequest message
is selected and covered in more detail in the bottom windows.

The bottom left window shows the structure of the selected ReadRequest message. The purpose of the message
is invoking the Read service. The message is structured into a header and a message body. Note that we do not
consider encryption or signing of messages here.

Message Header
As stated before, OPC UA defines an asynchronous protocol. So responses may be out of order. The message
header contains some basic information, such as the length of the message, as well as necessary information
to relate messages to a SecureChannel and each request to the corresponding response. “Chunking” refers
to the splitting and reassembling of messages that are longer than the maximum network packet size.

Message Body
Every OPC UA service has a signature in the form of a request and response data structure. These are defined
according to the OPC UA protocol rype system. See especially the auto-generated type definitions for the
data types corresponding to service requests and responses. The message body begins with the identifier of
the following data type. Then, the main payload of the message follows.

The bottom right window shows the binary payload of the selected ReadRequest message. The message header is
highlighted in light-grey. The message body in blue highlighting shows the encoded ReadRequest data structure.
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SIX

DATA TYPES

The OPC UA protocol defines 25 builtin data types and three ways of combining them into higher-order types:
arrays, structures and unions. In open62541, only the builtin data types are defined manually. All other data types
are generated from standard XML definitions. Their exact definitions can be looked up at https://opcfoundation.
org/UA/schemas/Opc.Ua.Types.bsd.

For users that are new to open62541, take a look at the rutorial for working with data types before diving into the
implementation details.

6.1 Builtin Types

6.1.1 Boolean

A two-state logical value (true or false).

typedef bool UA_Boolean;
#define UA_TRUE true UA_INTERNAL_DEPRECATED
#define UA_FALSE false UA_INTERNAL_DEPRECATED

6.1.2 SByte

An integer value between -128 and 127.

typedef int8_t UA_SByte;
#define UA_SBYTE_MIN (-128)
#define UA_SBYTE_MAX 127

6.1.3 Byte

An integer value between 0 and 255.

typedef uint8_t UA_Byte;
#define UA_BYTE_MIN 0
#define UA_BYTE_MAX 255
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6.1.4 Int16

An integer value between -32 768 and 32 767.

typedef intl6_t UA_Intl16;
#define UA_INT16_MIN (-32768)
#define UA_INT16_MAX 32767

6.1.5 UInt16

An integer value between 0 and 65 535.

typedef uintl16_t UA_UIntl6;
#define UA_UINT16_MIN 0
#define UA_UINT16_MAX 65535

6.1.6 Int32

An integer value between -2 147 483 648 and 2 147 483 647.

typedef int32_t UA_Int32;
#define UA_INT32_MIN (-2147483648)
#define UA_INT32_MAX 2147483647

6.1.7 UInt32

An integer value between 0 and 4 294 967 295.

typedef uint32_t UA_UInt32;
#define UA_UINT32_MIN 0
#define UA_UINT32_MAX 4294967295

6.1.8 Int64

An integer value between -9 223 372 036 854 775 808 and 9 223 372 036 854 775 807.

typedef int64_t UA_Int64;
#define UA_INT64_MAX (int64_t)9223372036854775807LL
#define UA_INT64_MIN ((int64_t)-UA_INT64_MAX-1LL)

6.1.9 Uint64

An integer value between 0 and 18 446 744 073 709 551 615.

typedef uint64_t UA_UInt64;
#define UA_UINT64_MIN (uint64_t)®
#define UA_UINT64_MAX (uint64_t)18446744073709551615ULL
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6.1.10 Float

An IEEE single precision (32 bit) floating point value.

[typedef float UA_Float;

6.1.11 Double

An IEEE double precision (64 bit) floating point value.

[typedef double UA_Double;

6.1.12 StatusCode

A numeric identifier for an error or condition that is associated with a value or an operation. See the section
StatusCodes for the meaning of a specific code.

Each StatusCode has one of three “severity” bit-flags: Good, Uncertain, Bad. An additional reason is indicated by
the SubCode bitfield.

* A StatusCode with severity Good means that the value is of good quality.

A StatusCode with severity Uncertain means that the quality of the value is uncertain for reasons indicated
by the SubCode.

* A StatusCode with severity Bad means that the value is not usable for reasons indicated by the SubCode.

typedef uint32_t UA_StatusCode;

/% Returns the human-readable name of the StatusCode. If no matching StatusCode
* is found, a default string for "Unknown" is returned. This feature might be
* disabled to create a smaller binary with the
* UA_ENABLE_STATUSCODE_DESCRIPTIONS build-flag. Then the function returns an
* empty string for every StatusCode. */

const char *

UA_StatusCode_name (UA_StatusCode code);

/* Extracts the severity from a StatusCode. See Part 4, Section 7.34 for
* details. */
static UA_INLINE UA_Boolean
UA_StatusCode_isBad(UA_StatusCode code) {
return ((code >> 30) >= 0x02);
}

static UA_INLINE UA_Boolean

UA_StatusCode_isUncertain(UA_StatusCode code) {
return ((code >> 30) == 0x01);

}

static UA_INLINE UA_Boolean

UA_StatusCode_isGood(UA_StatusCode code) {
return ((code >> 30) == 0x00);

}

/* Compares the top 16 bits of two StatusCodes for equality. This should only
* be used when processing user-defined StatusCodes e.g when processing a.
—ReadResponse.

(continues on next page)
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* As a convention, the lower bits of StatusCodes should not be used internally,.
—meaning
* can compare them without the use of this function. */
static UA_INLINE UA_Boolean
UA_StatusCode_isEqualTop (UA_StatusCode s1, UA_StatusCode s2) {
return ((sl & OxFFFFO000) == (s2 & OxFFFFO000));
}

6.1.13 String

A sequence of Unicode characters. Strings are just an array of UA_Byte.

typedef struct {

size_t length; /* The length of the string */

UA_Byte *data; /* The content (not null-terminated) */
} UA_String;

/* Copies the content on the heap. Returns a null-string when alloc fails */
UA_String

UA_String_fromChars(const char *src);

UA_Boolean
UA_String_equal(const UA_String *sl, const UA_String *s2);

extern const UA_String UA_STRING_NULL;

UA_STRING returns a string pointing to the original char-array. = UA_STRING_ALLOC is shorthand for
UA_String_fromChars and makes a copy of the char-array.

static UA_INLINE UA_String
UA_STRING(char *chars) {
UA_String s; s.length = 0; s.data = NULL;
if(!chars)
return s;
s.length = strlen(chars); s.data = (UA_Byte*)chars; return s;

3
#define UA_STRING_ALLOC(CHARS) UA_String_fromChars (CHARS)

/* Define strings at compile time (in ROM) */
#define UA_STRING_STATIC(CHARS) {sizeof(CHARS)-1, (UA_Byte*)CHARS}

6.1.14 DateTime

An instance in time. A DateTime value is encoded as a 64-bit signed integer which represents the number of 100
nanosecond intervals since January 1, 1601 (UTC).

The methods providing an interface to the system clock are architecture- specific. Usually, they provide a UTC
clock that includes leap seconds. The OPC UA standard allows the use of International Atomic Time (TAI) for the
DateTime instead. But this is still unusual and not implemented for most SDKs. Currently (2019), UTC and TAI
are 37 seconds apart due to leap seconds.

typedef int64_t UA_DateTime;

(continues on next page)
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/* Multiples to convert durations to DateTime */
#define UA_DATETIME_USEC 10LL

#define UA_DATETIME_MSEC (UA_DATETIME_USEC * 1000LL)
#define UA_DATETIME_SEC (UA_DATETIME_MSEC * 1000LL)

/* The current time in UTC time */
UA_DateTime UA_DateTime_now(void);

/% Offset between local time and UTC time */
UA_Int64 UA_DateTime_localTimeUtcOffset(void);

/* CPU clock invariant to system time changes. Use only to measure durations,
* not absolute time. */
UA_DateTime UA_DateTime_nowMonotonic(void);

/* Represents a Datetime as a structure */
typedef struct UA_DateTimeStruct {

UA_UIntl1l6 nanoSec;

UA_UInt16 microSec;

UA_UIntl6 milliSec;

UA_UIntl6 sec;

UA_UIntl6 min;

UA_UIntl16 hour;

UA_UIntl6 day; /* From 1 to 31 */

UA_UIntl16 month; /* From 1 to 12 */

UA_Intl6 year; /* Can be negative (BC) */
} UA_DateTimeStruct;

UA_DateTimeStruct UA_DateTime_toStruct(UA_DateTime t);
UA_DateTime UA_DateTime_fromStruct(UA_DateTimeStruct ts);

/% The C99 standard (7.23.1) says: "The range and precision of times
* representable in clock_t and time_t are implementation-defined." On most
* systems, time_t is a 4 or 8 byte integer counting seconds since the UTC Unix
* epoch. The following methods are used for conversion. */

/* Datetime of 1 Jan 1970 00:00 */
#define UA_DATETIME_UNIX_EPOCH (11644473600LL * UA_DATETIME_SEC)

static UA_INLINE UA_Int64
UA_DateTime_toUnixTime (UA_DateTime date) {

return (date - UA_DATETIME_UNIX_EPOCH) / UA_DATETIME_SEC;
}

static UA_INLINE UA_DateTime
UA_DateTime_fromUnixTime (UA_Int64 unixDate) {

return (unixDate * UA_DATETIME_SEC) + UA_DATETIME_UNIX_EPOCH;
}

L J
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6.1.15 Guid

A 16 byte value that can be used as a globally unique identifier.

-

typedef struct {
UA_UInt32 datal;
UA_UIntl6 data2;
UA_UIntl6 data3;
UA_Byte data4[8];
} UA_Guid;

extern const UA_Guid UA_GUID_NULL;
UA_Boolean UA_Guid_equal(const UA_Guid *gl, const UA_Guid *g2);

#ifdef UA_ENABLE_PARSING
/* Parse the Guid format defined in Part 6, 5.1.3.
* Format: C496578A-0DFE-4B8F-870A-745238C6AEAE
/ | | | l |
0 8 13 18 23 36 */
UA_StatusCode
UA_Guid_parse(UA_Guid *guid, const UA_String str);

static UA_INLINE UA_Guid
UA_GUID(const char *chars) {
UA_Guid guid;
UA_Guid_parse(&guid, UA_STRING((char*) (uintptr_t)chars));
return guid;
}
\#endif

6.1.16 ByteString

A sequence of octets.

-

typedef UA_String UA_ByteString;
extern const UA_ByteString UA_BYTESTRING_NULL;

/% Allocates memory of size length for the bytestring.
* The content is not set to zero. */
UA_StatusCode
UA_ByteString_allocBuffer (UA_ByteString *bs, size_t length);

/* Converts a ByteString to the corresponding
* base64 representation */
UA_StatusCode
UA_ByteString_toBase64(const UA_ByteString *bs,
UA_String *output);

/% Parse a ByteString from a base64 representation */
UA_StatusCode
UA_ByteString fromBase64(UA_ByteString *bs,

const UA_String *input);

static UA_INLINE UA_ByteString

(continues on next page)
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UA_BYTESTRING(char *chars) {
UA_ByteString bs; bs.length = 0; bs.data = NULL;
if(!chars)
return bs;
bs.length = strlen(chars); bs.data = (UA_Byte*)chars; return bs;
}

static UA_INLINE UA_ByteString

UA_BYTESTRING_ALLOC(const char *chars) {
UA_String str = UA_String fromChars(chars); UA_ByteString bstr;
bstr.length = str.length; bstr.data = str.data; return bstr;

3

static UA_INLINE UA_Boolean
UA_ByteString_equal (const UA_ByteString *stringl,
const UA_ByteString *string2) {
return UA_String_equal((const UA_String*)stringl,
(const UA_String*)string2);
}

/% Returns a non-cryptographic hash of a bytestring */
UA_UInt32
UA_ByteString_hash(UA_UInt32 initialHashValue,

const UA_Byte *data, size_t size);

6.1.17 XmilElement

An XML element.

[typedef UA_String UA_XmlElement;

6.1.18 Nodeld

An identifier for a node in the address space of an OPC UA Server.

enum UA_NodeIdType {
UA_NODEIDTYPE_NUMERIC = 0, /* In the binary encoding, this can also
* become 1 or 2 (two-byte and four-byte
* encoding of small numeric nodeids) */

UA_NODEIDTYPE_STRING 3
UA_NODEIDTYPE_GUID = 4,
UA_NODEIDTYPE_BYTESTRING = 5

};

typedef struct {
UA_UInt16 namespaceIndex;
enum UA_NodeIdType identifierType;

union {
UA_UInt32 numeric;
UA_String string;
UA_Guid guid;

UA_ByteString byteString;
} identifier;
} UA_NodeId;

(continues on next page)
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extern const UA_NodeId UA_NODEID_NULL;
UA_Boolean UA_NodeId_isNull(const UA_NodeId *p);

/* Print the NodelId in the human-readable format defined in Part 6,
* 5.3.1.10.

* Examples:
2 UA_NODEID("i=13")
UA_NODEID("ns=10;i=1")
UA_NODEID("ns=10;s=Hello:World")
UA_NODEID("g=09087e75-8e5e-499b-954f-f2a9603db28a")
UA_NODEID("ns=1;b=b3BlbjYyNTQxIQ==") // base64
*/
UA_StatusCode
UA_NodeId_print(const UA_NodeId *id, UA_String *output);

#1ifdef UA_ENABLE_PARSING

/% Parse the human-readable Nodeld format. Attention! String and
* ByteString NodeIds have their identifier malloc'ed and need to be
* cleaned up. */

UA_StatusCode

UA_NodeId_parse(UA_NodeId *id, const UA_String str);

static UA_INLINE UA_NodeId
UA_NODEID(const char *chars) {
UA_NodeId id;
UA_NodeId_parse(&id, UA_STRING((char*) (uintptr_t)chars));
return id;
}
#endif

The following functions are shorthand for creating Nodelds.

static UA_INLINE UA_NodeId

UA_NODEID_NUMERIC(UA_UInt16 nsIndex, UA_UInt32 identifier) {
UA_NodeId id; id.namespaceIndex = nsIndex;
id.identifierType = UA_NODEIDTYPE_NUMERIC;
id.identifier.numeric = identifier; return id;

}

static UA_INLINE UA_NodeId

UA_NODEID_STRING(UA_UIntl6 nsIndex, char *chars) {
UA_NodeId id; id.namespaceIndex = nsIndex;
id.identifierType = UA_NODEIDTYPE_STRING;
id.identifier.string = UA_STRING(chars); return id;

}

static UA_INLINE UA_NodeId

UA_NODEID_STRING_ALLOC(UA_UIntl16 nsIndex, const char *chars) {
UA_NodeId id; id.namespaceIndex = nsIndex;
id.identifierType = UA_NODEIDTYPE_STRING;
id.identifier.string = UA_STRING_ALLOC(chars); return id;

(continues on next page)
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static UA_INLINE UA_NodeId

UA_NODEID_GUID(UA_UInt16 nsIndex, UA_Guid guid) {
UA_NodeId id; id.namespaceIndex = nsIndex;
id.identifierType = UA_NODEIDTYPE_GUID;
id.identifier.guid = guid; return id;

¥

static UA_INLINE UA_NodeId

UA_NODEID_BYTESTRING(UA_UInt16 nsIndex, char *chars) {
UA_NodeId id; id.namespaceIndex = nsIndex;
id.identifierType = UA_NODEIDTYPE_BYTESTRING;
id.identifier.byteString = UA_BYTESTRING(chars); return id;

}

static UA_INLINE UA_NodeId

UA_NODEID_BYTESTRING_ALLOC(UA_UIntl6 nsIndex, const char *chars) {
UA_NodeId id; id.namespaceIndex = nsIndex;
id.identifierType = UA_NODEIDTYPE_BYTESTRING;
id.identifier.byteString = UA_BYTESTRING_ALLOC(chars); return id;

}

/* Total ordering of NodeId */
UA_Order
UA_NodeId_order(const UA_NodeId *nl, const UA_NodeId *n2);

/* Check for equality */

static UA_INLINE UA_Boolean

UA_NodeId_equal(const UA_NodeId *nl, const UA_NodeId *n2) {
return (UA_NodeId_order(nl, n2) == UA_ORDER_EQ);

}

/% Returns a non-cryptographic hash for Nodeld */
UA_UInt32 UA_NodeId_hash(const UA_NodeId *n);

6.1.19 ExpandedNodeld

A Nodeld that allows the namespace URI to be specified instead of an index.

typedef struct {
UA_NodeId nodeld;
UA_String namespaceUri;
UA_UInt32 serverIndex;
} UA_ExpandedNodeld;

extern const UA_ExpandedNodeId UA_EXPANDEDNODEID_NULL;

UA_StatusCode
UA_ExpandedNodeId_print(const UA_ExpandedNodeId *id, UA_String *output);

#1ifdef UA_ENABLE_PARSING
/% Parse the ExpandedNodeId format defined in Part 6, 5.3.1.11:

svr=<serverindex>;ns=<namespaceindex>;<type>=<value>
or
svr=<serverindex>;nsu=<uri>;<type>=<value>
(continues on next page)
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* The definitions for svr, ns and nsu can be omitted and will be set to zero /
* the empty string.*/

UA_StatusCode

UA_ExpandedNodeId_parse(UA_ExpandedNodeId *id, const UA_String str);

static UA_INLINE UA_ExpandedNodelId

UA_EXPANDEDNODEID(const char *chars) {
UA_ExpandedNodeId id;
UA_ExpandedNodeId_parse(&id, UA_STRING((char*) (uintptr_t)chars));
return id;

}
#endif

The following functions are shorthand for creating ExpandedNodelds.

static UA_INLINE UA_ExpandedNodeld

UA_EXPANDEDNODEID_NUMERIC(UA_UInt16 nsIndex, UA_UInt32 identifier) {
UA_ExpandedNodelId id; id.nodeId = UA_NODEID_NUMERIC(nsIndex, identifier);
id.serverIndex = 0; id.namespaceUri = UA_STRING_NULL; return id;

}

static UA_INLINE UA_ExpandedNodelId

UA_EXPANDEDNODEID_STRING(UA_UIntl1l6 nsIndex, char *chars) {
UA_ExpandedNodelId id; id.nodeId = UA_NODEID_STRING(nsIndex, chars);
id.serverIndex = 0; id.namespaceUri = UA_STRING_NULL; return id;

}

static UA_INLINE UA_ExpandedNodeId

UA_EXPANDEDNODEID_STRING_ALLOC(UA_UInt16 nsIndex, const char *chars) {
UA_ExpandedNodelId id; id.nodeId = UA_NODEID_STRING_ALLOC(nsIndex, chars);
id.serverIndex = 0; id.namespaceUri = UA_STRING_NULL; return id;

}

static UA_INLINE UA_ExpandedNodelId

UA_EXPANDEDNODEID_STRING_GUID(UA_UInt16 nsIndex, UA_Guid guid) {
UA_ExpandedNodelId id; id.nodeId = UA_NODEID_GUID(nsIndex, guid);
id.serverIndex = 0; id.namespaceUri = UA_STRING_NULL; return id;

}

static UA_INLINE UA_ExpandedNodeld

UA_EXPANDEDNODEID_BYTESTRING(UA_UInt16 nsIndex, char *chars) {
UA_ExpandedNodeId id; id.nodeId = UA_NODEID_BYTESTRING(nsIndex, chars);
id.serverIndex = 0; id.namespaceUri = UA_STRING_NULL; return id;

}

static UA_INLINE UA_ExpandedNodeId

UA_EXPANDEDNODEID_BYTESTRING_ALLOC(UA_UInt16 nsIndex, const char *chars) {
UA_ExpandedNodelId id; id.nodeId = UA_NODEID_BYTESTRING_ALLOC(nsIndex, chars);
id.serverIndex = 0; id.namespaceUri = UA_STRING_NULL; return id;

}

static UA_INLINE UA_ExpandedNodeld

UA_EXPANDEDNODEID_NODEID (UA_NodeId nodeId) {
UA_ExpandedNodelId id = {0}; id.nodeId = nodeld; return id;

}

(continues on next page)
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/* Does the ExpandedNodeId point to a local node? That is, are namespaceUri and
* serverIndex empty? */

UA_Boolean

UA_ExpandedNodeId_isLocal (const UA_ExpandedNodeId *n);

/% Total ordering of ExpandedNodeId */

UA_Order

UA_ExpandedNodeId_order(const UA_ExpandedNodeId *nl,
const UA_ExpandedNodeId *n2);

/* Check for equality */
static UA_INLINE UA_Boolean
UA_ExpandedNodeId_equal (const UA_ExpandedNodeId *nl,
const UA_ExpandedNodeId *n2) {
return (UA_ExpandedNodeId_order(nl, n2) == UA_ORDER_EQ);

/* Returns a non-cryptographic hash for ExpandedNodeId. The hash of an
* ExpandedNodeId is identical to the hash of the embedded (simple) NodeId if
* the ServerIndex is zero and no NamespaceUri is set. */

UA_UInt32

UA_ExpandedNodeId_hash(const UA_ExpandedNodeId *n);

6.1.20 QualifiedName

A name qualified by a namespace.

typedef struct {
UA_UInt16 namespaceIndex;
UA_String name;

} UA_QualifiedName;

static UA_INLINE UA_Boolean
UA_QualifiedName_isNull(const UA_QualifiedName *q) {
return (g->namespaceIndex == 0 && gq->name.length == 0);

}

/* Returns a non-cryptographic hash for QualifiedName */
UA_UInt32
UA_QualifiedName_hash(const UA_QualifiedName *q);

static UA_INLINE UA_QualifiedName

UA_QUALIFIEDNAME (UA_UIntl16 nsIndex, char *chars) {
UA_QualifiedName gn; gn.namespaceIndex = nsIndex;
gn.name = UA_STRING(chars); return gn;

}

static UA_INLINE UA_QualifiedName
UA_QUALIFIEDNAME_ALLOC(UA_UIntl6 nsIndex, const char *chars) {
UA_QualifiedName gn; gn.namespaceIndex = nsIndex;
gn.name = UA_STRING_ALLOC(chars); return gn;
}

UA_Boolean

(continues on next page)
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UA_QualifiedName_equal (const UA_QualifiedName *gnl,
const UA_QualifiedName *gn2);

6.1.21 LocalizedText

Human readable text with an optional locale identifier.

typedef struct {
UA_String locale;
UA_String text;

} UA_LocalizedText;

static UA_INLINE UA_LocalizedText

UA_LOCALIZEDTEXT(char *locale, char *text) {
UA_LocalizedText 1t; 1lt.locale = UA_STRING(locale);
1t.text = UA_STRING(text); return 1t;

}

static UA_INLINE UA_LocalizedText

UA_LOCALIZEDTEXT_ALLOC(const char *locale, const char *text) {
UA_LocalizedText 1t; 1lt.locale = UA_STRING_ALLOC(locale);
1t.text = UA_STRING_ALLOC(text); return 1t;

6.1.22 NumericRange

NumericRanges are used to indicate subsets of a (multidimensional) array. They no official data type in the OPC
UA standard and are transmitted only with a string encoding, such as “1:2,0:3,5”. The colon separates min/max
index and the comma separates dimensions. A single value indicates a range with a single element (min==max).

typedef struct {
UA_UInt32 min;
UA_UInt32 max;

} UA_NumericRangeDimension;

typedef struct {
size_t dimensionsSize;
UA_NumericRangeDimension *dimensions;
} UA_NumericRange;

UA_StatusCode
UA_NumericRange_parse(UA_NumericRange *range, const UA_String str);

static UA_INLINE UA_NumericRange

UA_NUMERICRANGE (const char *s) {
UA_NumericRange nr; nr.dimensionsSize = 0; nr.dimensions = NULL;
UA_NumericRange_parse(&nr, UA_STRING((char*) (uintptr_t)s)); return nr;
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6.1.23 Variant

Variants may contain values of any type together with a description of the content. See the section on Generic Type
Handling on how types are described. The standard mandates that variants contain built-in data types only. If the
value is not of a builtin type, it is wrapped into an ExtensionObject. open62541 hides this wrapping transparently
in the encoding layer. If the data type is unknown to the receiver, the variant contains the original ExtensionObject
in binary or XML encoding.

Variants may contain a scalar value or an array. For details on the handling of arrays, see the section on Array han-
dling. Array variants can have an additional dimensionality (matrix, 3-tensor, ...) defined in an array of dimension
lengths. The actual values are kept in an array of dimensions one. For users who work with higher-dimensions
arrays directly, keep in mind that dimensions of higher rank are serialized first (the highest rank dimension has
stride 1 and elements follow each other directly). Usually it is simplest to interact with higher-dimensional arrays
via UA_NumericRange descriptions (see Array handling).

To differentiate between scalar / array variants, the following definition is used. UA_Variant_isScalar provides
simplified access to these checks.

e arrayLength == 0 && data == NULL: undefined array of length -1

* arrayLength == 0 && data == UA_EMPTY_ARRAY_SENTINEL: array of length O
e arrayLength == 0 && data > UA_EMPTY_ARRAY_SENTINEL: scalar value

e arrayLength > 0: array of the given length

Variants can also be empty. Then, the pointer to the type description is NULL.

-

/% Forward declaration. See the section on Generic Type Handling */
struct UA_DataType;
typedef struct UA_DataType UA_DataType;

#define UA_EMPTY_ARRAY_SENTINEL ((void*)0x01)

typedef enum {
UA_VARIANT_DATA, /* The data has the same lifecycle as the variant */
UA_VARIANT_DATA_NODELETE /* The data is "borrowed" by the variant and is
* not deleted when the variant is cleared up.
* The array dimensions also borrowed. */
} UA_VariantStorageType;

typedef struct {

const UA_DataType *type; /% The data type description */
UA_VariantStorageType storageType;

size_t arraylLength; /* The number of elements in the data array */
void *data; /* Points to the scalar or array data */
size_t arrayDimensionsSize; /% The number of dimensions */

UA_UInt32 *arrayDimensions; /* The length of each dimension */

} UA_Variant;

/* Returns true if the variant has no value defined (contains neither an array
* nor a scalar value).

* @param v The variant
* @return Is the variant empty */
static UA_INLINE UA_Boolean
UA_Variant_isEmpty(const UA_Variant *v) {
return v->type == NULL;
}

/* Returns true if the variant contains a scalar value. Note that empty variants

(continues on next page)
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* contain an array of length -1 (undefined).

* @param v The variant
* @return Does the variant contain a scalar value */
static UA_INLINE UA_Boolean
UA_Variant_isScalar(const UA_Variant *v) {
return (v->arraylLength == 0 && v->data > UA_EMPTY_ARRAY_SENTINEL);

}

/% Returns true if the variant contains a scalar value of the given type.
* @param v The variant
* @param type The data type
* @return Does the variant contain a scalar value of the given type */
static UA_INLINE UA_Boolean
UA_Variant_hasScalarType(const UA_Variant *v, const UA_DataType “type) {
return UA_Variant_isScalar(v) && type == v->type;

}

/% Returns true if the variant contains an array of the given type.
* @param v The variant
* @param type The data type
* @return Does the variant contain an array of the given type */
static UA_INLINE UA_Boolean
UA_Variant_hasArrayType(const UA_Variant *v, const UA_DataType *type) {
return (!UA_Variant_isScalar(v)) && type == v->type;

}

/% Set the variant to a scalar value that already resides in memory. The value
* takes on the lifecycle of the variant and is deleted with it.
* @param v The variant
* @aram p A pointer to the value data
* @param type The datatype of the value in question */
void
UA_Variant_setScalar(UA_Variant *v, void *p,
const UA_DataType *“type);

/% Set the variant to a scalar value that is copied from an existing variable.

* @param v The variant

* @param p A pointer to the value data

* @param type The datatype of the value

* @return Indicates whether the operation succeeded or returns an error code */
UA_StatusCode
UA_Variant_setScalarCopy(UA_Variant *v, const void *p,

const UA_DataType *type);

/* Set the variant to an array that already resides in memory. The array takes
* on the lifecycle of the variant and is deleted with it.

* @param v The variant

* @param array A pointer to the array data

* @param arraySize The size of the array

* @param type The datatype of the array */
void

(continues on next page)
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UA_Variant_setArray(UA_Variant *v, void *array,

size_t arraySize, const UA_DataType *type);

* Set the variant to an array that is copied from an existing array.

@param v The variant

* @param array A pointer to the array data
* @param arraySize The size of the array
* @param type The datatype of the array

UA_
UA_

@return Indicates whether the operation succeeded or returns an error code */
StatusCode
Variant_setArrayCopy(UA_Variant *v, const void *array,

size_t arraySize, const UA_DataType *type);

* Copy the variant, but use only a subset of the (multidimensional) array into

a variant. Returns an error code if the variant is not an array or if the
indicated range does not fit.

* @param src The source variant
* @param dst The target variant

UA

UA_

@param range The range of the copied data

@return Returns UA_STATUSCODE_GOOD or an error code */

StatusCode

Variant_copyRange(const UA_Variant *src, UA_Variant *dst,
const UA_NumericRange range);

* Insert a range of data into an existing variant. The data array cannot be

* reused afterwards if it contains types without a fixed size (e.g. strings)
* since the members are moved into the variant and take on its lifecycle.

* @param v The variant

@param dataArray The data array. The type must match the variant
@param dataArraySize The length of the data array. This is checked to match
the range size.

* @param range The range of where the new data is inserted
* @return Returns UA_STATUSCODE_GOOD or an error code */

UA_

UA

StatusCode
_Variant_setRange(UA_Variant *v, void *array,
size_t arraySize, const UA_NumericRange range);

* Deep-copy a range of data into an existing variant.

@param v The variant

* @param dataArray The data array. The type must match the variant
* @param dataArraySize The length of the data array. This is checked to match

the range size.

* @param range The range of where the new data is inserted
* @return Returns UA_STATUSCODE_GOOD or an error code */

UA
UA

_StatusCode
_Variant_setRangeCopy(UA_Variant *v, const void *array,
size_t arraySize, const UA_NumericRange range);
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6.1.24 ExtensionObject

ExtensionObjects may contain scalars of any data type. Even those that are unknown to the receiver. See the
section on Generic Type Handling on how types are described. If the received data type is unknown, the encoded
string and target Nodeld is stored instead of the decoded value.

-

typedef enum {
UA_EXTENSIONOBJECT_ENCODED_NOBODY 0
UA_EXTENSIONOBJECT_ENCODED_BYTESTRING 1
UA_EXTENSIONOBJECT_ENCODED_XML = 2
3
4

UA_EXTENSIONOBJECT_DECODED =
UA_EXTENSIONOBJECT_DECODED_NODELETE /* Don't delete the content
together with the

ExtensionObject */

} UA_ExtensionObjectEncoding;

typedef struct {
UA_ExtensionObjectEncoding encoding;
union {
struct {
UA_Nodeld typeld; /* The nodeid of the datatype */
UA_ByteString body; /* The bytestring of the encoded data */
} encoded;
struct {
const UA_DataType *type;
void *data;
} decoded;
} content;
} UA_ExtensionObject;

/% Initialize the ExtensionObject and set the "decoded" value to the given
* pointer. The value will be deleted when the ExtensionObject is cleared. */
void
UA_ExtensionObject_setValue (UA_ExtensionObject *eo,
void *p,
const UA_DataType *type);

/* Initialize the ExtensionObject and set the "decoded" value to the given
* pointer. The value will *not* be deleted when the ExtensionObject is

* cleared. */
void
UA_ExtensionObject_setValueNoDelete(UA_ExtensionObject *eo,

void *p,
const UA_DataType *type);

/% Initialize the ExtensionObject and set the "decoded" value to a fresh copy of
* the given value pointer. The value will be deleted when the ExtensionObject
* is cleared. */
UA_StatusCode
UA_ExtensionObject_setValueCopy(UA_ExtensionObject *eo,
void *p,
const UA_DataType *“type);

178 Chapter 6. Data Types



open62541

Documentation, Release 1.3.4

6.1.25 DataValue

A data value with an associated status code and timestamps.

typedef struct {

UA_Variant
UA_DateTime
UA_DateTime
UA_UIntl6
UA_UIntl6

UA_StatusCode

UA_Boolean
UA_Boolean
UA_Boolean
UA_Boolean
UA_Boolean
UA_Boolean

} UA_DataValue;

/7’:
* of the
* of the

* @param
* @param
* @param

UA_StatusCode
UA_DataValue_copyVariantRange(const UA_DataValue *src, UA_DataValue *dst,

value;
sourceTimestamp;
serverTimestamp;
sourcePicoseconds;
serverPicoseconds;
status;

hasValue

hasStatus
hasSourceTimestamp
hasServerTimestamp

hasSourcePicoseconds :
hasServerPicoseconds :

src The source DataValue
dst The target DataValue
range The range of the variant of the DataValue to copy
* @return Returns UA_STATUSCODE_GOOD or an error code */

const UA_NumericRange range);

Copy the DataValue, but use only a subset of the (multidimensional) array of
variant of the source DataValue. Returns an error code if the variant
DataValue is not an array or if the indicated range does not fit.

6.1.26 Diagnosticinfo

A structure that contains detailed error and diagnostic information associated with a StatusCode.

typedef struct UA_DiagnosticInfo {

UA_Boolean
UA_Boolean
UA_Boolean
UA_Boolean
UA_Boolean
UA_Boolean
UA_Boolean
UA_Int32
UA_Int32
UA_Int32
UA_Int32
UA_String

hasSymbolicId
hasNamespaceUri
hasLocalizedText
hasLocale
hasAdditionalInfo
hasInnerStatusCode

hasInnerDiagnosticInfo :

symbolicId;
namespaceUri;
localizedText;
locale;
additionalInfo;

UA_StatusCode innerStatusCode;
struct UA_DiagnosticInfo *innerDiagnosticInfo;
} UA_DiagnosticInfo;

6.1.
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6.2 Generic Type Handling

All information about a (builtin/structured) data type is stored in a UA_DataType. The array UA_TYPES contains
the description of all standard-defined types. This type description is used for the following generic operations that
work on all types:

e void T_init(T *ptr): Initialize the data type. This is synonymous with zeroing out the memory, i.e.
memset(ptr, 0, sizeof(T)).

T* T_new(): Allocate and return the memory for the data type. The value is already initialized.

UA_StatusCode T_copy(const T *src, T *dst): Copy the content of the data type. Returns

UA_STATUSCODE_GOOD or UA_STATUSCODE_BADOUTOFMEMORY.

void T_clear(T *ptr): Delete the dynamically allocated content of the data type and perform a T_init
to reset the type.

void T_delete(T *ptr): Delete the content of the data type and the memory for the data type itself.

Specializations, such as UA_Int32_new() are derived from the generic type operations as static inline functions.

typedef struct {
#ifdef UA_ENABLE_TYPEDESCRIPTION

const char *memberName; /* Human-readable member name

7’:/

#endif

const UA_DataType *memberType;/*
UA_Byte padding . 6; /*

The member data type description */

How much padding is there before this
member element? For arrays this is the
padding before the size_t length member.
(No padding between size_t and the
following ptr.) For unions, the padding
includes the size of the switchfield (the
offset from the start of the union
type). */

* The member is an array */

* The member is an optional field */

UA_Byte isArray
UA_Byte isOptional

g
iLg

} UA_DataTypeMember;

/% The DataType "kind" is an internal type classification. It is used to

* dispatch handling to the correct routines.
#define UA_DATATYPEKINDS 31

:':/

typedef enum {

UA_DATATYPEKIND_BOOLEAN =
UA_DATATYPEKIND_SBYTE = 1,
UA_DATATYPEKIND_BYTE = 2,
UA_DATATYPEKIND_INT16 = 3,
UA_DATATYPEKIND_UINT16 = 4,
UA_DATATYPEKIND_INT32 = 5,
UA_DATATYPEKIND_UINT32 = 6,
UA_DATATYPEKIND_INT64 = 7,
UA_DATATYPEKIND_UINT64 = 8,
UA_DATATYPEKIND_FLOAT = 9,

0,

UA_DATATYPEKIND_DOUBLE = 10,
UA_DATATYPEKIND_STRING = 11,
UA_DATATYPEKIND_DATETIME = 12,

UA_DATATYPEKIND_GUID = 13,
UA_DATATYPEKIND_BYTESTRING
UA_DATATYPEKIND_XMLELEMENT
UA_DATATYPEKIND_NODEID = 16,

UA_DATATYPEKIND_EXPANDEDNODEID = 17,

14,
15,

(continues on next page)
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UA_DATATYPEKIND_STATUSCODE = 18,

UA_DATATYPEKIND_QUALIFIEDNAME = 19,

UA_DATATYPEKIND_LOCALIZEDTEXT = 20,

UA_DATATYPEKIND_EXTENSIONOBJECT = 21,

UA_DATATYPEKIND_DATAVALUE = 22,

UA_DATATYPEKIND_VARIANT = 23,

UA_DATATYPEKIND_DIAGNOSTICINFO = 24,

UA_DATATYPEKIND_DECIMAL = 25,

UA_DATATYPEKIND_ENUM = 26,

UA_DATATYPEKIND_STRUCTURE = 27,

UA_DATATYPEKIND_OPTSTRUCT = 28, /* struct with optional fields */

UA_DATATYPEKIND_UNION = 29,

UA_DATATYPEKIND_BITFIELDCLUSTER = 30 /* bitfields + padding */
} UA_DataTypeKind;

struct UA_DataType {

#1ifdef UA_ENABLE_TYPEDESCRIPTION
const char *typeName;

#endif

UA_NodeId typeld; * The nodeid of the type */

UA_NodeId binaryEncodingld; /* NodeId of datatype when encoded as binary */
//UA_NodeId xmlEncodingId; /* Nodeld of datatype when encoded as XML */
UA_UInt32 memSize : 16; /* Size of the struct in memory */

UA_UInt32 typeKind I 6; * Dispatch index for the handling routines */

UA_UInt32 pointerFree : 1; * The type (and its members) contains no

* pointers that need to be freed */

* The type has the identical memory layout
* in memory and on the binary stream. */

* How many members does the type have? */

UA_UInt32 overlayable : 1;

I I N

UA_UInt32 membersSize : 8;
UA_DataTypeMember *members;
};

/* Datatype arrays with custom type definitions can be added in a linked list to
* the client or server configuration. */
typedef struct UA_DataTypeArray {
const struct UA_DataTypeArray *next;
const size_t typesSize;
const UA_DataType *types;
} UA_DataTypeArray;

/% Returns the offset and type of a structure member. The return value is false
* if the member was not found.

#* If the member is an array, the offset points to the (size_t) length field.
#* (The array pointer comes after the length field without any padding.) */
#1ifdef UA_ENABLE_TYPEDESCRIPTION
UA_Boolean
UA_DataType_getStructMember (const UA_DataType *type,
const char *memberName,
size_t *outOffset,
const UA_DataType **outMemberType,
UA_Boolean *outIsArray);
#endif

/* Test if the data type is a numeric builtin data type (via the typeKind field
* of UA_DataType). This includes integers and floating point numbers. Not

(continues on next page)
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* included are Boolean, DateTime, StatusCode and Enums. */
UA_Boolean
UA_DataType_isNumeric(const UA_DataType “type);

/% Return the Data Type Precedence-Rank defined in Part 4.

* If there is no Precedence-Rank assigned with the type -1 is returned.*/
UA_Intl6
UA_DataType_getPrecedence(const UA_DataType *type);

Builtin data types can be accessed as UA_TYPES[UA_TYPES_XXX], where XXX is the name of the data type.
If only the Nodeld of a type is known, use the following method to retrieve the data type description.

/* Returns the data type description for the type's identifier or NULL if no
* matching data type was found. */

const UA_DataType *

UA_findDataType(const UA_NodeId *typeId);

The following functions are used for generic handling of data types.

/% Allocates and initializes a variable of type dataType
* @param type The datatype description
* @return Returns the memory location of the variable or NULL if no
* memory could be allocated */

void * UA_new(const UA_DataType *type);

/* Initializes a variable to default values

* @param p The memory location of the variable
* @param type The datatype description */
static UA_INLINE void
UA_init(void *p, const UA_DataType *type) {
memset(p, 0, type->memSize);

}

/% Copies the content of two variables. If copying fails (e.g. because no memory
was available for an array), then dst is emptied and initialized to prevent
* memory leaks.

* @param src The memory location of the source variable

* @param dst The memory location of the destination variable

* @param type The datatype description

@return Indicates whether the operation succeeded or returns an error code */
UA_StatusCode

UA_copy(const void *src, void *dst, const UA_DataType *type);

/* Deletes the dynamically allocated content of a variable (e.g. resets all
arrays to undefined arrays). Afterwards, the variable can be safely deleted
* without causing memory leaks. But the variable is not initialized and may

* contain old data that is not memory-relevant.

* @param p The memory location of the variable
* @param type The datatype description of the variable */
void UA_clear(void *p, const UA_DataType *type);

#define UA_deleteMembers(p, type) UA_clear(p, type)

(continues on next page)
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/* Frees a variable and all of its content.

* @param p The memory location of the variable
* @param type The datatype description of the variable */
void UA_delete(void *p, const UA_DataType *type);

/% Pretty-print the value from the datatype.

* @param p The memory location of the variable
* @param type The datatype description of the variable
* @param output A string that is memory-allocated for the pretty-printed output
* @return Indicates whether the operation succeeded*/
#1ifdef UA_ENABLE_TYPEDESCRIPTION
UA_StatusCode
UA_print(const void *p, const UA_DataType *type, UA_String *output);
#endif

/* Compare two variables and return their order. This can also be used to test
* for equality of two values.

* For numerical types (including StatusCodes and Enums), their natural order is
* used. NaN is the "smallest" value for floating point values. Different bit
* representations of NaN are considered identical.

* All other types have *some* absolute ordering so that a < b, b < c -> a < c.

The ordering of arrays (also strings) is in "shortlex": A shorter array is
* always smaller than a longer array. Otherwise the first different element
* defines the order.

When members of different types are permitted (in Variants and
* ExtensionObjects), the memory address in the "UA_DataType*" pointer
* determines which variable is smaller.

* @param pl The memory location of the first value
* @param p2 The memory location of the first value

* @param type The datatype description of both values */
UA_Order

UA_order(const void *pl, const void *p2, const UA_DataType *type);

6.2.1 Encoding/Decoding

Encoding and decoding routines for the available formats. For all formats the _calcSize, _encode and _decode
methods are provided.

/% Returns the number of bytes the value p takes in binary encoding. Returns
* zero if an error occurs. */

size_t

UA_calcSizeBinary(const void *p, const UA_DataType *type);

/% Encodes a data-structure in the binary format. If outBuf has a length of
* zero, a buffer of the required size is allocated. Otherwise, encoding into
* the existing outBuf is attempted (and may fail if the buffer is too
* small). */

(continues on next page)
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UA_StatusCode
UA_encodeBinary(const void *p, const UA_DataType *type,
UA_ByteString *outBuf);

/* The structure with the decoding options may be extended in the future.
* Zero-out the entire structure initially to ensure code-compatibility when
* more fields are added in a later release. */
typedef struct {
const UA_DataTypeArray “customTypes; /* Begin of a linked list with custom
* datatype definitions */
} UA_DecodeBinaryOptions;

/* Decodes a data structure from the input buffer in the binary format. It is
* assumed that 'p° points to valid memory (not necessarily zeroed out). The
* options can be NULL and will be disregarded in that case. */

UA_StatusCode

UA_decodeBinary(const UA_ByteString *inBuf,

void *p, const UA_DataType *type,
const UA_DecodeBinaryOptions *options);

#1ifdef UA_ENABLE_JSON_ENCODING

typedef struct {
const UA_String *“namespaces;
size_t namespacesSize;
const UA_String *serverUris;
size_t serverUrisSize;
UA_Boolean useReversible;

} UA_EncodeJsonOptions;

/% Returns the number of bytes the value src takes in json encoding. Returns
* zero if an error occurs. */
size_t
UA_calcSizelson(const void *src, const UA_DataType *type,
const UA_EncodelsonOptions *options);

/% Encodes the scalar value described by type to json encoding.

* @aram src The value. Must not be NULL.
* @param type The value type. Must not be NULL.
* @param outBuf Pointer to ByteString containing the result if the encoding
was successful
* @return Returns a statuscode whether encoding succeeded. */
UA_StatusCode
UA_encodeJson(const void *src, const UA_DataType *type, UA_ByteString *outBuf,
const UA_EncodelsonOptions *options);

/* The structure with the decoding options may be extended in the future.
* Zero-out the entire structure initially to ensure code-compatibility when
* more fields are added in a later release. */
typedef struct {
const UA_String *namespaces;
size_t namespacesSize;
const UA_String *serverUris;
size_t serverUrisSize;
const UA_DataTypeArray *customTypes; /* Begin of a linked list with custom

(continues on next page)
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* datatype definitions */
} UA_DecodelsonOptions;

/* Decodes a scalar value described by type from json encoding.
* @param src The buffer with the json encoded value. Must not be NULL.
* @param dst The target value. Must not be NULL. The target is assumed to have
& size type->memSize. The value is reset to zero before decoding. If
decoding fails, members are deleted and the value is reset (zeroed)
again.

* @param type The value type. Must not be NULL.

* @param options The options struct for decoding, currently unused

* @return Returns a statuscode whether decoding succeeded. */
UA_StatusCode
UA_decodeJson(const UA_ByteString *src, void *dst, const UA_DataType *type,

const UA_DecodelsonOptions *options);

o

#endif /* UA_ENABLE_JSON_ENCODING */

6.3 Array handling

In OPC UA, arrays can have a length of zero or more with the usual meaning. In addition, arrays can be undefined.
Then, they don’t even have a length. In the binary encoding, this is indicated by an array of length -1.

In open62541 however, we use size_t for array lengths. An undefined array has length O and the data pointer is
NULL. An array of length O also has length 0 but a data pointer UA_EMPTY_ARRAY_SENTINEL.

/% Allocates and initializes an array of variables of a specific type
* @param size The requested array length
* @param type The datatype description
* @return Returns the memory location of the variable or NULL if no memory
ks could be allocated */

void *

UA_Array_new(size_t size, const UA_DataType *type);

/* Allocates and copies an array

* @param src The memory location of the source array

* @param size The size of the array

* @param dst The location of the pointer to the new array

* @param type The datatype of the array members

* @return Returns UA_STATUSCODE_GOOD or UA_STATUSCODE_BADOUTOFMEMORY */
UA_StatusCode
UA_Array_copy(const void *src, size_t size, void **dst,

const UA_DataType *type);

/* Resizes (and reallocates) an array. The last entries are initialized to zero
* if the array length is increased. If the array length is decreased, the last
* entries are removed if the size is decreased.

* @param p Double pointer to the array memory. Can be overwritten by the result
G of a realloc.
* @param size The current size of the array. Overwritten in case of success.

(continues on next page)
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* @param newSize The new size of the array
k3 @param type The datatype of the array members
@return Returns UA_STATUSCODE_GOOD or UA_STATUSCODE_BADOUTOFMEMORY. The

UA

/:':

original array is left untouched in the failure case. */

_StatusCode
UA_

Array_resize(void **p, size_t *size, size_t newSize,
const UA_DataType “type);

Append the given element at the end of the array. The content is moved

* (shallow copy) and the original memory is _init'ed if appending is
* successful.

* @param p Double pointer to the array memory. Can be overwritten by the result

of a realloc.

* @param size The current size of the array. Overwritten in case of success.
* @param newElem The element to be appended. The memory is reset upon Success.
& @param type The datatype of the array members

UA_
UA_

/-.’:

o

@return Returns UA_STATUSCODE_GOOD or UA_STATUSCODE_BADOUTOFMEMORY. The
original array is left untouched in the failure case. */
StatusCode
Array_append(void **p, size_t *size, void *newElem,
const UA_DataType “type);

Append a copy of the given element at the end of the array.

@param p Double pointer to the array memory. Can be overwritten by the result
of a realloc.

* @param size The current size of the array. Overwritten in case of success.
* @param newElem The element to be appended.

* @aram type The datatype of the array members

* @return Returns UA_STATUSCODE_GOOD or UA_STATUSCODE_BADOUTOFMEMORY. The

UA_
UA_

/:':

original array is left untouched in the failure case. */
StatusCode
Array_appendCopy(void **p, size_t *size, const void *newElem,

const UA_DataType *type);

Deletes an array.

* @param p The memory location of the array
* @aram size The size of the array

o

* @param type The datatype of the array members */

void

UA

_Array_delete(void *p, size_t size, const UA_DataType *type);
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6.4 Random Number Generator

If UA_MULTITHREADING is defined, then the seed is stored in thread local storage. The seed is initialized for
every thread in the server/client.

void UA_random_seed(UA_UInt64 seed);
UA_UInt32 UA_UInt32_random(void); /* no cryptographic entropy */
UA_Guid UA_Guid_random(void); /* no cryptographic entropy */

6.5 Generated Data Type Definitions

The following data types were auto-generated from a definition in XML format.

s R

/% The following is used to exclude type names in the definition of UA_DataType
* structures if the feature is disabled. */

#1ifdef UA_ENABLE_TYPEDESCRIPTION

# define UA_TYPENAME (name) name,

#else

# define UA_TYPENAME (name)

#endif

. J

Every type is assigned an index in an array containing the type descriptions. These descriptions are used during
type handling (copying, deletion, binary encoding, ...).

#define UA_TYPES_COUNT 368
extern const UA_DataType UA_TYPES[UA_TYPES_COUNT];

6.5.1 Boolean

[#deﬁne UA_TYPES_BOOLEAN 0 ]
6.5.2 SByte

[#deﬁne UA_TYPES_SBYTE 1 ]
6.5.3 Byte

[#deﬁne UA_TYPES_BYTE 2 ]
6.5.4 Int16

[#define UA_TYPES_INT16 3 ]
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6.5.5 UInt16

[#define UA_TYPES_UINT16 4

6.5.6 Int32

E#define UA_TYPES_INT32 5

6.5.7 UInt32

[#define UA_TYPES_UINT32 6

6.5.8 Int64

E#define UA_TYPES_INT64 7

6.5.9 Uint64

[#define UA_TYPES_UINT64 8

6.5.10 Float

E#define UA_TYPES_FLOAT 9

6.5.11 Double

[#define UA_TYPES_DOUBLE 10

6.5.12 String

[#define UA_TYPES_STRING 11

6.5.13 DateTime

[#define UA_TYPES_DATETIME 12
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6.5.14 Guid

[#define UA_TYPES_GUID 13

6.5.15 ByteString

E#define UA_TYPES_BYTESTRING 14

6.5.16 XmlElement

[#define UA_TYPES_XMLELEMENT 15

6.5.17 Nodeld

E#define UA_TYPES_NODEID 16

6.5.18 ExpandedNodeld

[#define UA_TYPES_EXPANDEDNODEID 17

6.5.19 StatusCode

[#define UA_TYPES_STATUSCODE 18

6.5.20 QualifiedName

[#define UA_TYPES_QUALIFIEDNAME 19

6.5.21 LocalizedText

E#define UA_TYPES_LOCALIZEDTEXT 20

6.5.22 ExtensionObject

[#define UA_TYPES_EXTENSIONOBJECT 21

6.5. Generated Data Type Definitions
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6.5.23 DataValue

[#define UA_TYPES_DATAVALUE 22

6.5.24 Variant

[#define UA_TYPES_VARIANT 23

6.5.25 Diagnosticinfo

[#define UA_TYPES_DIAGNOSTICINFO 24

6.5.26 NamingRuleType

typedef enum {
UA_NAMINGRULETYPE_MANDATORY = 1,
UA_NAMINGRULETYPE_OPTIONAL = 2,
UA_NAMINGRULETYPE_CONSTRAINT = 3,
__UA_NAMINGRULETYPE_FORCE32BIT = Ox7fffffff
} UA_NamingRuleType;
UA_STATIC_ASSERT (sizeof (UA_NamingRuleType) == sizeof(UA_Int32), enum_must_be_32bit);

#define UA_TYPES_NAMINGRULETYPE 25

6.5.27 Enumeration

typedef enum {
__UA_ENUMERATION_FORCE32BIT = Ox7fffffff
} UA_Enumeration;

UA_STATIC_ASSERT (sizeof (UA_Enumeration) == sizeof(UA_Int32), enum_must_be_32bit);

#define UA_TYPES_ENUMERATION 26

6.5.28 ImageBMP

typedef UA_ByteString UA_ImageBMP;

#define UA_TYPES_IMAGEBMP 27
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6.5.29 ImageGIF

typedef UA_ByteString UA_ImageGIF;

#define UA_TYPES_IMAGEGIF 28

6.5.30 ImageJPG

typedef UA_ByteString UA_ImagelPG;

#define UA_TYPES_IMAGEJPG 29

6.5.31 ImagePNG

typedef UA_ByteString UA_ImagePNG;

#define UA_TYPES_IMAGEPNG 30

6.5.32 AudioDataType

typedef UA_ByteString UA_AudioDataType;

#define UA_TYPES_AUDIODATATYPE 31

6.5.33 BitFieldMaskDataType

typedef UA_UInt64 UA_BitFieldMaskDataType;

#define UA_TYPES_BITFIELDMASKDATATYPE 32

6.5.34 KeyValuePair

-

typedef struct {
UA_QualifiedName key;
UA_Variant value;

} UA_KeyValuePair;

#define UA_TYPES_KEYVALUEPAIR 33

6.5. Generated Data Type Definitions
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6.5.35 AdditionalParametersType

typedef struct {
size_t parametersSize;
UA_KeyValuePair *parameters;
} UA_AdditionalParametersType;

#define UA_TYPES_ADDITIONALPARAMETERSTYPE 34

6.5.36 EphemeralKeyType

typedef struct {
UA_ByteString publicKey;
UA_ByteString signature;
} UA_EphemeralKeyType;

#define UA_TYPES_EPHEMERALKEYTYPE 35

6.5.37 RationalNumber

typedef struct {
UA_Int32 numerator;
UA_UInt32 denominator;
} UA_RationalNumber;

#define UA_TYPES_RATIONALNUMBER 36

6.5.38 ThreeDVector

typedef struct {
UA_Double x;
UA_Double y;
UA_Double z;

} UA_ThreeDVector;

#define UA_TYPES_THREEDVECTOR 37

6.5.39 ThreeDCartesianCoordinates

typedef struct {
UA_Double x;
UA_Double y;
UA_Double z;
} UA_ThreeDCartesianCoordinates;

#define UA_TYPES_THREEDCARTESTIANCOORDINATES 38
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6.5.40 ThreeDOrientation

typedef struct {
UA_Double a;
UA_Double b;
UA_Double c;

} UA_ThreeDOrientation;

#define UA_TYPES_THREEDORIENTATION 39

6.5.41 ThreeDFrame

typedef struct {
UA_ThreeDCartesianCoordinates cartesianCoordinates;
UA_ThreeDOrientation orientation;

} UA_ThreeDFrame;

#define UA_TYPES_THREEDFRAME 40

6.5.42 OpenFileMode

typedef enum {
UA_OPENFILEMODE_READ = 1,
UA_OPENFILEMODE_WRITE = 2,
UA_OPENFILEMODE_ERASEEXISTING = 4,
UA_OPENFILEMODE_APPEND = 8,
__UA_OPENFILEMODE_FORCE32BIT = Ox7fffffff
} UA_OpenFileMode;
UA_STATIC_ASSERT (sizeof (UA_OpenFileMode) == sizeof(UA_Int32), enum_must_be_32bit);

#define UA_TYPES_OPENFILEMODE 41

6.5.43 ldentityCriteriaType

typedef enum {
UA_IDENTITYCRITERIATYPE_USERNAME =
UA_IDENTITYCRITERIATYPE_THUMBPRINT
UA_IDENTITYCRITERIATYPE_ROLE = 3,
UA_IDENTITYCRITERIATYPE_GROUPID = 4,
UA_IDENTITYCRITERIATYPE_ANONYMOUS = 5,
UA_IDENTITYCRITERIATYPE_AUTHENTICATEDUSER = 6,
UA_IDENTITYCRITERIATYPE_APPLICATION = 7,
__UA_IDENTITYCRITERIATYPE_FORCE32BIT = Ox7fffffff

} UA_IdentityCriteriaType;

UA_STATIC_ASSERT(sizeof(UA_IdentityCriteriaType) == sizeof(UA_Int32), enum_must_be_

—32bit);

1,
=2,

#define UA_TYPES_IDENTITYCRITERIATYPE 42
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6.5.44 IdentityMappingRuleType

typedef struct {
UA_IdentityCriteriaType criteriaType;
UA_String criteria;

} UA_IdentityMappingRuleType;

#define UA_TYPES_IDENTITYMAPPINGRULETYPE 43

6.5.45 CurrencyUnitType

typedef struct {
UA_Int16 numericCode;
UA_SByte exponent;
UA_String alphabeticCode;
UA_LocalizedText currency;
} UA_CurrencyUnitType;

#define UA_TYPES_CURRENCYUNITTYPE 44

6.5.46 TrustListMasks

typedef enum {
UA_TRUSTLISTMASKS_NONE = 0,
UA_TRUSTLISTMASKS_TRUSTEDCERTIFICATES = 1,
UA_TRUSTLISTMASKS_TRUSTEDCRLS = 2,
UA_TRUSTLISTMASKS_ISSUERCERTIFICATES = 4,
UA_TRUSTLISTMASKS_ISSUERCRLS = 8,
UA_TRUSTLISTMASKS_ALL = 15,
__UA_TRUSTLISTMASKS_FORCE32BIT = Ox7fffffff
} UA_TrustListMasks;
UA_STATIC_ASSERT(sizeof (UA_TrustListMasks) == sizeof(UA_Int32), enum_must_be_32bit);

#define UA_TYPES_TRUSTLISTMASKS 45

6.5.47 TrustListDataType

typedef struct {
UA_UInt32 specifiedLists;
size_t trustedCertificatesSize;
UA_ByteString *trustedCertificates;
size_t trustedCrlsSize;
UA_ByteString *trustedCrls;
size_t issuerCertificatesSize;
UA_ByteString *issuerCertificates;
size_t issuerCrlsSize;
UA_ByteString *issuerCrls;

} UA_TrustListDataType;

#define UA_TYPES_TRUSTLISTDATATYPE 46
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6.5.48 DecimalDataType

typedef struct {
UA_Intl6 scale;
UA_ByteString value;
} UA_DecimalDataType;

#define UA_TYPES_DECIMALDATATYPE 47

6.5.49 DataTypeDescription

typedef struct {
UA_NodeId dataTypeld;
UA_QualifiedName name;

} UA_DataTypeDescription;

#define UA_TYPES_DATATYPEDESCRIPTION 48

6.5.50 SimpleTypeDescription

typedef struct {
UA_NodeId dataTypeld;
UA_QualifiedName name;
UA_NodeId baseDataType;
UA_Byte builtInType;

} UA_SimpleTypeDescription;

#define UA_TYPES_SIMPLETYPEDESCRIPTION 49

6.5.51 PubSubState

typedef enum {
UA_PUBSUBSTATE_DISABLED = O,
UA_PUBSUBSTATE_PAUSED = 1,
UA_PUBSUBSTATE_OPERATIONAL = 2,
UA_PUBSUBSTATE_ERROR = 3,
UA_PUBSUBSTATE_PREOPERATIONAL = 4,
__UA_PUBSUBSTATE_FORCE32BIT = Ox7fffffff
} UA_PubSubState;
UA_STATIC_ASSERT(sizeof (UA_PubSubState) == sizeof(UA_Int32), enum_must_be_32bit);

#define UA_TYPES_PUBSUBSTATE 50
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6.5.52 DataSetFieldFlags

typedef UA_UIntl6 UA_DataSetFieldFlags;

#define UA_DATASETFIELDFLAGS_NONE 0
#define UA_DATASETFIELDFLAGS_PROMOTEDFIELD 1

#define UA_TYPES_DATASETFIELDFLAGS 51

6.5.53 ConfigurationVersionDataType

typedef struct {
UA_UInt32 majorVersion;
UA_UInt32 minorVersion;

} UA_ConfigurationVersionDataType;

#define UA_TYPES_CONFIGURATIONVERSIONDATATYPE 52

6.5.54 PublishedVariableDataType

typedef struct {
UA_NodeId publishedVariable;
UA_UInt32 attributeld;
UA_Double samplingIntervalHint;
UA_UInt32 deadbandType;
UA_Double deadbandValue;
UA_String indexRange;
UA_Variant substituteValue;
size_t metaDataPropertiesSize;
UA_QualifiedName *metaDataProperties;

} UA_PublishedVariableDataType;

#define UA_TYPES_PUBLISHEDVARIABLEDATATYPE 53

6.5.55 PublishedDataltemsDataType

typedef struct {
size_t publishedDataSize;
UA_PublishedVariableDataType *publishedData;
} UA_PublishedDataItemsDataType;

#define UA_TYPES_PUBLISHEDDATAITEMSDATATYPE 54
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6.5.56 DataSetFieldContentMask

typedef UA_UInt32 UA_DataSetFieldContentMask;

#define UA_DATASETFIELDCONTENTMASK_NONE 0

#define UA_DATASETFIELDCONTENTMASK_STATUSCODE 1
#define UA_DATASETFIELDCONTENTMASK_SOURCETIMESTAMP 2
#define UA_DATASETFIELDCONTENTMASK_SERVERTIMESTAMP 4
#define UA_DATASETFIELDCONTENTMASK_SOURCEPICOSECONDS 8
#define UA_DATASETFIELDCONTENTMASK_SERVERPICOSECONDS 16
#define UA_DATASETFIELDCONTENTMASK_RAWDATA 32

#define UA_TYPES_DATASETFIELDCONTENTMASK 55

6.5.57 DataSetWriterDataType

typedef struct {
UA_String name;
UA_Boolean enabled;
UA_UIntl6 dataSetWriterId;
UA_DataSetFieldContentMask dataSetFieldContentMask;
UA_UInt32 keyFrameCount;
UA_String dataSetName;
size_t dataSetWriterPropertiesSize;
UA_KeyValuePair *dataSetWriterProperties;
UA_ExtensionObject transportSettings;
UA_ExtensionObject messageSettings;

} UA_DataSetWriterDataType;

#define UA_TYPES_DATASETWRITERDATATYPE 56

6.5.58 NetworkAddressDataType

typedef struct {
UA_String networkInterface;
} UA_NetworkAddressDataType;

#define UA_TYPES_NETWORKADDRESSDATATYPE 57

6.5.59 NetworkAddressUriDataType

typedef struct {
UA_String networkInterface;
UA_String url;

} UA_NetworkAddressUrlDataType;

#define UA_TYPES_NETWORKADDRESSURLDATATYPE 58
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6.5.60 OverrideValueHandling

-

typedef enum {
UA_OVERRIDEVALUEHANDLING_DISABLED = O,
UA_OVERRIDEVALUEHANDLING_LASTUSABLEVALUE = 1,
UA_OVERRIDEVALUEHANDLING_OVERRIDEVALUE = 2,
__UA_OVERRIDEVALUEHANDLING_FORCE32BIT = Ox7fffffff
} UA_OverrideValueHandling;
UA_STATIC_ASSERT(sizeof(UA_OverrideValueHandling) == sizeof(UA_Int32), enum_must_be_
—32bit);

#define UA_TYPES_OVERRIDEVALUEHANDLING 59

6.5.61 DataSetOrderingType

typedef enum {
UA_DATASETORDERINGTYPE_UNDEFINED = O,
UA_DATASETORDERINGTYPE_ASCENDINGWRITERID = 1,
UA_DATASETORDERINGTYPE_ASCENDINGWRITERIDSINGLE = 2,
__UA_DATASETORDERINGTYPE_FORCE32BIT = Ox7fffffff
} UA_DataSetOrderingType;
UA_STATIC_ASSERT(sizeof(UA_DataSetOrderingType) == sizeof(UA_Int32), enum_must_be_
- 32bit);

#define UA_TYPES_DATASETORDERINGTYPE 60

6.5.62 UadpNetworkMessageContentMask

-

typedef UA_UInt32 UA_UadpNetworkMessageContentMask;

#define UA_UADPNETWORKMESSAGECONTENTMASK_NONE 0

#define UA_UADPNETWORKMESSAGECONTENTMASK_PUBLISHERID 1
#define UA_UADPNETWORKMESSAGECONTENTMASK_GROUPHEADER 2
#define UA_UADPNETWORKMESSAGECONTENTMASK_WRITERGROUPID 4
#define UA_UADPNETWORKMESSAGECONTENTMASK_GROUPVERSION 8
#define UA_UADPNETWORKMESSAGECONTENTMASK_NETWORKMESSAGENUMBER 16
#define UA_UADPNETWORKMESSAGECONTENTMASK_SEQUENCENUMBER 32
#define UA_UADPNETWORKMESSAGECONTENTMASK_PAYLOADHEADER 64
#define UA_UADPNETWORKMESSAGECONTENTMASK_TIMESTAMP 128
#define UA_UADPNETWORKMESSAGECONTENTMASK_PICOSECONDS 256
#define UA_UADPNETWORKMESSAGECONTENTMASK_DATASETCLASSID 512
#define UA_UADPNETWORKMESSAGECONTENTMASK_PROMOTEDFIELDS 1024

#define UA_TYPES_UADPNETWORKMESSAGECONTENTMASK 61
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6.5.63 UadpWriterGroupMessageDataType

typedef struct {
UA_UInt32 groupVersion;
UA_DataSetOrderingType dataSetOrdering;
UA_UadpNetworkMessageContentMask networkMessageContentMask;
UA_Double samplingOffset;
size_t publishingOffsetSize;
UA_Double *publishingOffset;

} UA_UadpWriterGroupMessageDataType;

#define UA_TYPES_UADPWRITERGROUPMESSAGEDATATYPE 62

6.5.64 UadpDataSetMessageContentMask

typedef UA_UInt32 UA_UadpDataSetMessageContentMask;

#define UA_UADPDATASETMESSAGECONTENTMASK_NONE 0

#define UA_UADPDATASETMESSAGECONTENTMASK_TIMESTAMP 1
#define UA_UADPDATASETMESSAGECONTENTMASK_PICOSECONDS 2
#define UA_UADPDATASETMESSAGECONTENTMASK_STATUS 4

#define UA_UADPDATASETMESSAGECONTENTMASK_MAJORVERSION 8
#define UA_UADPDATASETMESSAGECONTENTMASK_MINORVERSION 16
#define UA_UADPDATASETMESSAGECONTENTMASK_SEQUENCENUMBER 32

#define UA_TYPES_UADPDATASETMESSAGECONTENTMASK 63

6.5.65 UadpDataSetWriterMessageDataType

typedef struct {
UA_UadpDataSetMessageContentMask dataSetMessageContentMask;
UA_UIntl16 configuredSize;
UA_UIntl6 networkMessageNumber;
UA_UInt16 dataSetOffset;
} UA_UadpDataSetWriterMessageDataType;

#define UA_TYPES_UADPDATASETWRITERMESSAGEDATATYPE 64

6.5.66 UadpDataSetReaderMessageDataType

typedef struct {
UA_UInt32 groupVersion;
UA_UInt16 networkMessageNumber;
UA_UIntl6 dataSetOffset;
UA_Guid dataSetClassId;
UA_UadpNetworkMessageContentMask networkMessageContentMask;
UA_UadpDataSetMessageContentMask dataSetMessageContentMask;
UA_Double publishingInterval;
UA_Double receiveOffset;
UA_Double processingOffset;
} UA_UadpDataSetReaderMessageDataType;

(continues on next page)
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#define UA_TYPES_UADPDATASETREADERMESSAGEDATATYPE 65

6.5.67 JsonNetworkMessageContentMask

~

typedef UA_UInt32 UA_JsonNetworkMessageContentMask;

#define UA_JSONNETWORKMESSAGECONTENTMASK_NONE 0

#define UA_JSONNETWORKMESSAGECONTENTMASK_NETWORKMESSAGEHEADER 1
#define UA_JSONNETWORKMESSAGECONTENTMASK_DATASETMESSAGEHEADER 2
#define UA_JSONNETWORKMESSAGECONTENTMASK_SINGLEDATASETMESSAGE 4
#define UA_JSONNETWORKMESSAGECONTENTMASK_PUBLISHERID 8

#define UA_JSONNETWORKMESSAGECONTENTMASK_DATASETCLASSID 16
#define UA_JSONNETWORKMESSAGECONTENTMASK_REPLYTO 32

#define UA_TYPES_JSONNETWORKMESSAGECONTENTMASK 66

6.5.68 JsonWriterGroupMessageDataType

typedef struct {
UA_JsonNetworkMessageContentMask networkMessageContentMask;
} UA_JsonWriterGroupMessageDataType;

#define UA_TYPES_JSONWRITERGROUPMESSAGEDATATYPE 67

6.5.69 JsonDataSetMessageContentMask

typedef UA_UInt32 UA_JsonDataSetMessageContentMask;

#define UA_JSONDATASETMESSAGECONTENTMASK_NONE 0

#define UA_JSONDATASETMESSAGECONTENTMASK_DATASETWRITERID 1
#define UA_JSONDATASETMESSAGECONTENTMASK_METADATAVERSION 2
#define UA_JSONDATASETMESSAGECONTENTMASK_SEQUENCENUMBER 4
#define UA_JSONDATASETMESSAGECONTENTMASK_TIMESTAMP 8
#define UA_JSONDATASETMESSAGECONTENTMASK_STATUS 16

#define UA_JSONDATASETMESSAGECONTENTMASK_MESSAGETYPE 32

#define UA_TYPES_JSONDATASETMESSAGECONTENTMASK 68

6.5.70 JsonDataSetWriterMessageDataType

typedef struct {
UA_JsonDataSetMessageContentMask dataSetMessageContentMask;
} UA_JsonDataSetWriterMessageDataType;

#define UA_TYPES_JSONDATASETWRITERMESSAGEDATATYPE 69
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6.5.71 JsonDataSetReaderMessageDataType

typedef struct {
UA_JsonNetworkMessageContentMask networkMessageContentMask;
UA_JsonDataSetMessageContentMask dataSetMessageContentMask;
} UA_JsonDataSetReaderMessageDataType;

#define UA_TYPES_JSONDATASETREADERMESSAGEDATATYPE 70

6.5.72 DatagramConnectionTransportDataType

typedef struct {
UA_ExtensionObject discoveryAddress;
} UA_DatagramConnectionTransportDataType;

#define UA_TYPES_DATAGRAMCONNECTIONTRANSPORTDATATYPE 71

6.5.73 DatagramWriterGroupTransportDataType

typedef struct {
UA_Byte messageRepeatCount;
UA_Double messageRepeatDelay;
} UA_DatagramWriterGroupTransportDataType;

#define UA_TYPES_DATAGRAMWRITERGROUPTRANSPORTDATATYPE 72

6.5.74 BrokerConnectionTransportDataType

typedef struct {

UA_String resourceUri;

UA_String authenticationProfileUri;
} UA_BrokerConnectionTransportDataType;

#define UA_TYPES_BROKERCONNECTIONTRANSPORTDATATYPE 73

6.5.75 BrokerTransportQualityOfService

typedef enum {
UA_BROKERTRANSPORTQUALITYOFSERVICE_NOTSPECIFIED = O,
UA_BROKERTRANSPORTQUALITYOFSERVICE_BESTEFFORT = 1,
UA_BROKERTRANSPORTQUALITYOFSERVICE_ATLEASTONCE = 2,
UA_BROKERTRANSPORTQUALITYOFSERVICE_ATMOSTONCE = 3,
UA_BROKERTRANSPORTQUALITYOFSERVICE_EXACTLYONCE = 4,
__UA_BROKERTRANSPORTQUALITYOFSERVICE_FORCE32BIT = Ox7fffffff

} UA_BrokerTransportQualityOfService;

UA_STATIC_ASSERT (sizeof (UA_BrokerTransportQualityOfService) == sizeof(UA_Int32), enum_

—must_be_32bit);

#define UA_TYPES_BROKERTRANSPORTQUALITYOFSERVICE 74
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6.5.76 BrokerWriterGroupTransportDataType

typedef struct {
UA_String queueName;
UA_String resourceUri;
UA_String authenticationProfileUri;
UA_BrokerTransportQualityOfService requestedDeliveryGuarantee;
} UA_BrokerliriterGroupTransportDataType;

#define UA_TYPES_BROKERWRITERGROUPTRANSPORTDATATYPE 75

6.5.77 BrokerDataSetWriterTransportDataType

typedef struct {
UA_String queueName;
UA_String resourceUri;
UA_String authenticationProfileUri;
UA_BrokerTransportQualityOfService requestedDeliveryGuarantee;
UA_String metaDataQueueName;
UA_Double metaDataUpdateTime;

} UA_BrokerDataSetWriterTransportDataType;

#define UA_TYPES_BROKERDATASETWRITERTRANSPORTDATATYPE 76

6.5.78 BrokerDataSetReaderTransportDataType

typedef struct {
UA_String queueName;
UA_String resourceUri;
UA_String authenticationProfileUri;
UA_BrokerTransportQualityOfService requestedDeliveryGuarantee;
UA_String metaDataQueueName;

} UA_BrokerDataSetReaderTransportDataType;

#define UA_TYPES_BROKERDATASETREADERTRANSPORTDATATYPE 77

6.5.79 DiagnosticsLevel

typedef enum {
UA_DIAGNOSTICSLEVEL_BASIC = 0,
UA_DIAGNOSTICSLEVEL_ADVANCED = 1,
UA_DIAGNOSTICSLEVEL_INFO = 2,
UA_DIAGNOSTICSLEVEL_LOG = 3,
UA_DIAGNOSTICSLEVEL_DEBUG = 4,
__UA_DIAGNOSTICSLEVEL_FORCE32BIT = Ox7fffffff
} UA_DiagnosticsLevel;
UA_STATIC_ASSERT(sizeof(UA_DiagnosticsLevel) == sizeof(UA_Int32), enum_must_be_32bit);

#define UA_TYPES_DIAGNOSTICSLEVEL 78
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6.5.80 PubSubDiagnosticsCounterClassification

typedef enum {
UA_PUBSUBDIAGNOSTICSCOUNTERCLASSIFICATION_INFORMATION = O,
UA_PUBSUBDIAGNOSTICSCOUNTERCLASSIFICATION_ERROR = 1,
__UA_PUBSUBDIAGNOSTICSCOUNTERCLASSIFICATION_FORCE32BIT = Ox7fffffff

} UA_PubSubDiagnosticsCounterClassification;

UA_STATIC_ASSERT (sizeof (UA_PubSubDiagnosticsCounterClassification) == sizeof(UA_

—Int32), enum_must_be_32bit);

#define UA_TYPES_PUBSUBDIAGNOSTICSCOUNTERCLASSIFICATION 79

6.5.81 AliasNameDataType

typedef struct {
UA_QualifiedName aliasName;
size_t referencedNodesSize;
UA_ExpandedNodeId *referencedNodes;
} UA_AliasNameDataType;

#define UA_TYPES_ALIASNAMEDATATYPE 80

6.5.82 Duplex

typedef enum {
UA_DUPLEX_FULL = 0,
UA_DUPLEX_HALF = 1,
UA_DUPLEX_UNKNOWN = 2,
__UA_DUPLEX_FORCE32BIT = Ox7fffffff
} UA_Duplex;
UA_STATIC_ASSERT(sizeof(UA_Duplex) == sizeof(UA_Int32), enum_must_be_32bit);

#define UA_TYPES_DUPLEX 81

6.5.83 InterfaceAdminStatus

typedef enum {
UA_INTERFACEADMINSTATUS_UP = O,
UA_INTERFACEADMINSTATUS_DOWN = 1,
UA_INTERFACEADMINSTATUS_TESTING = 2,
__UA_INTERFACEADMINSTATUS_FORCE32BIT = Ox7fffffff
} UA_InterfaceAdminStatus;
UA_STATIC_ASSERT (sizeof (UA_InterfaceAdminStatus) == sizeof(UA_Int32), enum_must_be_
—32bit);

#define UA_TYPES_INTERFACEADMINSTATUS 82
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6.5.84 InterfaceOperStatus

typedef enum {
UA_INTERFACEOPERSTATUS_UP = 0,
UA_INTERFACEOPERSTATUS_DOWN = 1
UA_INTERFACEOPERSTATUS_TESTING 2,
UA_INTERFACEOPERSTATUS_UNKNOWN = 3,
UA_INTERFACEOPERSTATUS_DORMANT y
UA_INTERFACEOPERSTATUS_NOTPRESENT = 5,
UA_INTERFACEOPERSTATUS_LOWERLAYERDOWN = 6,
__UA_INTERFACEOPERSTATUS_FORCE32BIT = Ox7fffffff

} UA_InterfaceOperStatus;

UA_STATIC_ASSERT(sizeof(UA_InterfaceOperStatus) == sizeof(UA_Int32), enum_must_be_

—32bit);

#define UA_TYPES_INTERFACEOPERSTATUS 83

6.5.85 NegotiationStatus

typedef enum {
UA_NEGOTIATIONSTATUS_INPROGRESS = 0,
UA_NEGOTIATIONSTATUS_COMPLETE = 1,
UA_NEGOTIATIONSTATUS_FAILED = 2,
UA_NEGOTIATIONSTATUS_UNKNOWN = 3,
UA_NEGOTIATIONSTATUS_NONEGOTIATION = 4,
__UA_NEGOTIATIONSTATUS_FORCE32BIT = Ox7fffffff

} UA_NegotiationStatus;

UA_STATIC_ASSERT(sizeof(UA_NegotiationStatus) == sizeof(UA_Int32), enum_must_be_

—32bit);

#define UA_TYPES_NEGOTIATIONSTATUS 84

6.5.86 TsnFailureCode

typedef enum {
UA_TSNFAILURECODE_NOFAILURE = O,
UA_TSNFAILURECODE_INSUFFICIENTBANDWIDTH 1,
UA_TSNFAILURECODE_INSUFFICIENTRESOURCES 2,
UA_TSNFAILURECODE_INSUFFICIENTTRAFFICCLASSBANDWIDTH = 3,
UA_TSNFAILURECODE_STREAMIDINUSE = 4,
UA_TSNFAILURECODE_STREAMDESTINATIONADDRESSINUSE = 5,
UA_TSNFAILURECODE_STREAMPREEMPTEDBYHIGHERRANK = 6,
UA_TSNFAILURECODE_LATENCYHASCHANGED = 7,
UA_TSNFAILURECODE_EGRESSPORTNOTAVBCAPABLE = 8,
UA_TSNFAILURECODE_USEDIFFERENTDESTINATIONADDRESS = 9,
UA_TSNFAILURECODE_OUTOFMSRPRESOURCES = 10,
UA_TSNFAILURECODE_OUTOFMMRPRESOURCES = 11,
UA_TSNFAILURECODE_CANNOTSTOREDESTINATIONADDRESS = 12,
UA_TSNFAILURECODE_PRIORITYISNOTANSRCCLASS = 13,
UA_TSNFAILURECODE_MAXFRAMESIZETOOLARGE = 14,
UA_TSNFAILURECODE_MAXFANINPORTSLIMITREACHED = 15,
UA_TSNFAILURECODE_FIRSTVALUECHANGEDFORSTREAMID = 16,
UA_TSNFAILURECODE_VLANBLOCKEDONEGRESS = 17,
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UA_TSNFAILURECODE_VLANTAGGINGDISABLEDONEGRESS = 18,
UA_TSNFAILURECODE_SRCLASSPRIORITYMISMATCH = 19,
UA_TSNFAILURECODE_FEATURENOTPROPAGATED = 20,
UA_TSNFAILURECODE_MAXLATENCYEXCEEDED = 21,
UA_TSNFAILURECODE_BRIDGEDOESNOTPROVIDENETWORKID = 22,
UA_TSNFAILURECODE_STREAMTRANSFORMNOTSUPPORTED = 23,
UA_TSNFAILURECODE_STREAMIDTYPENOTSUPPORTED = 24,
UA_TSNFAILURECODE_FEATURENOTSUPPORTED = 25,
__UA_TSNFAILURECODE_FORCE32BIT = Ox7fffffff

} UA_TsnFailureCode;

UA_STATIC_ASSERT (sizeof (UA_TsnFailureCode) == sizeof(UA_Int32), enum_must_be_32bit);

#define UA_TYPES_TSNFAILURECODE 85

6.5.87 TsnStreamState

typedef enum {
UA_TSNSTREAMSTATE_DISABLED = 0,
UA_TSNSTREAMSTATE_CONFIGURING
UA_TSNSTREAMSTATE_READY = 2,
UA_TSNSTREAMSTATE_OPERATIONAL
UA_TSNSTREAMSTATE_ERROR = 4,
__UA_TSNSTREAMSTATE_FORCE32BIT = Ox7fffffff

} UA_TsnStreamState;

UA_STATIC_ASSERT (sizeof (UA_TsnStreamState) == sizeof(UA_Int32), enum_must_be_32bit);

1,

3 ’

#define UA_TYPES_TSNSTREAMSTATE 86

6.5.88 TsnTalkerStatus

typedef enum {
UA_TSNTALKERSTATUS_NONE = O,
UA_TSNTALKERSTATUS_READY = 1,
UA_TSNTALKERSTATUS_FAILED = 2,
__UA_TSNTALKERSTATUS_FORCE32BIT = Ox7fffffff
} UA_TsnTalkerStatus;
UA_STATIC_ASSERT(sizeof (UA_TsnTalkerStatus) == sizeof(UA_Int32), enum_must_be_32bit);

#define UA_TYPES_TSNTALKERSTATUS 87

6.5.89 TsnListenerStatus

typedef enum {
UA_TSNLISTENERSTATUS_NONE = O,
UA_TSNLISTENERSTATUS_READY = 1,
UA_TSNLISTENERSTATUS_PARTIALFAILED = 2,
UA_TSNLISTENERSTATUS_FAILED = 3,
__UA_TSNLISTENERSTATUS_FORCE32BIT = Ox7fffffff
} UA_TsnListenerStatus;
UA_STATIC_ASSERT (sizeof (UA_TsnListenerStatus) == sizeof(UA_Int32), enum_must_be_
—32bit);

(continues on next page)
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#define UA_TYPES_TSNLISTENERSTATUS 88

6.5.90 UnsignedRationalNumber

typedef struct {
UA_UInt32 numerator;
UA_UInt32 denominator;

} UA_UnsignedRationalNumber;

#define UA_TYPES_UNSIGNEDRATIONALNUMBER 89

6.5.91 IdType

typedef enum {
UA_IDTYPE_NUMERIC = 0,
UA_IDTYPE_STRING = 1,
UA_IDTYPE_GUID = 2,
UA_IDTYPE_OPAQUE = 3,
__UA_IDTYPE_FORCE32BIT = Ox7fffffff
} UA_IdType;
UA_STATIC_ASSERT(sizeof(UA_IdType) == sizeof(UA_Int32), enum_must_be_32bit);

#define UA_TYPES_IDTYPE 90

6.5.92 NodeClass

typedef enum {
UA_NODECLASS_UNSPECIFIED = O,
UA_NODECLASS_OBJECT = 1,
UA_NODECLASS_VARIABLE = 2,
UA_NODECLASS_METHOD = 4,
UA_NODECLASS_OBJECTTYPE = 8,
UA_NODECLASS_VARIABLETYPE =
UA_NODECLASS_REFERENCETYPE =
UA_NODECLASS_DATATYPE = 64,
UA_NODECLASS_VIEW = 128,
__UA_NODECLASS_FORCE32BIT = Ox7fffffff

} UA_NodeClass;

UA_STATIC_ASSERT (sizeof (UA_NodeClass) == sizeof(UA_Int32), enum_must_be_32bit);

16,
32,

#define UA_TYPES_NODECLASS 91
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6.5.93 PermissionType

typedef UA_UInt32 UA_PermissionType;

#define UA_PERMISSIONTYPE_NONE 0

#define UA_PERMISSIONTYPE_BROWSE 1

#define UA_PERMISSIONTYPE_READROLEPERMISSIONS 2
#define UA_PERMISSIONTYPE_WRITEATTRIBUTE 4
#define UA_PERMISSIONTYPE_WRITEROLEPERMISSIONS 8
#define UA_PERMISSIONTYPE_WRITEHISTORIZING 16
#define UA_PERMISSIONTYPE_READ 32

#define UA_PERMISSIONTYPE_WRITE 64

#define UA_PERMISSIONTYPE_READHISTORY 128
#define UA_PERMISSIONTYPE_INSERTHISTORY 256
#define UA_PERMISSIONTYPE_MODIFYHISTORY 512
#define UA_PERMISSIONTYPE_DELETEHISTORY 1024
#define UA_PERMISSIONTYPE_RECEIVEEVENTS 2048
#define UA_PERMISSIONTYPE_CALL 4096

#define UA_PERMISSIONTYPE_ADDREFERENCE 8192
#define UA_PERMISSIONTYPE_REMOVEREFERENCE 16384
#define UA_PERMISSIONTYPE_DELETENODE 32768
#define UA_PERMISSIONTYPE_ADDNODE 65536

#define UA_TYPES_PERMISSIONTYPE 92

6.5.94 AccesslLevelType

s N

typedef UA_Byte UA_AccessLevelType;

#define UA_ACCESSLEVELTYPE_NONE 0

#define UA_ACCESSLEVELTYPE_CURRENTREAD 1
#define UA_ACCESSLEVELTYPE_CURRENTWRITE 2
#define UA_ACCESSLEVELTYPE_HISTORYREAD 4
#define UA_ACCESSLEVELTYPE_HISTORYWRITE 8
#define UA_ACCESSLEVELTYPE_SEMANTICCHANGE 16
#define UA_ACCESSLEVELTYPE_STATUSWRITE 32
#define UA_ACCESSLEVELTYPE_TIMESTAMPWRITE 64

#define UA_TYPES_ACCESSLEVELTYPE 93

6.5.95 AccesslLevelExType

typedef UA_UInt32 UA_AccessLevelExType;

#define UA_ACCESSLEVELEXTYPE_NONE 0

#define UA_ACCESSLEVELEXTYPE_CURRENTREAD 1
#define UA_ACCESSLEVELEXTYPE_CURRENTWRITE 2
#define UA_ACCESSLEVELEXTYPE_HISTORYREAD 4
#define UA_ACCESSLEVELEXTYPE_HISTORYWRITE 8
#define UA_ACCESSLEVELEXTYPE_SEMANTICCHANGE 16
#define UA_ACCESSLEVELEXTYPE_STATUSWRITE 32
#define UA_ACCESSLEVELEXTYPE_TIMESTAMPWRITE 64
#define UA_ACCESSLEVELEXTYPE_NONATOMICREAD 256

(continues on next page)
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#define UA_ACCESSLEVELEXTYPE_NONATOMICWRITE 512
#define UA_ACCESSLEVELEXTYPE_WRITEFULLARRAYONLY 1024
#define UA_ACCESSLEVELEXTYPE_NOSUBDATATYPES 2048

#define UA_TYPES_ACCESSLEVELEXTYPE 94

6.5.96 EventNotifierType

typedef UA_Byte UA_EventNotifierType;

#define UA_EVENTNOTIFIERTYPE_NONE O

#define UA_EVENTNOTIFIERTYPE_SUBSCRIBETOEVENTS 1
#define UA_EVENTNOTIFIERTYPE_HISTORYREAD 4
#define UA_EVENTNOTIFIERTYPE_HISTORYWRITE 8

#define UA_TYPES_EVENTNOTIFIERTYPE 95

6.5.97 AccessRestrictionType

-

typedef UA_UIntl6 UA_AccessRestrictionType;

#define UA_ACCESSRESTRICTIONTYPE_NONE 0

#define UA_ACCESSRESTRICTIONTYPE_SIGNINGREQUIRED 1

#define UA_ACCESSRESTRICTIONTYPE_ENCRYPTIONREQUIRED 2
#define UA_ACCESSRESTRICTIONTYPE_SESSIONREQUIRED 4

#define UA_ACCESSRESTRICTIONTYPE_APPLYRESTRICTIONSTOBROWSE 8

#define UA_TYPES_ACCESSRESTRICTIONTYPE 96

6.5.98 RolePermissionType

typedef struct {
UA_NodeId roleld;
UA_PermissionType permissions;
} UA_RolePermissionType;

#define UA_TYPES_ROLEPERMISSIONTYPE 97

6.5.99 StructureType

typedef enum {
UA_STRUCTURETYPE_STRUCTURE = 0,
UA_STRUCTURETYPE_STRUCTUREWITHOPTIONALFIELIDS = 1,
UA_STRUCTURETYPE_UNION = 2,
UA_STRUCTURETYPE_STRUCTUREWITHSUBTYPEDVALUES
UA_STRUCTURETYPE_UNIONWITHSUBTYPEDVALUES = 4,
__UA_STRUCTURETYPE_FORCE32BIT = Ox7fffffff

} UA_StructureType;

UA_STATIC_ASSERT(sizeof (UA_StructureType) == sizeof(UA_Int32), enum_must_be_32bit);

(continues on next page)
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#define UA_TYPES_STRUCTURETYPE 98

6.5.100 StructureField

typedef struct {
UA_String name;
UA_LocalizedText description;
UA_NodeId dataType;
UA_Int32 valueRank;
size_t arrayDimensionsSize;
UA_UInt32 *arrayDimensions;
UA_UInt32 maxStringLength;
UA_Boolean isOptional;

} UA_StructureField;

#define UA_TYPES_STRUCTUREFIELD 99

6.5.101 StructureDefinition

typedef struct {
UA_NodeId defaultEncodingId;
UA_NodeId baseDataType;
UA_StructureType structureType;
size_t fieldsSize;
UA_StructureField *fields;

} UA_StructureDefinition;

#define UA_TYPES_STRUCTUREDEFINITION 100

6.5.102 ReferenceNode

typedef struct {
UA_NodeId referenceTypeld;
UA_Boolean isInverse;
UA_ExpandedNodelId targetId;
} UA_ReferenceNode;

#define UA_TYPES_REFERENCENODE 101

6.5.103 Argument

typedef struct {
UA_String name;
UA_NodeId dataType;
UA_Int32 valueRank;
size_t arrayDimensionsSize;
UA_UInt32 *arrayDimensions;
UA_LocalizedText description;

(continues on next page)
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} UA_Argument;

#define UA_TYPES_ARGUMENT 102

(continued from previous page)

6.5.104 EnumValueType

typedef struct {
UA_Int64 value;
UA_LocalizedText displayName;
UA_LocalizedText description;
} UA_EnumValueType;

#define UA_TYPES_ENUMVALUETYPE 103

6.5.105 EnumfField

typedef struct {
UA_Int64 value;
UA_LocalizedText displayName;
UA_LocalizedText description;
UA_String name;

} UA_EnumField;

#define UA_TYPES_ENUMFIELD 104

6.5.106 OptionSet

typedef struct {
UA_ByteString value;
UA_ByteString validBits;
} UA_OptionSet;

#define UA_TYPES_OPTIONSET 105

6.5.107 NormalizedString

typedef UA_String UA_NormalizedString;

#define UA_TYPES_NORMALIZEDSTRING 106
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6.5.108 DecimalString

typedef UA_String UA_DecimalString;

#define UA_TYPES_DECIMALSTRING 107

6.5.109 DurationString

typedef UA_String UA_DurationString;

#define UA_TYPES_DURATIONSTRING 108

6.5.110 TimeString

typedef UA_String UA_TimeString;

#define UA_TYPES_TIMESTRING 109

6.5.111 DateString

typedef UA_String UA_DateString;

#define UA_TYPES_DATESTRING 110

6.5.112 Duration

typedef UA_Double UA_Duration;

#define UA_TYPES_DURATION 111

6.5.113 UtcTime

typedef UA_DateTime UA_UtcTime;

#define UA_TYPES_UTCTIME 112

6.5.114 Time

typedef UA_String UA_Time;

#define UA_TYPES_TIME 113

6.5. Generated Data Type Definitions 211



open62541 Documentation, Release 1.3.4

6.5.115 Date

typedef UA_DateTime UA_Date;

#define UA_TYPES_DATE 114

6.5.116 Localeld

typedef UA_String UA_Localeld;

#define UA_TYPES_LOCALEID 115

6.5.117 TimeZoneDataType

typedef struct {

UA_Intl6 offset;

UA_Boolean daylightSavingInOffset;
} UA_TimeZoneDataType;

#define UA_TYPES_TIMEZONEDATATYPE 116

6.5.118 Index

typedef UA_ByteString UA_Index;

#define UA_TYPES_INDEX 117

6.5.119 Integerid

typedef UA_UInt32 UA_Integerld;

#define UA_TYPES_INTEGERID 118

6.5.120 ApplicationType

typedef enum {
UA_APPLICATIONTYPE_SERVER = 0,
UA_APPLICATIONTYPE_CLIENT 1,
UA_APPLICATIONTYPE_CLIENTANDSERVER = 2,
UA_APPLICATIONTYPE_DISCOVERYSERVER = 3,
__UA_APPLICATIONTYPE_FORCE32BIT = Ox7fffffff
} UA_ApplicationType;
UA_STATIC_ASSERT (sizeof (UA_ApplicationType) == sizeof(UA_Int32), enum_must_be_32bit);

#define UA_TYPES_APPLICATIONTYPE 119
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6.5.121 ApplicationDescription

typedef struct {
UA_String applicationUri;
UA_String productUri;
UA_LocalizedText applicationName;
UA_ApplicationType applicationType;
UA_String gatewayServerUri;
UA_String discoveryProfileUri;
size_t discoveryUrlsSize;
UA_String *discoveryUrls;

} UA_ApplicationDescription;

#define UA_TYPES_APPLICATIONDESCRIPTION 120

6.5.122 RequestHeader

typedef struct {
UA_NodeId authenticationToken;
UA_DateTime timestamp;
UA_UInt32 requestHandle;
UA_UInt32 returnDiagnostics;
UA_String auditEntryId;
UA_UInt32 timeoutHint;
UA_ExtensionObject additionalHeader;
} UA_RequestHeader;

#define UA_TYPES_REQUESTHEADER 121

6.5.123 ResponseHeader

typedef struct {
UA_DateTime timestamp;
UA_UInt32 requestHandle;
UA_StatusCode serviceResult;
UA_DiagnosticInfo serviceDiagnostics;
size_t stringTableSize;
UA_String *stringTable;
UA_ExtensionObject additionalHeader;
} UA_ResponseHeader;

#define UA_TYPES_RESPONSEHEADER 122
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6.5.124 VersionTime

typedef UA_ByteString UA_VersionTime;

#define UA_TYPES_VERSIONTIME 123

6.5.125 ServiceFault

typedef struct {
UA_ResponseHeader responseHeader;
} UA_ServiceFault;

#define UA_TYPES_SERVICEFAULT 124

6.5.126 SessionlessinvokeRequestType

typedef struct {
UA_UInt32 urisVersion;
size_t namespaceUrisSize;
UA_String *namespaceUris;
size_t serverUrisSize;
UA_String *serverUris;
size_t localeIdsSize;
UA_String *localelds;
UA_UInt32 serviceld;

} UA_SessionlessInvokeRequestType;

#define UA_TYPES_SESSIONLESSINVOKEREQUESTTYPE 125

6.5.127 SessionlessinvokeResponseType

typedef struct {
size_t namespaceUrisSize;
UA_String *namespaceUris;
size_t serverUrisSize;
UA_String *serverUris;
UA_UInt32 serviceld;

} UA_SessionlessInvokeResponseType;

#define UA_TYPES_SESSIONLESSINVOKERESPONSETYPE 126

6.5.128 FindServersRequest

typedef struct {
UA_RequestHeader requestHeader;
UA_String endpointUrl;
size_t localeldsSize;
UA_String *localelds;
size_t serverUrisSize;
UA_String *serverUris;

(continues on next page)

214

Chapter 6. Data Types




open62541 Documentation, Release 1.3.4

} UA_FindServersRequest;

#define UA_TYPES_FINDSERVERSREQUEST 127

(continued from previous page)

6.5.129 FindServersResponse

typedef struct {
UA_ResponseHeader responseHeader;
size_t serversSize;
UA_ApplicationDescription *servers;
} UA_FindServersResponse;

#define UA_TYPES_FINDSERVERSRESPONSE 128

6.5.130 ServerOnNetwork

typedef struct {
UA_UInt32 recordId;
UA_String serverName;
UA_String discoveryUrl;
size_t serverCapabilitiesSize;
UA_String *serverCapabilities;
} UA_ServerOnNetwork;

#define UA_TYPES_SERVERONNETWORK 129

6.5.131 FindServersOnNetworkRequest

typedef struct {
UA_RequestHeader requestHeader;
UA_UInt32 startingRecordId;
UA_UInt32 maxRecordsToReturn;
size_t serverCapabilityFilterSize;
UA_String *serverCapabilityFilter;
} UA_FindServersOnNetworkRequest;

#define UA_TYPES_FINDSERVERSONNETWORKREQUEST 130

6.5.132 FindServersOnNetworkResponse

typedef struct {
UA_ResponseHeader responseHeader;
UA_DateTime lastCounterResetTime;
size_t serversSize;
UA_ServerOnNetwork *servers;

} UA_FindServersOnNetworkResponse;

#define UA_TYPES_FINDSERVERSONNETWORKRESPONSE 131
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6.5.133 ApplicationinstanceCertificate

typedef UA_ByteString UA_ApplicationInstanceCertificate;

#define UA_TYPES_APPLICATIONINSTANCECERTIFICATE 132

6.5.134 MessageSecurityMode

typedef enum {
UA_MESSAGESECURITYMODE_INVALID = O,
UA_MESSAGESECURITYMODE_NONE = 1,
UA_MESSAGESECURITYMODE_SIGN = 2,
UA_MESSAGESECURITYMODE_SIGNANDENCRYPT = 3,
__UA_MESSAGESECURITYMODE_FORCE32BIT = Ox7fffffff
} UA_MessageSecurityMode;
UA_STATIC_ASSERT(sizeof (UA_MessageSecurityMode) == sizeof(UA_Int32), enum_must_be_
—32bit);

#define UA_TYPES_MESSAGESECURITYMODE 133

6.5.135 UserTokenType

typedef enum {
UA_USERTOKENTYPE_ANONYMOUS = 0,
UA_USERTOKENTYPE_USERNAME = 1
UA_USERTOKENTYPE_CERTIFICATE 2,
UA_USERTOKENTYPE_ISSUEDTOKEN 3,
__UA_USERTOKENTYPE_FORCE32BIT = Ox7fffffff

} UA_UserTokenType;

UA_STATIC_ASSERT (sizeof (UA_UserTokenType) == sizeof(UA_Int32), enum_must_be_32bit);

#define UA_TYPES_USERTOKENTYPE 134

6.5.136 UserTokenPolicy

typedef struct {
UA_String policyId;
UA_UserTokenType tokenType;
UA_String issuedTokenType;
UA_String issuerEndpointUrl;
UA_String securityPolicyUri;
} UA_UserTokenPolicy;

#define UA_TYPES_USERTOKENPOLICY 135
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6.5.137 EndpointDescription

typedef struct {
UA_String endpointUrl;
UA_ApplicationDescription server;
UA_ByteString serverCertificate;
UA_MessageSecurityMode securityMode;
UA_String securityPolicyUri;
size_t userIdentityTokensSize;
UA_UserTokenPolicy *userIdentityTokens;
UA_String transportProfileUri;
UA_Byte securityLevel;

} UA_EndpointDescription;

#define UA_TYPES_ENDPOINTDESCRIPTION 136

6.5.138 GetEndpointsRequest

typedef struct {
UA_RequestHeader requestHeader;
UA_String endpointUrl;
size_t localeldsSize;
UA_String *localelds;
size_t profileUrisSize;
UA_String *profileUris;

} UA_GetEndpointsRequest;

#define UA_TYPES_GETENDPOINTSREQUEST 137

6.5.139 GetEndpointsResponse

typedef struct {
UA_ResponseHeader responseHeader;
size_t endpointsSize;
UA_EndpointDescription *endpoints;
} UA_GetEndpointsResponse;

#define UA_TYPES_GETENDPOINTSRESPONSE 138

6.5.140 RegisteredServer

typedef struct {
UA_String serverUri;
UA_String productUri;
size_t serverNamesSize;
UA_LocalizedText *serverNames;
UA_ApplicationType serverType;
UA_String gatewayServerUri;
size_t discoveryUrlsSize;
UA_String *discoveryUrls;
UA_String semaphoreFilePath;
UA_Boolean isOnline;

(continues on next page)
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} UA_RegisteredServer;

#define UA_TYPES_REGISTEREDSERVER 139

6.5.141 RegisterServerRequest

typedef struct {
UA_RequestHeader requestHeader;
UA_RegisteredServer server;

} UA_RegisterServerRequest;

#define UA_TYPES_REGISTERSERVERREQUEST 140

6.5.142 RegisterServerResponse

typedef struct {
UA_ResponseHeader responseHeader;
} UA_RegisterServerResponse;

#define UA_TYPES_REGISTERSERVERRESPONSE 141

6.5.143 MdnsDiscoveryConfiguration

typedef struct {
UA_String mdnsServerName;
size_t serverCapabilitiesSize;
UA_String *serverCapabilities;
} UA_MdnsDiscoveryConfiguration;

#define UA_TYPES_MDNSDISCOVERYCONFIGURATION 142

6.5.144 RegisterServer2Request

typedef struct {
UA_RequestHeader requestHeader;
UA_RegisteredServer server;
size_t discoveryConfigurationSize;
UA_ExtensionObject *discoveryConfiguration;
} UA_RegisterServer2Request;

#define UA_TYPES_REGISTERSERVER2REQUEST 143
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6.5.145 RegisterServer2Response

typedef struct {
UA_ResponseHeader responseHeader;
size_t configurationResultsSize;
UA_StatusCode *configurationResults;
size_t diagnosticInfosSize;
UA_DiagnosticInfo *diagnosticInfos;
} UA_RegisterServer2Response;

#define UA_TYPES_REGISTERSERVER2RESPONSE 144

6.5.146 SecurityTokenRequestType

typedef enum {
UA_SECURITYTOKENREQUESTTYPE_ISSUE = O,
UA_SECURITYTOKENREQUESTTYPE_RENEW = 1,
__UA_SECURITYTOKENREQUESTTYPE_FORCE32BIT = Ox7fffffff
} UA_SecurityTokenRequestType;
UA_STATIC_ASSERT (sizeof (UA_SecurityTokenRequestType) == sizeof(UA_Int32), enum_must_
—be_32bit);

#define UA_TYPES_SECURITYTOKENREQUESTTYPE 145

6.5.147 ChannelSecurityToken

typedef struct {
UA_UInt32 channelId;
UA_UInt32 tokenId;
UA_DateTime createdAt;
UA_UInt32 revisedLifetime;
} UA_ChannelSecurityToken;

#define UA_TYPES_CHANNELSECURITYTOKEN 146

6.5.148 OpenSecureChannelRequest

typedef struct {
UA_RequestHeader requestHeader;
UA_UInt32 clientProtocolVersion;
UA_SecurityTokenRequestType requestType;
UA_MessageSecurityMode securityMode;
UA_ByteString clientNonce;
UA_UInt32 requestedLifetime;

} UA_OpenSecureChannelRequest;

#define UA_TYPES_OPENSECURECHANNELREQUEST 147
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6.5.149 OpenSecureChannelResponse

typedef struct {
UA_ResponseHeader responseHeader;
UA_UInt32 serverProtocolVersion;
UA_ChannelSecurityToken securityToken;
UA_ByteString serverNonce;

} UA_OpenSecureChannelResponse;

#define UA_TYPES_OPENSECURECHANNELRESPONSE 148

6.5.150 CloseSecureChannelRequest

typedef struct {
UA_RequestHeader requestHeader;
} UA_CloseSecureChannelRequest;

#define UA_TYPES_CLOSESECURECHANNELREQUEST 149

6.5.151 CloseSecureChannelResponse

typedef struct {
UA_ResponseHeader responseHeader;
} UA_CloseSecureChannelResponse;

#define UA_TYPES_CLOSESECURECHANNELRESPONSE 150

6.5.152 SignedSoftwareCertificate

typedef struct {
UA_ByteString certificateData;
UA_ByteString signature;

} UA_SignedSoftwareCertificate;

#define UA_TYPES_SIGNEDSOFTWARECERTIFICATE 151

6.5.153 SessionAuthenticationToken

typedef UA_NodeId UA_SessionAuthenticationToken;

#define UA_TYPES_SESSIONAUTHENTICATIONTOKEN 152
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6.5.154 SignatureData

typedef struct {
UA_String algorithm;
UA_ByteString signature;
} UA_SignatureData;

#define UA_TYPES_SIGNATUREDATA 153

6.5.155 CreateSessionRequest

typedef struct {
UA_RequestHeader requestHeader;
UA_ApplicationDescription clientDescription;
UA_String serverUri;
UA_String endpointUrl;
UA_String sessionName;
UA_ByteString clientNonce;
UA_ByteString clientCertificate;
UA_Double requestedSessionTimeout;
UA_UInt32 maxResponselMessageSize;
} UA_CreateSessionRequest;

#define UA_TYPES_CREATESESSIONREQUEST 154

6.5.156 CreateSessionResponse

typedef struct {
UA_ResponseHeader responseHeader;
UA_NodeId sessionId;
UA_NodeId authenticationToken;
UA_Double revisedSessionTimeout;
UA_ByteString serverNonce;
UA_ByteString serverCertificate;
size_t serverEndpointsSize;
UA_EndpointDescription *serverEndpoints;
size_t serverSoftwareCertificatesSize;
UA_SignedSoftwareCertificate *serverSoftwareCertificates;
UA_SignatureData serverSignature;
UA_UInt32 maxRequestMessageSize;

} UA_CreateSessionResponse;

#define UA_TYPES_CREATESESSIONRESPONSE 155
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6.5.157 UserldentityToken

typedef struct {
UA_String policyld;
} UA_UserIdentityToken;

#define UA_TYPES_USERIDENTITYTOKEN 156

6.5.158 AnonymousldentityToken

typedef struct {
UA_String policyId;
} UA_AnonymousIdentityToken;

#define UA_TYPES_ANONYMOUSIDENTITYTOKEN 157

6.5.159 UserNameldentityToken

typedef struct {
UA_String policyId;
UA_String userName;
UA_ByteString password;
UA_String encryptionAlgorithm;
} UA_UserNameIdentityToken;

#define UA_TYPES_USERNAMEIDENTITYTOKEN 158

6.5.160 X509IdentityToken

typedef struct {
UA_String policyId;
UA_ByteString certificateData;
} UA_X509IdentityToken;

#define UA_TYPES_X509IDENTITYTOKEN 159

6.5.161 IssuedldentityToken

typedef struct {
UA_String policyld;
UA_ByteString tokenData;
UA_String encryptionAlgorithm;
} UA_IssuedIdentityToken;

#define UA_TYPES_ISSUEDIDENTITYTOKEN 160
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6.5.162 RsaEncryptedSecret

typedef UA_ByteString UA_RsaEncryptedSecret;

#define UA_TYPES_RSAENCRYPTEDSECRET 161

6.5.163 EccEncryptedSecret

typedef UA_ByteString UA_EccEncryptedSecret;

#define UA_TYPES_ECCENCRYPTEDSECRET 162

6.5.164 ActivateSessionRequest

typedef struct {
UA_RequestHeader requestHeader;
UA_SignatureData clientSignature;
size_t clientSoftwareCertificatesSize;
UA_SignedSoftwareCertificate *clientSoftwareCertificates;
size_t localeldsSize;
UA_String *localelds;
UA_ExtensionObject userIdentityToken;
UA_SignatureData userTokenSignature;
} UA_ActivateSessionRequest;

#define UA_TYPES_ACTIVATESESSIONREQUEST 163

6.5.165 ActivateSessionResponse

typedef struct {
UA_ResponseHeader responseHeader;
UA_ByteString serverNonce;
size_t resultsSize;
UA_StatusCode *results;
size_t diagnosticInfosSize;
UA_DiagnosticInfo *diagnosticInfos;
} UA_ActivateSessionResponse;

#define UA_TYPES_ACTIVATESESSIONRESPONSE 164

6.5.166 CloseSessionRequest

typedef struct {
UA_RequestHeader requestHeader;
UA_Boolean deleteSubscriptions;
} UA_CloseSessionRequest;

#define UA_TYPES_CLOSESESSIONREQUEST 165
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6.5.167 CloseSessionResponse

typedef struct {
UA_ResponseHeader responseHeader;
} UA_CloseSessionResponse;

#define UA_TYPES_CLOSESESSIONRESPONSE 166

6.5.168 CancelRequest

typedef struct {
UA_RequestHeader requestHeader;
UA_UInt32 requestHandle;

} UA_CancelRequest;

#define UA_TYPES_CANCELREQUEST 167

6.5.169 CancelResponse

typedef struct {
UA_ResponseHeader responseHeader;
UA_UInt32 cancelCount;

} UA_CancelResponse;

#define UA_TYPES_CANCELRESPONSE 168

6.5.170 NodeAttributesMask

typedef enum {
UA_NODEATTRIBUTESMASK_NONE = 0,
UA_NODEATTRIBUTESMASK_ACCESSLEVEL = 1,
UA_NODEATTRIBUTESMASK_ARRAYDIMENSIONS = 2,
UA_NODEATTRIBUTESMASK_BROWSENAME = 4,
UA_NODEATTRIBUTESMASK_CONTAINSNOLOOPS
UA_NODEATTRIBUTESMASK_DATATYPE = 16,
UA_NODEATTRIBUTESMASK_DESCRIPTION = 32,
UA_NODEATTRIBUTESMASK_DISPLAYNAME = 64,
UA_NODEATTRIBUTESMASK_EVENTNOTIFIER = 128,
UA_NODEATTRIBUTESMASK_EXECUTABLE = 256,
UA_NODEATTRIBUTESMASK_HISTORIZING = 512,
UA_NODEATTRIBUTESMASK_INVERSENAME = 1024,
UA_NODEATTRIBUTESMASK_ISABSTRACT = 2048,

Il
0]

UA_NODEATTRIBUTESMASK_MINIMUMSAMPLINGINTERVAL = 4096,

UA_NODEATTRIBUTESMASK_NODECLASS = 8192,
UA_NODEATTRIBUTESMASK_NODEID = 16384,
UA_NODEATTRIBUTESMASK_SYMMETRIC = 32768,
UA_NODEATTRIBUTESMASK_USERACCESSLEVEL = 65536,
UA_NODEATTRIBUTESMASK_USEREXECUTABLE = 131072,
UA_NODEATTRIBUTESMASK_USERWRITEMASK = 262144,
UA_NODEATTRIBUTESMASK_VALUERANK = 524288,
UA_NODEATTRIBUTESMASK_WRITEMASK = 1048576,
UA_NODEATTRIBUTESMASK_VALUE = 2097152,

(continues on next page)
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UA_NODEATTRIBUTESMASK_DATATYPEDEFINITION = 4194304,
UA_NODEATTRIBUTESMASK_ROLEPERMISSIONS = 8388608,
UA_NODEATTRIBUTESMASK_ACCESSRESTRICTIONS = 16777216,
UA_NODEATTRIBUTESMASK_ALL = 33554431,
UA_NODEATTRIBUTESMASK_BASENODE = 26501220,
UA_NODEATTRIBUTESMASK_OBJECT = 26501348,
UA_NODEATTRIBUTESMASK_OBJECTTYPE = 26503268,
UA_NODEATTRIBUTESMASK_VARIABLE = 26571383,
UA_NODEATTRIBUTESMASK_VARIABLETYPE = 28600438,
UA_NODEATTRIBUTESMASK_METHOD = 26632548,
UA_NODEATTRIBUTESMASK_REFERENCETYPE = 26537060,
UA_NODEATTRIBUTESMASK_VIEW = 26501356,
__UA_NODEATTRIBUTESMASK_FORCE32BIT = Ox7fffffff

} UA_NodeAttributesMask;

UA_STATIC_ASSERT (sizeof (UA_NodeAttributesMask) == sizeof(UA_Int32), enum_must_be_

—32bit);

#define UA_TYPES_NODEATTRIBUTESMASK 169

6.5.171 NodeAttributes

typedef struct {
UA_UInt32 specifiedAttributes;
UA_LocalizedText displayName;
UA_LocalizedText description;
UA_UInt32 writeMask;
UA_UInt32 userWriteMask;

} UA_NodeAttributes;

#define UA_TYPES_NODEATTRIBUTES 170

6.5.172 ObjectAttributes

typedef struct {
UA_UInt32 specifiedAttributes;
UA_LocalizedText displayName;
UA_LocalizedText description;
UA_UInt32 writeMask;
UA_UInt32 userWriteMask;
UA_Byte eventNotifier;

} UA_ObjectAttributes;

#define UA_TYPES_OBJECTATTRIBUTES 171
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6.5.173 VariableAttributes

typedef struct {
UA_UInt32 specifiedAttributes;
UA_LocalizedText displayName;
UA_LocalizedText description;
UA_UInt32 writeMask;
UA_UInt32 userWriteMask;
UA_Variant value;
UA_NodeId dataType;
UA_Int32 valueRank;
size_t arrayDimensionsSize;
UA_UInt32 *arrayDimensions;
UA_Byte accesslLevel;
UA_Byte userAccesslLevel;
UA_Double minimumSamplingInterval;
UA_Boolean historizing;

} UA_VariableAttributes;

#define UA_TYPES_VARIABLEATTRIBUTES 172

6.5.174 MethodAttributes

typedef struct {
UA_UInt32 specifiedAttributes;
UA_LocalizedText displayName;
UA_LocalizedText description;
UA_UInt32 writeMask;
UA_UInt32 userWriteMask;
UA_Boolean executable;
UA_Boolean userExecutable;

} UA_MethodAttributes;

#define UA_TYPES_METHODATTRIBUTES 173

6.5.175 ObjectTypeAttributes

typedef struct {
UA_UInt32 specifiedAttributes;
UA_LocalizedText displayName;
UA_LocalizedText description;
UA_UInt32 writeMask;
UA_UInt32 userWriteMask;
UA_Boolean isAbstract;

} UA_ObjectTypeAttributes;

#define UA_TYPES_OBJECTTYPEATTRIBUTES 174

226

Chapter 6. Data Types




open62541 Documentation, Release 1.3.4

6.5.176 VariableTypeAttributes

typedef struct {
UA_UInt32 specifiedAttributes;
UA_LocalizedText displayName;
UA_LocalizedText description;
UA_UInt32 writeMask;
UA_UInt32 userWriteMask;
UA_Variant value;
UA_NodeId dataType;
UA_Int32 valueRank;
size_t arrayDimensionsSize;
UA_UInt32 *arrayDimensions;
UA_Boolean isAbstract;

} UA_VariableTypeAttributes;

#define UA_TYPES_VARIABLETYPEATTRIBUTES 175

6.5.177 ReferenceTypeAttributes

typedef struct {
UA_UInt32 specifiedAttributes;
UA_LocalizedText displayName;
UA_LocalizedText description;
UA_UInt32 writeMask;
UA_UInt32 userWriteMask;
UA_Boolean isAbstract;
UA_Boolean symmetric;
UA_LocalizedText inverseName;
} UA_ReferenceTypeAttributes;

#define UA_TYPES_REFERENCETYPEATTRIBUTES 176

6.5.178 DataTypeAttributes

typedef struct {
UA_UInt32 specifiedAttributes;
UA_LocalizedText displayName;
UA_LocalizedText description;
UA_UInt32 writeMask;
UA_UInt32 userWriteMask;
UA_Boolean isAbstract;

} UA_DataTypeAttributes;

#define UA_TYPES_DATATYPEATTRIBUTES 177
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6.5.179 ViewAttributes

typedef struct {
UA_UInt32 specifiedAttributes;
UA_LocalizedText displayName;
UA_LocalizedText description;
UA_UInt32 writeMask;
UA_UInt32 userWriteMask;
UA_Boolean containsNoLoops;
UA_Byte eventNotifier;

} UA_ViewAttributes;

#define UA_TYPES_VIEWATTRIBUTES 178

6.5.180 GenericAttributeValue

typedef struct {
UA_UInt32 attributeld;
UA_Variant value;

} UA_GenericAttributeValue;

#define UA_TYPES_GENERICATTRIBUTEVALUE 179

6.5.181 GenericAttributes

typedef struct {
UA_UInt32 specifiedAttributes;
UA_LocalizedText displayName;
UA_LocalizedText description;
UA_UInt32 writeMask;
UA_UInt32 userWriteMask;
size_t attributeValuesSize;
UA_GenericAttributeValue *attributeValues;
} UA_GenericAttributes;

#define UA_TYPES_GENERICATTRIBUTES 180

6.5.182 AddNodesltem

typedef struct {
UA_ExpandedNodeId parentNodeld;
UA_NodeId referenceTypeld;
UA_ExpandedNodelId requestedNewNodeId;
UA_QualifiedName browseName;
UA_NodeClass nodeClass;
UA_ExtensionObject nodeAttributes;
UA_ExpandedNodeId typeDefinition;

} UA_AddNodesItem;

#define UA_TYPES_ADDNODESITEM 181
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6.5.183 AddNodesResult

typedef struct {
UA_StatusCode statusCode;
UA_NodeId addedNodeId;

} UA_AddNodesResult;

#define UA_TYPES_ADDNODESRESULT 182

6.5.184 AddNodesRequest

typedef struct {
UA_RequestHeader requestHeader;
size_t nodesToAddSize;
UA_AddNodesItem *nodesToAdd;

} UA_AddNodesRequest;

#define UA_TYPES_ADDNODESREQUEST 183

6.5.185 AddNodesResponse

typedef struct {
UA_ResponseHeader responseHeader;
size_t resultsSize;
UA_AddNodesResult *results;
size_t diagnosticInfosSize;
UA_DiagnosticInfo *diagnosticInfos;
} UA_AddNodesResponse;

#define UA_TYPES_ADDNODESRESPONSE 184

6.5.186 AddReferencesltem

typedef struct {
UA_NodeId sourceNodeld;
UA_NodeId referenceTypeld;
UA_Boolean isForward;
UA_String targetServerUri;
UA_ExpandedNodeId targetNodeld;
UA_NodeClass targetNodeClass;

} UA_AddReferencesItem;

#define UA_TYPES_ADDREFERENCESITEM 185
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6.5.187 AddReferencesRequest

typedef struct {
UA_RequestHeader requestHeader;
size_t referencesToAddSize;
UA_AddReferencesItem *referencesToAdd;
} UA_AddReferencesRequest;

#define UA_TYPES_ADDREFERENCESREQUEST 186

6.5.188 AddReferencesResponse

typedef struct {
UA_ResponseHeader responseHeader;
size_t resultsSize;
UA_StatusCode *results;
size_t diagnosticInfosSize;
UA_DiagnosticInfo *diagnosticInfos;
} UA_AddReferencesResponse;

#define UA_TYPES_ADDREFERENCESRESPONSE 187

6.5.189 DeleteNodesltem

typedef struct {

UA_NodeId nodeld;

UA_Boolean deleteTargetReferences;
} UA_DeleteNodesItem;

#define UA_TYPES_DELETENODESITEM 188

6.5.190 DeleteNodesRequest

typedef struct {
UA_RequestHeader requestHeader;
size_t nodesToDeleteSize;
UA_DeleteNodesItem *nodesToDelete;
} UA_DeleteNodesRequest;

#define UA_TYPES_DELETENODESREQUEST 189

6.5.191 DeleteNodesResponse

typedef struct {
UA_ResponseHeader responseHeader;
size_t resultsSize;
UA_StatusCode *results;
size_t diagnosticInfosSize;
UA_DiagnosticInfo *diagnosticInfos;
} UA_DeleteNodesResponse;

(continues on next page)
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#define UA_TYPES_DELETENODESRESPONSE 190

(continued from previous page)

6.5.192 DeleteReferencesltem

-

typedef struct {
UA_NodeId sourceNodeId;
UA_NodeId referenceTypeld;
UA_Boolean isForward;
UA_ExpandedNodeId targetNodeld;
UA_Boolean deleteBidirectional;
} UA_DeleteReferencesItem;

#define UA_TYPES_DELETEREFERENCESITEM 191

6.5.193 DeleteReferencesRequest

typedef struct {
UA_RequestHeader requestHeader;
size_t referencesToDeleteSize;
UA_DeleteReferencesItem *referencesToDelete;
} UA_DeleteReferencesRequest;

#define UA_TYPES_DELETEREFERENCESREQUEST 192

6.5.194 DeleteReferencesResponse

-

typedef struct {
UA_ResponseHeader responseHeader;
size_t resultsSize;
UA_StatusCode *results;
size_t diagnosticInfosSize;
UA_DiagnosticInfo *diagnosticInfos;
} UA_DeleteReferencesResponse;

#define UA_TYPES_DELETEREFERENCESRESPONSE 193

6.5.195 AttributeWriteMask

typedef UA_UInt32 UA_AttributeWriteMask;

#define UA_ATTRIBUTEWRITEMASK_NONE 0

#define UA_ATTRIBUTEWRITEMASK_ACCESSLEVEL 1
#define UA_ATTRIBUTEWRITEMASK_ARRAYDIMENSIONS 2
#define UA_ATTRIBUTEWRITEMASK_BROWSENAME 4
#define UA_ATTRIBUTEWRITEMASK_CONTAINSNOLOOPS 8
#define UA_ATTRIBUTEWRITEMASK_DATATYPE 16
#define UA_ATTRIBUTEWRITEMASK_DESCRIPTION 32
#define UA_ATTRIBUTEWRITEMASK_DISPLAYNAME 64

(continues on next page)
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#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

#define

UA_ATTRIBUTEWRITEMASK_EVENTNOTIFIER 128
UA_ATTRIBUTEWRITEMASK_EXECUTABLE 256
UA_ATTRIBUTEWRITEMASK_HISTORIZING 512
UA_ATTRIBUTEWRITEMASK_INVERSENAME 1024
UA_ATTRIBUTEWRITEMASK_ISABSTRACT 2048
UA_ATTRIBUTEWRITEMASK_MINIMUMSAMPLINGINTERVAL 4096
UA_ATTRIBUTEWRITEMASK_NODECLASS 8192
UA_ATTRIBUTEWRITEMASK_NODEID 16384
UA_ATTRIBUTEWRITEMASK_SYMMETRIC 32768
UA_ATTRIBUTEWRITEMASK_USERACCESSLEVEL 65536
UA_ATTRIBUTEWRITEMASK_USEREXECUTABLE 131072
UA_ATTRIBUTEWRITEMASK_USERWRITEMASK 262144
UA_ATTRIBUTEWRITEMASK_VALUERANK 524288
UA_ATTRIBUTEWRITEMASK_WRITEMASK 1048576
UA_ATTRIBUTEWRITEMASK_VALUEFORVARIABLETYPE 2097152
UA_ATTRIBUTEWRITEMASK_DATATYPEDEFINITION 4194304
UA_ATTRIBUTEWRITEMASK_ROLEPERMISSIONS 8388608
UA_ATTRIBUTEWRITEMASK_ACCESSRESTRICTIONS 16777216
UA_ATTRIBUTEWRITEMASK_ACCESSLEVELEX 33554432

UA_TYPES_ATTRIBUTEWRITEMASK 194

(continued from previous page)

6.5.196 BrowseDirection

typedef enum {
UA_BROWSEDIRECTION_FORWARD 0,
UA_BROWSEDIRECTION_INVERSE = 1,
UA_BROWSEDIRECTION_BOTH = 2,

UA_BROWSEDIRECTION_INVALID

3,

__UA_BROWSEDIRECTION_FORCE32BIT = Ox7fffffff
} UA_BrowseDirection;
UA_STATIC_ASSERT (sizeof (UA_BrowseDirection) == sizeof(UA_Int32), enum_must_be_32bit);

#define

UA_TYPES_BROWSEDIRECTION 195

6.5.197 ViewDescription

typedef struct {
UA_NodeId viewld;
UA_DateTime timestamp;
UA_UInt32 viewVersion;
} UA_ViewDescription;

#define

UA_TYPES_VIEWDESCRIPTION 196
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6.5.198 BrowseDescription

typedef struct {
UA_NodeId nodeld;
UA_BrowseDirection browseDirection;
UA_NodeId referenceTypeld;
UA_Boolean includeSubtypes;
UA_UInt32 nodeClassMask;
UA_UInt32 resultMask;

} UA_BrowseDescription;

#define UA_TYPES_BROWSEDESCRIPTION 197

6.5.199 BrowseResultMask

typedef enum {
UA_BROWSERESULTMASK_NONE = 0,
UA_BROWSERESULTMASK_REFERENCETYPEID = 1,
UA_BROWSERESULTMASK_ISFORWARD = 2,
UA_BROWSERESULTMASK_NODECLASS = 4,
UA_BROWSERESULTMASK_BROWSENAME = 8,
UA_BROWSERESULTMASK_DISPLAYNAME = 16,
UA_BROWSERESULTMASK_TYPEDEFINITION = 32,
UA_BROWSERESULTMASK_ALL = 63,
UA_BROWSERESULTMASK_REFERENCETYPEINFO = 3,
UA_BROWSERESULTMASK_TARGETINFO = 60,
__UA_BROWSERESULTMASK_FORCE32BIT = Ox7fffffff

} UA_BrowseResultMask;

UA_STATIC_ASSERT (sizeof (UA_BrowseResultMask) == sizeof(UA_Int32), enum_must_be_32bit);

#define UA_TYPES_BROWSERESULTMASK 198

6.5.200 ReferenceDescription

typedef struct {
UA_NodeId referenceTypeld;
UA_Boolean isForward;
UA_ExpandedNodeId nodelId;
UA_QualifiedName browseName;
UA_LocalizedText displayName;
UA_NodeClass nodeClass;
UA_ExpandedNodelId typeDefinition;

} UA_ReferenceDescription;

#define UA_TYPES_REFERENCEDESCRIPTION 199
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6.5.201 ContinuationPoint

typedef UA_ByteString UA_ContinuationPoint;

#define UA_TYPES_CONTINUATIONPOINT 200

6.5.202 BrowseResult

typedef struct {
UA_StatusCode statusCode;
UA_ByteString continuationPoint;
size_t referencesSize;
UA_ReferenceDescription *references;
} UA_BrowseResult;

#define UA_TYPES_BROWSERESULT 201

6.5.203 BrowseRequest

typedef struct {
UA_RequestHeader requestHeader;
UA_ViewDescription view;
UA_UInt32 requestedMaxReferencesPerNode;
size_t nodesToBrowseSize;
UA_BrowseDescription *nodesToBrowse;

} UA_BrowseRequest;

#define UA_TYPES_BROWSEREQUEST 202

6.5.204 BrowseResponse

typedef struct {
UA_ResponseHeader responseHeader;
size_t resultsSize;
UA_BrowseResult *results;
size_t diagnosticInfosSize;
UA_DiagnosticInfo *diagnosticInfos;
} UA_BrowseResponse;

#define UA_TYPES_BROWSERESPONSE 203

6.5.205 BrowseNextRequest

typedef struct {
UA_RequestHeader requestHeader;
UA_Boolean releaseContinuationPoints;
size_t continuationPointsSize;
UA_ByteString *continuationPoints;

} UA_BrowseNextRequest;

#define UA_TYPES_BROWSENEXTREQUEST 204
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6.5.206 BrowseNextResponse

typedef struct {
UA_ResponseHeader responseHeader;
size_t resultsSize;
UA_BrowseResult *results;
size_t diagnosticInfosSize;
UA_DiagnosticInfo *diagnosticInfos;
} UA_BrowseNextResponse;

#define UA_TYPES_BROWSENEXTRESPONSE 205

6.5.207 RelativePathElement

typedef struct {
UA_NodeId referenceTypeld;
UA_Boolean isInverse;
UA_Boolean includeSubtypes;
UA_QualifiedName targetName;
} UA_RelativePathElement;

#define UA_TYPES_RELATIVEPATHELEMENT 206

6.5.208 RelativePath

typedef struct {
size_t elementsSize;
UA_RelativePathElement *elements;
} UA_RelativePath;

#define UA_TYPES_RELATIVEPATH 207

6.5.209 BrowsePath

typedef struct {
UA_NodeId startingNode;
UA_RelativePath relativePath;
} UA_BrowsePath;

#define UA_TYPES_BROWSEPATH 208

6.5.210 BrowsePathTarget

typedef struct {
UA_ExpandedNodeId targetId;
UA_UInt32 remainingPathIndex;
} UA_BrowsePathTarget;

#define UA_TYPES_BROWSEPATHTARGET 209
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6.5.211 BrowsePathResult

typedef struct {
UA_StatusCode statusCode;
size_t targetsSize;
UA_BrowsePathTarget *targets;
} UA_BrowsePathResult;

#define UA_TYPES_BROWSEPATHRESULT 210

6.5.212 TranslateBrowsePathsToNodeldsRequest

typedef struct {
UA_RequestHeader requestHeader;
size_t browsePathsSize;
UA_BrowsePath *browsePaths;
} UA_TranslateBrowsePathsToNodeIdsRequest;

#define UA_TYPES_TRANSLATEBROWSEPATHSTONODEIDSREQUEST 211

6.5.213 TranslateBrowsePathsToNodeldsResponse

typedef struct {
UA_ResponseHeader responseHeader;
size_t resultsSize;
UA_BrowsePathResult *results;
size_t diagnosticInfosSize;
UA_DiagnosticInfo *diagnosticInfos;

} UA_TranslateBrowsePathsToNodeIdsResponse;

#define UA_TYPES_TRANSLATEBROWSEPATHSTONODEIDSRESPONSE 212

6.5.214 RegisterNodesRequest

typedef struct {
UA_RequestHeader requestHeader;
size_t nodesToRegisterSize;
UA_NodeId *nodesToRegister;

} UA_RegisterNodesRequest;

#define UA_TYPES_REGISTERNODESREQUEST 213
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6.5.215 RegisterNodesResponse

typedef struct {
UA_ResponseHeader responseHeader;
size_t registeredNodeIdsSize;
UA_NodeId *registeredNodelds;

} UA_RegisterNodesResponse;

#define UA_TYPES_REGISTERNODESRESPONSE 214

6.5.216 UnregisterNodesRequest

typedef struct {
UA_RequestHeader requestHeader;
size_t nodesToUnregisterSize;
UA_NodeId *nodesToUnregister;

} UA_UnregisterNodesRequest;

#define UA_TYPES_UNREGISTERNODESREQUEST 215

6.5.217 UnregisterNodesResponse

typedef struct {
UA_ResponseHeader responseHeader;
} UA_UnregisterNodesResponse;

#define UA_TYPES_UNREGISTERNODESRESPONSE 216

6.5.218 Counter

typedef UA_UInt32 UA_Counter;

#define UA_TYPES_COUNTER 217

6.5.219 OpaqueNumericRange

typedef UA_String UA_OpaqueNumericRange;

#define UA_TYPES_OPAQUENUMERICRANGE 218
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6.5.220 EndpointConfiguration

typedef struct {
UA_Int32 operationTimeout;
UA_Boolean useBinaryEncoding;
UA_Int32 maxStringLength;
UA_Int32 maxByteStringLength;
UA_Int32 maxArrayLength;
UA_Int32 maxMessageSize;
UA_Int32 maxBufferSize;
UA_Int32 channellLifetime;
UA_Int32 securityTokenLifetime;

} UA_EndpointConfiguration;

#define UA_TYPES_ENDPOINTCONFIGURATION 219

6.5.221 QueryDataDescription

typedef struct {
UA_RelativePath relativePath;
UA_UInt32 attributeld;
UA_String indexRange;

} UA_QueryDataDescription;

#define UA_TYPES_QUERYDATADESCRIPTION 220

6.5.222 NodeTypeDescription

typedef struct {
UA_ExpandedNodelId typeDefinitionNode;
UA_Boolean includeSubTypes;
size_t dataToReturnSize;
UA_QueryDataDescription *dataToReturn;
} UA_NodeTypeDescription;

#define UA_TYPES_NODETYPEDESCRIPTION 221

6.5.223 FilterOperator

typedef enum {
UA_FILTEROPERATOR_EQUALS 0,
UA_FILTEROPERATOR_ISNULL 1,
UA_FILTEROPERATOR_GREATERTHAN = 2,
UA_FILTEROPERATOR_LESSTHAN = 3,

UA_FILTEROPERATOR_GREATERTHANOREQUAL = 4,

UA_FILTEROPERATOR_LESSTHANOREQUAL = 5,
UA_FILTEROPERATOR_LIKE = 6,
UA_FILTEROPERATOR_NOT = 7,
UA_FILTEROPERATOR_BETWEEN = 8,
UA_FILTEROPERATOR_INLIST = 9,
UA_FILTEROPERATOR_AND = 10,
UA_FILTEROPERATOR_OR = 11,

(continues on next page)
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UA_FILTEROPERATOR_CAST = 12,
UA_FILTEROPERATOR_INVIEW = 13,
UA_FILTEROPERATOR_OFTYPE = 14,
UA_FILTEROPERATOR_RELATEDTO = 15,
UA_FILTEROPERATOR_BITWISEAND = 16,
UA_FILTEROPERATOR_BITWISEOR = 17,
__UA_FILTEROPERATOR_FORCE32BIT = Ox7fffffff
} UA_FilterOperator;

(continued from previous page)

UA_STATIC_ASSERT(sizeof (UA_FilterOperator) == sizeof(UA_Int32), enum_must_be_32bit);

#define UA_TYPES_FILTEROPERATOR 222

6.5.224 QueryDataSet

typedef struct {
UA_ExpandedNodeId nodeld;
UA_ExpandedNodeId typeDefinitionNode;
size_t valuesSize;
UA_Variant *values;

} UA_QueryDataSet;

#define UA_TYPES_QUERYDATASET 223

6.5.225 NodeReference

typedef struct {
UA_NodeId nodeld;
UA_NodeId referenceTypeld;
UA_Boolean isForward;
size_t referencedNodeIdsSize;
UA_NodeId *referencedNodelds;
} UA_NodeReference;

#define UA_TYPES_NODEREFERENCE 224

6.5.226 ContentFilterElement

typedef struct {
UA_FilterOperator filterOperator;
size_t filterOperandsSize;
UA_ExtensionObject *filterOperands;
} UA_ContentFilterElement;

#define UA_TYPES_CONTENTFILTERELEMENT 225
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6.5.227 ContentFilter

typedef struct {
size_t elementsSize;
UA_ContentFilterElement *elements;
} UA_ContentFilter;

#define UA_TYPES_CONTENTFILTER 226

6.5.228 ElementOperand

typedef struct {
UA_UInt32 index;
} UA_ElementOperand;

#define UA_TYPES_ELEMENTOPERAND 227

6.5.229 LiteralOperand

typedef struct {
UA_Variant value;
} UA_LiteralOperand;

#define UA_TYPES_LITERALOPERAND 228

6.5.230 AttributeOperand

typedef struct {
UA_NodeId nodeld;
UA_String alias;
UA_RelativePath browsePath;
UA_UInt32 attributeld;
UA_String indexRange;

} UA_AttributeOperand;

#define UA_TYPES_ATTRIBUTEOPERAND 229

6.5.231 SimpleAttributeOperand

typedef struct {
UA_NodeId typeDefinitionId;
size_t browsePathSize;
UA_QualifiedName *“browsePath;
UA_UInt32 attributeld;
UA_String indexRange;

} UA_SimpleAttributeOperand;

#define UA_TYPES_SIMPLEATTRIBUTEOPERAND 230
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6.5.232 ContentFilterElementResult

typedef struct {
UA_StatusCode statusCode;
size_t operandStatusCodesSize;
UA_StatusCode *operandStatusCodes;
size_t operandDiagnosticInfosSize;
UA_DiagnosticInfo *operandDiagnosticInfos;
} UA_ContentFilterElementResult;

#define UA_TYPES_CONTENTFILTERELEMENTRESULT 231

6.5.233 ContentFilterResult

typedef struct {
size_t elementResultsSize;
UA_ContentFilterElementResult *elementResults;
size_t elementDiagnosticInfosSize;
UA_DiagnosticInfo *elementDiagnosticInfos;

} UA_ContentFilterResult;

#define UA_TYPES_CONTENTFILTERRESULT 232

6.5.234 ParsingResult

typedef struct {
UA_StatusCode statusCode;
size_t dataStatusCodesSize;
UA_StatusCode *dataStatusCodes;
size_t dataDiagnosticInfosSize;
UA_DiagnosticInfo *dataDiagnosticInfos;
} UA_ParsingResult;

#define UA_TYPES_PARSINGRESULT 233

6.5.235 QueryFirstRequest

typedef struct {
UA_RequestHeader requestHeader;
UA_ViewDescription view;
size_t nodeTypesSize;
UA_NodeTypeDescription *nodeTypes;
UA_ContentFilter filter;
UA_UInt32 maxDataSetsToReturn;
UA_UInt32 maxReferencesToReturn;

} UA_QueryFirstRequest;

#define UA_TYPES_QUERYFIRSTREQUEST 234
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6.5.236 QueryFirstResponse

typedef struct {
UA_ResponseHeader responseHeader;
size_t queryDataSetsSize;
UA_QueryDataSet *queryDataSets;
UA_ByteString continuationPoint;
size_t parsingResultsSize;
UA_ParsingResult *parsingResults;
size_t diagnosticInfosSize;
UA_DiagnosticInfo *diagnosticInfos;
UA_ContentFilterResult filterResult;

} UA_QueryFirstResponse;

#define UA_TYPES_QUERYFIRSTRESPONSE 235

6.5.237 QueryNextRequest

typedef struct {
UA_RequestHeader requestHeader;
UA_Boolean releaseContinuationPoint;
UA_ByteString continuationPoint;

} UA_QueryNextRequest;

#define UA_TYPES_QUERYNEXTREQUEST 236

6.5.238 QueryNextResponse

typedef struct {
UA_ResponseHeader responseHeader;
size_t queryDataSetsSize;
UA_QueryDataSet *queryDataSets;
UA_ByteString revisedContinuationPoint;
} UA_QueryNextResponse;

#define UA_TYPES_QUERYNEXTRESPONSE 237

6.5.239 TimestampsToReturn

typedef enum {
UA_TIMESTAMPSTORETURN_SOURCE 0,
UA_TIMESTAMPSTORETURN_SERVER 1,
UA_TIMESTAMPSTORETURN_BOTH = 2,
UA_TIMESTAMPSTORETURN_NEITHER = 3,
UA_TIMESTAMPSTORETURN_INVALID = 4,
__UA_TIMESTAMPSTORETURN_FORCE32BIT = Ox7fffffff
} UA_TimestampsToReturn;
UA_STATIC_ASSERT(sizeof (UA_TimestampsToReturn) == sizeof(UA_Int32), enum_must_be_
—32bit);

#define UA_TYPES_TIMESTAMPSTORETURN 238
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6.5.240 ReadValueld

typedef struct {
UA_NodeId nodeld;
UA_UInt32 attributeld;
UA_String indexRange;
UA_QualifiedName dataEncoding;
} UA_ReadValueld;

#define UA_TYPES_READVALUEID 239

6.5.241 ReadRequest

typedef struct {
UA_RequestHeader requestHeader;
UA_Double maxAge;
UA_TimestampsToReturn timestampsToReturn;
size_t nodesToReadSize;
UA_ReadValuelId *nodesToRead;

} UA_ReadRequest;

#define UA_TYPES_READREQUEST 240

6.5.242 ReadResponse

typedef struct {
UA_ResponseHeader responseHeader;
size_t resultsSize;
UA_DataValue *results;
size_t diagnosticInfosSize;
UA_DiagnosticInfo *diagnosticInfos;
} UA_ReadResponse;

#define UA_TYPES_READRESPONSE 241

6.5.243 HistoryReadValueld

typedef struct {
UA_NodeId nodeld;
UA_String indexRange;
UA_QualifiedName dataEncoding;
UA_ByteString continuationPoint;
} UA_HistoryReadValueld;

#define UA_TYPES_HISTORYREADVALUEID 242
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6.5.244 HistoryReadResult

typedef struct {
UA_StatusCode statusCode;
UA_ByteString continuationPoint;
UA_ExtensionObject historyData;
} UA_HistoryReadResult;

#define UA_TYPES_HISTORYREADRESULT 243

6.5.245 ReadRawModifiedDetails

typedef struct {
UA_Boolean isReadModified;
UA_DateTime startTime;
UA_DateTime endTime;
UA_UInt32 numValuesPerNode;
UA_Boolean returnBounds;

} UA_ReadRawModifiedDetails;

#define UA_TYPES_READRAWMODIFIEDDETAILS 244

6.5.246 ReadAtTimeDetails

typedef struct {
size_t reqTimesSize;
UA_DateTime *reqTimes;
UA_Boolean useSimpleBounds;
} UA_ReadAtTimeDetails;

#define UA_TYPES_READATTIMEDETAILS 245

6.5.247 ReadAnnotationDataDetails

typedef struct {
size_t reqTimesSize;
UA_DateTime *reqTimes;

} UA_ReadAnnotationDataDetails;

#define UA_TYPES_READANNOTATIONDATADETAILS 246

6.5.248 HistoryData

typedef struct {
size_t dataValuesSize;
UA_DataValue *dataValues;
} UA_HistoryData;

#define UA_TYPES_HISTORYDATA 247
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6.5.249 HistoryReadRequest

typedef struct {
UA_RequestHeader requestHeader;
UA_ExtensionObject historyReadDetails;
UA_TimestampsToReturn timestampsToReturn;
UA_Boolean releaseContinuationPoints;
size_t nodesToReadSize;
UA_HistoryReadValueld *nodesToRead;

} UA_HistoryReadRequest;

#define UA_TYPES_HISTORYREADREQUEST 248

6.5.250 HistoryReadResponse

typedef struct {
UA_ResponseHeader responseHeader;
size_t resultsSize;
UA_HistoryReadResult *results;
size_t diagnosticInfosSize;
UA_DiagnosticInfo *diagnosticInfos;
} UA_HistoryReadResponse;

#define UA_TYPES_HISTORYREADRESPONSE 249

6.5.251 WriteValue

typedef struct {
UA_NodeId nodeld;
UA_UInt32 attributeld;
UA_String indexRange;
UA_DataValue value;

} UA_WriteValue;

#define UA_TYPES_WRITEVALUE 250

6.5.252 WriteRequest

typedef struc